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Abstract

There is an increasing need for explainable and private machine learning. The European
Union’s Al Act is a recent legislation aimed at regulating the development and use of
artificial intelligence in the European Union. Trustworthy Al is an important part of this,
and some of the key requirements for trustworthy Al are data privacy and model transparency.
Takagi-Sugeno-Kang fuzzy rule-based systems (TSK-FRBS) are inherently explainable, and
federated learning (FL) is a way to train machine learning (ML) models while ensuring data
privacy. Training an inherently explainable ML model using FL has the potential to ensure data

privacy while training a transparent model.

This thesis empirically investigates the possible trade-offs between privacy and the performance
of inherently explainable ML models and deep learning (DL) models. Does federated learning
reduce the performance of either TSK-FRBS or deep learning models? To answer this question,
a central TSK-FRBS, a federated TSK-FRBS, a central DL, and a federated DL model have been
implemented on ten different datasets from different application areas.

The federated models have been trained usingi.i.d data and five collaborators. The experiments
show that federated learning has not significantly impacted the performance and explainability
of the different models. The central models performed comparably to the federated models
trained on the same datasets. The deep learning models perform slightly better than the
TSK-FRBS model overall, with some exceptions. The TSK-FRBS model is explainable because
it is transparent and consists of rules. Training the TSK-FRBS model using FL does not alter
the rule in any way that reduces its explainability. The results suggest there is no reason not
to train a TSK-FRBS using FL regarding explainability. To the researcher’s knowledge, this is
the only research that compares inherently explainable ML and DL to investigate the impact of
FL.
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Chapter 1

Introduction

The fourth industrial revolution is transforming industries through automation, digitalization,
and new technologies. The goal of the revolution is to increase efficient real-time data flow in
order to increase productivity, quality, and adaptability. Industrial processes can be automated
using smart technology and connected systems and machines. This strive for automation
presents new challenges and the need for new tools. Artificial Intelligence (AI) has proven to be
a powerful tool to tackle these challenges, and advancements in Al have led to the development

of capable and intelligent systems. [5]

The European Union has taken a proactive approach when it comes to regulating Al. With the
aim of steering the field towards creating trustworthy Al, the European Parliament created
the Artificial Intelligence Act. The Act was enacted March 13, 2024 [6], and covers all the Al
systems used in the EU. The European Parliaments goal with the Al legislation is to ensure
safe, transparent, traceable, non-discriminatory and environmentally friendly Al. They also
state that humans should oversee Al, instead of automated systems, to prevent negative
consequences [7, 8]. The Al Act use a risk level approach where there are different rules for
different risk levels. Furthure, the Al Act encourages the development and use of trustworthy Al,
and the European Commission has defined some guidelines for trustworthy Al [8]. According
to the guidelines, an Al system should meet 7 key requirements to be deemed trustworthy.
Those are human and agency oversight, technical robustness and safety, privacy and data
governance, transparency, diversity, non discrimination and fairness, and accountability
[9].

Creating an Al system for an application considered high-risk can be a challenge. Meeting
the key requirements of trustworthy Al may lead to reduced model performance, and the
models must be transparent or explainable, and at the same time keep the training data
private. Systems that are not considered high risk will still have to adhere to the Al Act
rules, but the rules are not as strict as the high-risk applications. Programs that do not
affect safety or fundamental rights, such as ChatGPT, will not be considered high-risk. A few
example application areas that are considered high risk are; aviation, cars, medical systems,
employment, legal assistance, and migration. [7]

Inherently explainable machine learning (ML) models and federated learning (FL), are two



technologies that can comply with trustworthy Al's transparency, privacy, and data governance
requirements. Inherently explainable machine learning models such as Takagi-Sugeno-Kang
Fuzzy Rule-Based Systems (TSK-FRBS), are transparent and explainable. A rule-based system
consists of a set of rules written in a similar way to natural language. It is possible to understand
how a model makes its decision by analyzing an activated rule and its fuzzy membership. FLis a
privacy-preserving technology that allows multiple clients to train an Al model collaboratively.
Each client contributes by training a local model on their data. Furthermore, the global model
is an aggregated model, and the training data never leaves the clients. The combination of
TSK-FRBS and FL ensures the explainability and privacy requirements.

Al has a vast potential when it comes to solving complex problems in different fields such as e.g.
the medical sector. Its application in high risk areas brings concerns about the explainability
and privacy. Research towards explainable and privacy focused ML techniques is important to
ensure responsible and trustworthy Al. Privacy and explainability can help us understand how
a model "arrives" at its decision while ensuring the privacy of the data. Good explainable and

private ML models can benefit high-risk sectors while beeing ethical and trustworthy.

1.1 Research Question

According to Cynthia Rudin [10], there is a myth commonly believed by researchers that there
is a trade-off between accuracy and interpretability. Complex models are not necessarily
more accurate. Nilsson et al. [11] demonstrates that the performance of FL using FedAvg,
and centralized learning, are practically the same when using identically and independently
distributed (i.i.d) data. Their results were achieved using neural networks. An interesting thing
to evaluate is whether similar performance also applies to inherently explainable models such
as TSK-FRBS.

This thesis intends to empirically investigate possible trade-offs between privacy and the
performance of an inherently explainable machine learning algorithm and deep learning (DL)
models. The privacy preserving technique used to answer this question is cross-silo Federated
Learning. The explainability aspect is achieved by using the inherently explainable machine
learning model TSK-FRBS and compare it with DL models.

The research question the thesis aims to answer is the following;
Does federated learning reduce the performance of a TSK-FRBS model or a DL model

To help answer this question a set of sub-questions have been derived.

e Can a cross-silo Federated TSK-FRBS model with i.i.d data achieve comparable

performance to a central TSK-FRBS model?
* Do FL affect the explainability of a TSK-FRBS models rules?

e Can a cross-silo federated DL model with i.i.d data achieve the same performance as a
central DL model?

* How does the federated TSK-FRBS models perform compared to the federated DL models



on the same datasets?

1.2 Contribution

FL is a growing field that is gaining traction because of its privacy preserving abilities. FL was
designed for deep learning, which has resulted in research primarily being focused on DL.
This thesis aims to address the research gap in understanding the impact of FL on inherently
explainable ML algorithms. This research thesis aims to contribute the research on FL by doing
an empirical study on inherently explainable ML models. The research conducted in this thesis
builds upon the work of OpenFL-XAI [12]. The contributions of this thesis are to implement
federated TSK-FRBS, central TSK-FRBS, federated DL and central DL models on a set of 10
datasets. The results are then compared, and the impact of federated learning on TSK-FRBS
models are evaluated.

1.3 Structure

The rest of this thesis is structured as follows:

* Section 2 Background: This section contains background information on the main
technologies used in this thesis. This includes Al Act, explainable Al, fuzzy rule-based

systems, privacy-preserving ML, and Federated Learning.

* Section 3 State of the art: This section looks at existing research on the technologies used

and what other researchers have done.

* Section 4 Methodology: This section present methodology. It covers the research design,

model implementations, datasets, and how the results are evaluated.

¢ Section 5 Results: This section presents the results from the experiments conducted in
this thesis.

e Section 6 Discussion: This section discusses and interpret the results. This section
contains the discussion. The different results and experiments are discussed and

interpreted. What do the results mean, and why are they the way they are.

¢ Section 7 Conclusion: is the conclusion. This is the final section of the thesis before the

references and the conclusion of the findings.



Chapter 2

Background / Literature Review

Previous work on FL of inherently explainable models

The background section presents the technologies and areas of research covered in this thesis.
These are Explainable Machine learning, privacy-preserving Machine Learning, and Artificial
Neural Networks. The European Union’s regulations on Al, the Al Act, will be presented before
looking at Explainable Machine Learning, Privacy-Preserving Machine Learning, and Artificial
Neural Networks. This will be the theoretical background for the rest of the thesis.

2.1 AIAct

To ensure safe and sound conditions for developing and using Al systems, the European Union
has enacted a set of rules covering Al. The Al Act is a legal framework on Al [13]. The European
Union’s parliament enacted it on March 13 2024, and it is the worlds first comprehensive legal
framework for Al. By enacting a set of rules for Al, the EU wants to steer the development and
use of Al to benefit people. The EU Act hopes to build trust in what Al can contribute to society.
(13]

The EU Act is a risk-based approach and divides Al applications into four risk categories:
Unacceptable risk, High risk, limited risk, and minimal risk. The risk categories say something
about what the potential consequences of the application are. A high-risk application has to
follow a stricter set of rules than a minimal-risk application. The higher the application risk,
the more stringent the rules to adhere to. Examples of high-risk systems include the medical
sector, critical infrastructure, immigration, and legal help. Before an Al system can be put on
the market, it has to follow a strict set of obligations. [13]

The EU wants its inhabitants to be able to trust Al systems. They hope to achieve this by
regulating the development and use of trustworthy Al. The EU’s considerations for trustworthy
Al consist of seven requirements. Two of them are privacy and transparency. The privacy
guidelines make sure that personal data is handled ethically and in line with the data protection
regulations. Transparency allows for insight into how a system works. Understanding how a
model has arrived at its decision can lead to better explainability and lower the chance of model
biases. [14, 13]



Developing good Al systems for high-risk applications such as in the medical sector can be
difficult. A good Al model requires a good set of training data. This is a challenge in the medical
sector as patient data and hospital records are private and regulated. The models must also
be explainable so a medical professional can understand the what and why a suggestion have

been made.

2.2 Explainable Al (XAI)

XAI stands for Explainable Al It is a field of research that aims to make machine learning
models understandable to humans. Machine learning models can be divided into two
categories: white-box and black-box. White-box models are transparent and understandable,
and humans can interpret their inner workings. Black-box models are more complex but can
achieve a better accuracy. XAl is an important area of research as more complex machine
learning models, such as deep neural networks, are used. The results DL models can achieve
are impressive, but it can be not easy to understand how they are achieved. [15, 16]

Van Lent et al. [17] introduced the word XAI in 2004. They created an Al model to control
a simulation and explain its decisions. The term XAI describes the explainability part of the
Al model. The growing use of deep learning models has made it clear that more explanation
is needed, leading to an increased number of studies on XAI. Deep learning models are
considered black-box models. They return an output, but the reasoning behind the decision
is unknown. More services are using Al every day. Decisions are made without knowing the
reasoning behind them. Some examples are movie recommendations on Netflix, personalized
advertisements from Google, and friend suggestions on Facebook. There are also several areas
where Al is limited because there is a need for better understanding and reasoning of decisions,
such as in the medical and financial sectors. Explainable Al can enable the development and
use of applications in high-risk sectors. Explainability can increase trust and transparency and

help people better understand why an Al model makes the decisions it makes. [18, 16]

ML is a powerful technology and is used in many different sectors. It can help solve complex
tasks and is an important tool for the future. When Al systems are used in applications
that affect human lives, it is important to understand its decisions. [19] There are several
reasons why explainability is important. Explainable Al can also lead to better-performing
models. It allows researchers to better understand the model they are working on. A deeper
understanding can also lead to a fairer model. With the EU’s Al Act, it is not enough for a model
to be accurate; it must also be explainable and fair. Increasing demand for ethical Al means
that models have to be interpretable and trustworthy. For a model to comply with the Al Act, it

has to be non-discriminating and every person has the right to explanation. [20, 13].

There is a general need for explainable Al models, but the level of explainability does not have
to be the same across all applications. Al models used in the healthcare sector requires a good
level of explainability. This is because the outcome of a decision can have a negative impact on
human lives. A doctor needs to understand the decision of an Al model and its reasoning and

agree that it is a good decision. For other applications, such as personalized advertisement,



the explainability does not need to be as comprehensive as with the healthcare sector. The
consequences of a personalized advertisement to promote the wrong product to a person are

negligible. [16]

According to [18], two terms are used a lot in papers discussing explainability in AL. Those terms
are explainability and interpretability. There is no official explanation or common consensus
on what explainability and interpretability in Al are. To clear this up, [18] defines the terms
to help make the definitions and distinctions between them clear. Explainability helps a target
audience understand or gain knowledge about a model’s decision-making or function based on
some explainability techniques. Interpretability means that the results and explanations make
sense to a target audience. Can a doctor understand the reasoning of a model and use it to make

informed decisions? [18]

2.2.1 Achieve explainability

Explainable Al can be achieved in a few different ways, either through ad-hoc or post-hoc
methods. Models that are ad-hoc explainable have explainability built into the model. Ad-hoc
models are designed to be explainable, and it’s easier to understand their decision-making
process. Transparent ML models that are explainable are called inherently explainable models.
They are usually more straightforward and less complex. Decision trees, rule-based, and linear
regression models are examples of inherently explainable models. Post-hoc explainability
means to explain a model after it has made its prediction. Post-hoc explainability techniques
can be applied to a wide range of models, both ML and DL models. As DL models are
considered black-box models, post-hoc explainability can provide insight into how they work.
[19] There are many different post-hoc explainability techniques. Some of the most popular
ones are LIME, SHAP, and ELI5. They are applied after training and help understand why a

model makes certain predictions.

Recent research in XAl has focused on DL models. This thesis will not explore the details of XAl
techniques as they have not been implemented or used. The explainability of the inherently
explainable model TSK-FRBS are considered by evaluating the model rules.

2.2.2 Fuzzy Rule-Based Systems

Fuzzy Rule-Based Systems (FRBS) are an inherently explainable machine learning method that
uses rules and fuzzy logic to make decisions. Rule-based systems can be used to solve a wide
range of problems, such as regression and classification problems. A rule in a rule-based system
has the form "IF antecedent THEN consequent." This structure is called the IF-THEN rule-base
form. A rule-based system consists of multiple rules, and the rules decide a model’s output.
FRBS can handle data uncertainty by representing knowledge using fuzzy sets and fuzzy logic.
(2]

Fuzzy sets are a mathematical concept that can represent uncertainty in data. This is done
using partial membership, allowing data to belong to multiple elements in a set. Imagine a

fuzzy set representing temperature preference using the elements cold, comfortable, and warm.



A membership function is used to determine at which degree a temperature belongs to the
categories. A temperature of 10°C can have a membership of 0.9 in cold and 0.1 in comfortable.
This indicates that the temperature is mostly considered cold but also slightly comfortable.
Fuzzy sets allow for a data-entry to belong to multiple sets at the same time. Figure 2.1 shows
a fuzzy partition with the elements low, medium, and high. Fuzzy logic is an extension of fuzzy
sets that allows logical operators to be used with degrees of membership. They are allowing for

the more complex description of temperature such as "cold" AND "comfortable". [21, 22]

There are a few different types of uncertainty partitions. Crisp uncertainty (crisp) is when a
value only belongs to one interval. First-order uncertainty (type-1) has overlapping intervals.
The start and end of each partition are known, and the membership value is between 0 and 1.
The overlap between intervals makes for smooth, specific, and defined overlap. Second-order
uncertainty (type-2) is similar to first-order uncertainty except that there is uncertainty in the
overlap. The start and end of the overlap are unknown, so the membership is an interval.
(2]

Fuzzy partition

1.0 A

0.8

Membership
2 2
~ o

0.2

0.0 ~

Figure 2.1: Fuzzy partitioning [1]

A FRBS model is built up by a number of rules. Each rule captures a different behavior, and,
together can make decisions. An example of a rule is:

IF x1 is "medium" and x2 is "low" and x3 is "high" THEN y is "cold".

There are two main ways the rules of an FRBS are initialized. A domain expert can create the
rules, or an algorithm can do it. If an expert creates the rules, they use their knowledge and
experience to create well-designed rules that cover different circumstances that can happen.
An example of an algorithm that can initialize and create fuzzy rules is the fuzzy c-means
algorithm. The fuzzy c-means algorithm is very similar to the k-means algorithm, but instead
of having each datapoint assigned to only one centroid, the datapoints belong to all the

centroids at different degrees of membership. [23]

An example to understand how a rule-based system works can be to look at the heating of a



room. You have the input which is the room temperature, and the output is what power the
heater should be. The fuzzy sets for this system can be hot, warm and cold for the temperature
in the room, low, medium and high for the power of the heater. X is the temperature and Y is the
output power to the heater. The rules for this system can be the following: R1: IF X is hot THEN
Yislow R2: IF X is warm THEN Y is medium R3: IF X is cold THEN Y is high When a temperature
is given to the model it will first decide to what degree of the fuzzy sets it belongs to. for example
a temperature of 4 degrees Celsius and 14 degrees Celsius might both be considered cold, but

the 14 degrees temperature belongs more to the warm category than the 4 degrees one.

Fuzzy System

Rules

Input i Output
—> Fuzzifier Output Processor  ———>

Fuzzy Fuzzy
. Y
input output

Inference

________________________________________________________________________________________

Figure 2.2: Fuzzy System [2]

A fuzzy system consists of four parts: rules, fuzzifier, inference, and output processor. Rules
are the central part of an FRBS and are either extracted from some data or created by domain
experts. If the fuzzy sets used for the rules are type-1, the fuzzy system is called a type-1 fuzzy
system. The next part of a fuzzy system is the fuzzifier. The fuzzifier turns the input data into
fuzzy values. The next part of a fuzzy system is the inference process. The fuzzified inputs are
compared to the rules. The input data will match one of the rules where the fuzzy values are
the most similar, and that rule’s consequent (output) will be the result for that input. The final
part of the system is the output processor. The output from the inference step is processed to

produce the type of output the system is designed for. [2]

Fuzzy Rule-based systems are considered inherently explainable. This is because a FRBS-model
consists of a set of rules. By accessing the rules a model follows when making a decision, it
becomes possible to understand it better. By looking at the model’s rules, you can, for example,
see that if you have some input data where one variable is high and another is low, the
model might make a certain prediction because the data fits best to a certain rule. According
to the survey by Varshney et al. [24], fuzzy rule-based systems work well on unbalanced

datasets.

There are a few different versions of Fuzzy Rule-Based systems. They all follow the main

principles of a fuzzy system, but with a few differences. The first person to implement an FRBS



with real inputs and outputs is Mandami [21, 25]. His implementation is called Mandami-FRBS,
one of the most popular FRBS versions. It tasks fuzzy inputs and results in a fuzzy output. The
final step of a Mandami FRBS is defuzzification, a step where the model output is defuzzified
to return a numerical output. The rules in a Mandami system has a form like this:

IF X1is Al, and ...and Xnis AnTHENY is By [21]

2.2.3 Takagi-Sugeno-Kang FRBS

Takagi-Sugeno-Kang FRBS is another popular fuzzy system. It was introduced by Takagi,
Sugeno, and Kang[26, 27]. The difference between a Mandami fuzzy system and a TSK fuzzy
system is the rules. In a TSK-FRBS, the antecedent of the rules consists of fuzzy variables, and
the consequent is a function of the input variables [21]. The output of a TSK-FRBS model is a
numerical value because the rules return numerical values rather than fuzzy sets. As a result,
TSK-FRBS models do not need defuzzification. A TSK-FRBS rule looks like this:
IFX1isAl,and..and XnisAnTHENY =p0+pl*xX1+..+pnx*Xn

(21]

TSK-FRBS has advantages and disadvantages. Both advantages and disadvantages result from
how the rules are structured. An advantage is that it only needs a small number of rules
to describe complex non-linear problems, a lot fewer rules than the Mandami FRBS. The
disadvantage is that the TSK-FRBS rules are less understandable than the Mandami rules. The
consequent of the TSK-FRBS rules can be difficult to understand, and the model output also
depends on crisp inputs. [28, 21]

2.3 Privacy Preserving Machine Learning

Privacy is an important factor when creating trustworthy Al systems. ML has a big potential to
increase efficiency and quality in many different areas but requires good training data. A ML
model needs a lot of data to train on, and the data needs to be of a high quality. Data quality is
an essential factor when creating good ML models. Getting hands on a lot of high quality data
can be challenging. A solution to this can be to share data between different organizations.
Collaboration can potentially create better models, but it is important to consider data privacy.
Data can be confidential and private, and one way to overcome this problem is by utilizing
privacy-preserving ML (PPML) techniques.

Privacy-preserving ML techniques allow for training and using ML models while protecting
data privacy. Different PPML techniques work in different ways and can be used alone or
multiple together. Some of the most popular PPML techniques are Differential Privacy, Secure

aggregation, Homomorphic Encryption, Data Minimization, and Federated Learning.

Differential Privacy is a technique that injects noise into the data during training. The noise is
carefully calibrated to make it difficult to understand the training data while allowing the model
to learn general patterns. Secure Aggregation is a technique for securely aggregating models
that allows multiple participants to train a model collaboratively. Each client trains a model on

their data before a secure party handles the aggregation. The clients’ data are never shared



with any of the other collaborators. Homomorphic Encryption is a type of encryption that
allows computations to be performed on encrypted data without decrypting it first. This lets
ML models train on encrypted data, and the data remains secure as it is encrypted. Federated
Learning (FL) is the privacy-preserving technique this thesis focuses on. It allows multiple
parties to train a model collaboratively using a central server. Only the model weights are
shared from the clients, meaning the data stays safe where it is. More details on FL in the next

section.

2.3.1 Federated Learning (FL)

Federated Learning (FL) is a privacy-preserving machine learning technique. It works by
having multiple computers or devices collaboratively train a deep learning model. A central
server orchestrates the training, and each computer or device has its own dataset. The model
parameters are the only information shared between the central server and the devices. This
approach ensures that the training data does not leave the devices. The result is a model

collaboratively trained on all the devices’ data. [29, 11, 30]

Federated Learning was first introduced in 2016 by McMahan et al. [30]. They investigated
training DL models on decentralized data from mobile devices and introduced the aggregation
algorithm called FederatedAveraging. The paper concludes that federated learning using
the federated averaging algorithm can be a practical way to train good models. With the
knowledge gained from the paper, they tested federated learning in Google’s Android keyboard
called Gboard [31]. The testing showed good results, and Google successfully used Federated
Learning to improve the Google keyboard [32]. On next-word prediction, Google trained a
model from scratch using Federated Learning, outperforming an identical model trained on a
server. [30, 31, 32]

Even though McMahan was the first person to put a name to the term federated learning, the
idea behind it is not new. In the early 1980s, cryptographic methods were developed to analyze
data distributed between multiple parties without exposing the data. This is because it has been
a long-standing goal of researchers within many different fields to gain information from data

with many owners without exposing the data[29].

Classic centralized machine learning works by having a dataset, a model, and one server. The
server trains the model on the dataset. The model is trained on all the data stored in one central
location. The result is a ML model that has been trained on the dataset. In federated learning, a
set of clients collaborate to train a global model. A central server gives orders to the clients
and receives model parameters back. Each client has their own data set and trains a local
model on their data set before sending the model parameters back to the central server. The
server aggregates the model parameters from the different clients into one global model. The
aggregated global model is then sent back to the clients, who train that model on their data
again. The updated local models are then returned to the central server, aggregating them
into one model again. This process is repeated multiple times. The final result is a global
model trained in data from multiple clients while their data remains secure and private and

does not leave the clients. Figure 2.3 shows an illustrative example of how a set of hospitals can
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collaboratively train a global model on private data without exposing the data. [29, 11, 30]
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Figure 2.3: Federated Learning figure by Nvidia [3]. It shows the structure of a cross-silo FL system

where different medical facilities collaborate to train a global model without sharing their data.

Here is the process of a federated learning system:

1. Initialization. A central server has a global model with random weights. Each client
downloads the model from the central server.

2. Local training. Each client trains the downloaded model and trains it on their local data.

3. Aggregation. Each client sends the model weights from their locally trained model to the
central server. The central server downloads all the weights and combines them into a
single model using an aggregation technique.

4. Model update. The central server updates its global model to be the aggregated weights
from all the local models. The central server then sends the updated global model to the

clients, and the process is repeated until convergence or other stopping criteria.

Federated learning is a privacy-preserving ML technique that provides many advantages.
There is enhanced data privacy, and the data owners have more control over their data.
Collaboration between multiple clients or organizations provides access to a more extensive
and diverse dataset. A more general dataset has the potential to improve model generalization.
As McMahan et al. [30] demonstrated in their deployment of FL for Gboard, it is a scalable
system. Interest in FL is greater today, and more companies use FL in their products, such as
Apple [33]. [30]

FL was first introduced to run on a large number of mobile devices. With the increase in
popularity and research, FL has been applied to many different applications, introducing two

terms: cross-silo FL and cross-device FL. Cross-silo FL refers to a system with a few clients or
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devices, and cross-device FL refers to a system with many clients. The paper by Kairouz et al.
[29] introduced the terms cross-device and cross-silo to label the different types of FL systems.
A system where a few hospitals collaborate on a model can be viewed as cross-silo, and a
system that uses many clients, such as the Gboard, is considered as cross-device. An FL system

uses multiple clients to train a global model, with no maximum number of clients. [29]

Other important terms in FL are i.i.d and non-i.i.d data distributions. i.i.d stands for
independent identically distributed, and refers to the clients data distribution. A FL system
where the clients have the same type of data and features are i.i.d, and systems where the
clients have different features, data size, and other differences are non-i.i.d systems. non-i.i.d

data is the most challenging to work with, but

An essential part of the FL process is model aggregation. This part combines local models into
one global model. There are several different aggregation methods designed to face various
challenges with FL. Some aggregation techniques improve the model accuracy, some tackle
data security and privacy, and some reduce the data sent between clients and central servers
[34]. The aggregation technique introduced by McMahan et al. [30] in 2016 is called federated
averaging (FedAvg). It is one of the most common and popular FL aggregation techniques.
It works by getting the parameters (model weights) from each client, adding a weight to
them, and then getting the average parameters. The weight of the parameters is proportional
to the client data size, and the global aggregated model consists of the weighted average
parameters[34]. Other aggregation techniques such as FedAvg, FedProx, FedNova, Scaffold,
Moon, Zeno, and Per-FedAvg are discussed in the survey by Qi et al. [34]. There are many
different aggregation techniques available with the possibility to create custom aggregation
techniques as well. According to the paper by Nilsson et al. [11], a model using fedavg achieves
a higher accuracy compared to other FL aggregation algorithms. When comparing centralized
learning with FL they achieved a similar accuracy when using i.i.d data. When using non-i.i.d
data the centralized approach outperformed FedAvg. [11]

FL can be implemented using different frameworks that facilitate the communication, clients,
central server and aggregation. Due to the increasing popularity of FL, several frameworks
have emerged over the last years. The task of a FL framework is to handle the communication
between the clients and the aggregation of the local models into a global model. The

frameworks used in this thesis are OpenFL [35] and Flower [36].

As with any system, FL has some vulnerabilities. The goal of a FL system is to collaboratively
train a model while keeping the training data private. The data has to be kept private from the
different clients, and there can also be external actors that want to attack or steal information.
Nuria Rodriguez-Barroso et al. [37] created a survey in 2023 covering the threats to FL.

2.4 Deep Learning

Deep learning is a sub-field of machine learning. Deep learning models are inspired by the
neurons and structure of the human brain, and can be used to solve complex problems that
more traditional ML models struggle with. Deep learning models consists of interconnected
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nodes that create artificial neural networks. The artificial neural networks mimic the
interconnected neurons in a brain. The nodes in an artificial neural network are placed
in different layers of varying sizes. The input layer and the output layers are visible, but
the layers in between are called hidden-layers. Each layer receives some data, perform a
mathematical operation on it before sending it to the next layer. The more layers the data
passes trough, the more features are extracted from the data. A DL model is trained on a
set of data. As more data passes trough the network, it learns to recognize patterns and
relationships in the data. The final layer of a model use the patterns learned from the data to
make predictions. [38, 39, 40]

Training a DL model can be divided into three different categories. Supervised, semi-supervised
and unsupervised -learning. Supervised learning means that the model trains using labelled
data. Unsupervised learning means that the model trains on unlabelled data, and learns to find
patterns and relationships in the data. Semi-supervised learning is a mix of the two. A model is
trained on both labelled and unlabelled data. [41]
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Figure 2.4: Example of a simple neural network [4]

Figure 2.4 shows a simple neural network. It consists of an input layer, a hidden layer and an
output layer. The neurons are represented by the circles, and each neuron is connected to the
neurons in the neighbouring layers. The connection between the neurons are weighted. This
means that some of the neurons have more influence on the connected nodes than others. The
hidden layers and output layers use activation functions to learn complex relationships in the
data. The neurons in the hidden layer and output layers apply an activation function on the

weighted input from the previous nodes.

Activation functions help a neural network to learn non-linear relationships and complex
patterns. It does this by deciding whether a neuron should be activated or not. This is done by
taking the weighted input from a previous node, convert it according to a function, and then
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pass it to the next node. Some examples of activation functions are Relu and Sigmoid. Relu
stands for rectified linear unit, and is a popular activation function in DL. Relu takes a single
real number as an input. If the input is a positive number, it will output the input number. If
the input number is negative or zero, it will return zero. The sigmoid activation function in a
different way than relu. It takes a number as an input, and then gives an output in a range from
0 to 1. A high input number will return a value closer to 1, and a low input will return a number
closer to 0. This makes the Signmoid function suitable to output a likelihood. [38, 40]

The learning process of a DL model consists of tree steps. A forward pass, error calculation and
back-propagation. These steps are repeated multiple times to train a model. A forward pass
is the process of data going trough a neural network. The data travels between the nodes, and
activation functions calculate the weighted data from the previous node. After going trough all
the layers, the output layer generates an output. The second step is the error calculation. This
is where the output from the forward pass is checked. An error function is used to calculate the
difference between the output value and the true value. This results in an error that says how
wrong the model was at a certain data point. The third step is back-propagation. This is the
step where the model is improved by adjusting the weights of the node connections. It starts
from the output layer, and goes over the weights back towards the input layer. At each layer,
the weight is adjusted. If a weight contributed significantly to the error, it is modified to reduce
the error. The optimization process is done by an optimization algorithm. The weights of the

model are adjusted a little at a time over multiple data points. [40]
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Chapter 3

State of the art

Explainable Al and federated learning are two popular technologies that are receiving much
attention. Federated learning, in combination with explainable Al, is not a big field of research.
While there is a lot of research on FL and XAI on their own, very few papers and research cover
the technologies used together. The aim of this thesis is to investigate the impact of FL on an
inherently explainable ML model. This section will examine current knowledge and research

regarding explainable federated machine learning.

The literature in the field of FL and XAI can be divided into two main areas. Papers using FL, DL
models, and post-hoc explainability, and Papers using FL and inherently explainable models.
Papers using FL, DL models, and post-hoc explainability are the most popular. This is because
the majority of FL research is focused on DL. Fewer papers cover the use of FL and inherently
explainable ML models. Federated learning was designed and developed for DL models. As a
result, most of the research and available literature in the area uses and focuses on DL rather

than simpler ML models.

3.1 XAlandFL

Lopez-Blanco et al. [42] wrote a review on federated learning of explainable Al in 2023. The
review looks at FED-XAI, a combination of FL and XAI. When reviewing articles on explainable
Al and FL, they found that few papers have been published on this new trend. The main
contributions to the FED-XAI field are from 2022 and 2023, and they expect the number of
papers to increase with time. In their review they found seven notable articles with the term
FED-XAI. Some of them discuss and review the status of FED-XAI, two mention FED-XAI
without contributing anything, and two have implemented an explainable model or an
explainability framework on a FL architecture. The review concludes that the main problem
of FED-XAI is to achieve results comparable to those achieved using a centralized machine
learning approach. [42]

One of the most prominent papers mentioned in the review by Ratl Lépez-Blanco et al. [42]
is the paper by Alessio Bechini et al. [43]. The paper describes the most recent research done

by the Artificial Intelligence R&D (AI-RD) group of the Department of Information Engineering
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of the University of Pisa. They mention a project called HEXA-X, where they hope to deploy
FED-XAI on 6G networks. One of the requirements of the HEXA-X project is to fulfill the
requirements of trustworthy Al. They aim to develop a framework for FED-XAI where user
agents collaboratively train an XAI model. This has resulted in a large part of the available

research on FED-XAI to originate at the University of Pisa.

The paper by Ducange et al. [44] from 2022 presents a proof of concept for FED-XAI. The proof
of concept is between a set of Tele-operated cars and a central server. To drive cars remotely the
video stream needs to be high quality. They trained a model to predict when the video quality
would get bad using Fed-XAlI.

The researcher José Luis Corcuera Barcena from the University of Pisa has written and
co-authored multiple papers discussing and implementing a TSK-FRBS model in a federated
fashion. In [45] discusses frameworks that use post-hoc explainability on DL models. It then
mentions that for FL frameworks that use interpretable by design models, the TSK-FRBS model
looks most promising for XAl to be trained using FL. In [46] Barcena et al. implements a
TSK-FRBS model, and trains it using FL. They then compare the results with a state of the
art non-FL TSK-FRBS delivered by PyFUME. The results showed that their implementation
achieved a better performance compared to PyFUME’s TSK-FRBS.

In 2023, Daole et al. [12] introduced a framework called OpenFL-XALI. It is an extension of the
OpenFL framework [35], enabling it to train rule-based models in a federated approach. The
model they use is TSK-FRBS, and the implementation of the model is the one from the paper

mentioned earlier by Barcena et al. [46].

Other papers such as [47] by Zhu et al. and [48] by Wilbik et al. implement and train a
TSK-FRBS model in a federated fashion. Experiments are conducted on different datasets, and
they conclude that federated FRBS can achieve high-quality results on real-world problems
and FL-trained models can outperform central models.

Another term for FL and explainable ML is fXAI. Kusiak proposed it in 2023 [49], and it covers
the same area as FED-XAI. He also proposes a rule-based algorithm called XRule to create
a rule-based algorithm. Training the XRule algorithm in a federated fashion is the paper’s

contribution to the field of federated explainable Al.

The paper by Tomisin Awosika et al. [50] presents a banking fraud detection system using
Federated Learning, Deep Learning and Explainability. They train a model using Federated
Learning on banking data and then utilize SHAP to make the resulting model explainable. They
used this dataset [51], which contains [50, 51]

Federated learning is a relatively new technology. As a result, the research on FL and XAI is
relatively new. There are a few different terms used, such as FL-XAI, and fXAI. The papers
investigating post-hoc explainability such as [52, 53, 50], use methods such as SHAP and LIME
to explain the data after training. The OpenFL-XAI framework has made it possible to compare

federated rule-based models with federated DL models.
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Chapter 4

Methodology

The methodology section of the thesis outlines the methodology used to explore the research
question. This thesis aims to investigate how FL impacts the performance of a TSK-FRBS or DL
model. If FL has a negative impact on performance, or if FL impacts the TSK-FRBS rules. To
answer these questions, a few TSK-FRBS models and deep learning models are implemented
on 10 different datasets. The models are trained in a federated and central fashion, allowing a
comparison between the results. This section will describe the details of the implementation

and why the different decisions were made.

4.1 Research design

This thesis uses an empirical research approach, which involves gathering real-world data to
test hypotheses and research questions. The research is designed to evaluate FL's impacts on
the results of an inherently explainable model. This is done by comparing results on TSK-FRBS

models with DL on ten datasets.
The research approach is designed in six steps.

1. Read papers on the topic. Investigating and exploring what others have done earlier in
this field and how the different technologies work makes it easier to know how to approach
the research question.

2. Select model. A better understanding of the field and different technologies helps select a
model for the inherently explainable ML. The research will be conducted on these models.

3. Find datasets to use. After choosing a model, different datasets are explored and selected.

It’s important to include multiple datasets from different application areas.

4. Train model on the datasets. The central and federated ML models are then trained on

the selected datasets. Results are saved for future evaluation.

5. Implement DL models on the same datasets. DL models are implemented on the same
datasets as ML models and trained in a federated and central fashion. They are considered

black box models and are more complex than simpler ML models. The results are stored
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and used for evaluation and comparison with the ML models.

6. Analyze results. The final step of the process is to evaluate all the collected results. What

are the answers to the research questions, and do FL have a big impact on performance.

4.2 Implementation

The implementation covers stage 2 to 5 in the research approach. Four model types have been
implemented on ten datasets: A federated TSK-FRBS model, a central TSK-FRBS, a federated
artificial neural network, and a central artificial neural network. The central and federated
TSK-FRBS models have been implemented using the OpenFL-XAI framework introduced
by Daole et al [12] in 2023. It is an extension of the FL framework called OpenFL [35]. The
extension adds the functionality of training fuzzy rule-based systems in a federated manner.
The OpenFL-XAI framework also includes an implementation of the Takagi-Sugeno-Kang
FRBS algorithm. PyTorch [54] has been used to develop the DL models. It is an open source
framework for developing and training deep learning models. For the federated DL models the
Flower framework [36]has been chosen. OpenFL and Flower are both FL frameworks. Their
task is to facilitate the communication and training of federated models while preserving data
privacy. They handle the communication and collaboration between clients and a central

server. Both frameworks perform the same tasks but function in different ways.

This project has chosen the OpenFL-XAI framework and the TSK-FRBS model as the inherently
explainable ML model. OpenFL-XAlI is a convenient tool that allows one to compare different
models, such as the performance of an inherently explainable model with that of a deep
learning model. The code for the OpenFL-XAI framework is publicly available, and it supports
both FRBS and deep learning models. Most FL frameworks focus on deep learning models, and
the OpenFL-XAI framework is the only framework to the researcher’s knowledge that supports
fuzzy rule-based systems. The TSK-FRBS model have been chosen because others have used
previously [45, 46, 47]. A comparison can be made to check if they achieved very different
results. The PyTorch framework has been chosen to develop the DL models. The reason for this
is the researcher has previous experience working with it. The Flower FL framework has been
used to train the federated DL models. The OpenFL-XAI was originally intended to be used
for the DL models, but the researcher had problems implementing a DL model using it. The
Flower framework was chosen instead as the researcher found it easier to use and managed to
implement the DL models.

This project was set up by forking the GitHub repository of OpenFL-XAI. The OpenFL-XAI
framework includes an implementation of a TSK-FRBS model which is the one used in this
thesis. The GitHub repository contains all the code used in this project and can be found here:
https://github.com/Halvorte/FL-Explainability.

4.2.1 Central and federated TSK-FRBS

TSK-FRBS is the inherently explainable ML model. It has been implemented on ten datasets
in a central and federated fashion. The model implementation of the model comes from the
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OpenFL-XAI framework. The TSK-FRBS model implemented is a one-shot training model. This
means the model trains in one run and not over multiple iterations. A TSK-FRBS consist of a set
of rules using fuzzy logic. The model in this thesis is a first-order TSK-FRBS model as the fuzzy
partitioning is type-1.

The OpenFL-XAI framework enables federated training of explainable ML models. The
openFL-XAI has two components: aggregator and collaborator nodes. The aggregator node
is the central server that orchestrates the training and aggregates the final model. The
collaborator is the clients that do the training and send their local models to the aggregator.
The collaborators retrieve a list of tasks by sending a remote procedure call to the aggregator
using OpenFLs TCP client. After training and performing its task, the collaborators send their
model updates to the aggregator using TCP. OpenFL uses docker to run the different clients and
aggregator. They communicate with each other over TCP. The FL process is configured trough
a YAML file that contains the aggregator IP, FL process parameters, and the ML parameters.
(12]

The FL process using OpenFL-XAI works as follows: First, the aggregator node is started. It
is initialized by parsing the FL plan. After it has been initialized, it waits for collaborators to
contact it and perform a remote procedure call. Then, the collaborators are started. They are
also initialized by parsing the FL plan. The collaborators connect to the aggregator and receive
a list of tasks. The different collaborators are the only ones with access to their local data.
The collaborators perform their tasks until they receive an end-of-federation (EOF) command
from the aggregator. After receiving the EOF command, the collaborators shut down. The
aggregator does not consider a client finished with its task until it has checked that all its
tasks are finished. When all the collaborators’ tasks are completed, the aggregator aggregates
the local contributions to a global model according to the specified aggregation technique.
(12]

The federated TSK-FRBS models are trained using five clients. The central TSK-FRBS models
are trained similarly to the federated ones but with one client instead of five. As a result, a

single client with access to all the data trains a model without collaboration.

The fuzzy sets utilized in the TSK-FRBS model are "LOW", "MEDIUM", and "HIGH". They range
between 0 and 1 on both fuzzy values and membership value. Figure 4.1 shows the fuzzy sets.

The input data is normalized to a range of 0 to 1 in order to work with the fuzzy sets.
The TSK-FRBS model consists of a few different stages.

* Data pre-processing. The first step for all of the models is the data pre-processing. The
fuzzification step requires data to be normalized in a range between 0 and 1. The data

pre-processing is described more in section 4.3.

* Rule base generation. The rule base generation is the first step of a collaborator. This is
where the initial rules are created. These can be created by a domain expert or trough
algorithms. In this thesis, the initial rule generation is done through fuzzy c-means

clustering. Each client is set to create 30 rules in the plan yaml file. The fuzzy c-means
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Figure 4.1: Fuzzy sets used

algorithm works by grouping the input data into 30 clusters. It is similar to the k-means
algorithm, but each data point belongs to a cluster with a varying degree. Similar data is
grouped together, and the fuzzy c-means algorithm returns 30 centroids. These centroids
form the base of the rules. The fuzzy c-means algorithm used is imported PyFume, a

python package for fuzzy model estimation.

* Rule antecedent generation. The next step is to create the IF part of the rules. This
is done by iterating trough the 30 centroids. Each centroid consist of values for the
different features of the dataset. Each feature in the centroids are checked against the
fuzzy sets to see which set they belong to. For example a centroid with four features
that looks like this: 0.0,0.4,0.8,0,6, will look like this after checking against the fuzzy
sets: LOW,MEDIUM,HIGH,MEDIUM. This results in 30 sets of fuzzy elements
representing the 30 rules. The next step is to check for and remove duplicate rules. This is
quickly done by comparing the 30 sets with each other and removing duplicates.

* Rule consequent generation. The consequent are created after the antecedents. The
consequent consist of the input features with a weight. The consequent are calculated
based on the firing strength of each rule on the training data. The firing strength says
how much the features in each rule are activated by the input data. The firing strengths
are then used to estimate the optimal weights for the different rules using a consequent
estimator imported from PyFume. The consequent estimator looks at the input data,
firing strengths and the target values to estimates the consequent. It uses least squares
with gradient descent in order to minimize the squared distance between estimated and
target values. The result is a consequent for each antecedent, consisting of the consequent

weights for each feature.

* Rule weight calculation. With both the antecedents and consequents the next step is

20



to calculate the rule weights. The rule weights says something about how important or
how much influence the different rules have in the final model. This is done by making
a prediction with each rule on each data point. The predicted values and the true values
are then compared. The error in the prediction is calculated and normalized in a range
of 0 to 1. The prediction is given a fuzzy quality meaning the prediction can be LOW,
MEDIUM or HIGH quality. Each rule is then given a confidence and support score. the
confidence score is calculated by the mean quality across all data points weighted by the
firing strengths. The support score is calculated by the mean prediction quality across
all the data points. The final rule weight for each rule is a combination of quality and

confidence score, and indicates the importance of that rule in the model.

Model. The final model for each collaborator consists of antecedents, consequents and
rule weights. The rules are saved on the client, and sent to the aggregator. In federated
DL, the model weights are usually transferred between collaborators and aggregator. In

OpenFL-XAI the complete rules are sent to the aggregator.

Model aggregation (federated). The aggregation part combines multiple models into one.
Both the central and federated TSK-FRBS models are created using the same framework
and structure. The difference between them is that the central TSK-FRBSwhilels have
1 client, while the federated TSK-FRBS has 5 clients. The central models skip the
aggregation part as the aggregator only receives one set of rules. The federated version
consists of 5 models that need to be aggregated into a single model. The aggregation
method is FedAvg. The version used in the TSK-FRBS models is provided by the
OpenFL-XAI framework. It enables the aggregation of fuzzy rules. It works by combining
the rules from all the models into one big set of rues. Duplicate rules are then removed,
and the mean consequent weights of the duplicate rules are computed. The aggregated
model consists of a set of unique rules where the weight of the rules that appeared more
than once have been averaged.

Model validation. The models are evaluated by comparing the predictions with the real
values. The TSK-FRBS model makes predictions by first calculating the firing strengths of
all the rules. The firing strengths and the consequent rules are calculated to determine the
rules’ contribution to the final output. The contributions of the rules are then combined
using the weighted averages into a single output. The result is a single prediction by the
model based on all the activated rules.

After the model have made a prediction on the validation data, it is compared with the

real values. The evaluation methods are presented in section 4.5.

The implemented TSK-FRBS model is a regression model. It was modified to be able to do

binary classification. A simple threshold function was added on to the output of the binary

classification models.

The TSK-FRBS model is a regression model. This means that it predicts a real value. Some of the

datasets used in this project are binary classification datasets. To modify the TSK-FRBS to work

as a binary classification model, a threshold is put on the output of the model. The model works
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the same on both regression and binary classification datasets, but for the binary classification,

the results are set to either 0 or 1 based on a threshold.

4.2.2 Central and federated deep learning

DL models have been implemented to strengthen and gain a more comprehensive understanding
of the federated ML results. A DL model has been developed for each dataset and trained in a
central and federated fashion using PyTorch. The model architecture differs for each dataset,
consisting of linear layers and activation functions. The model architectures and parameters
can be found in the Appendix. The deep learning models were implemented on one dataset
at a time. The central DL model was implemented before the federated DL model. This was
done to find a model architecture that worked with the data before training it using FL. The
model architectures were developed through trial and error and manual hyperparameter

tuning.

After the central DL models are created they are trained using FL. The Flower FL framework
was used to do this. It simulates the clients and central server and handles the communication
between them. The Flower federated framework was selected because the researcher has
some previous experience using it. After struggling to implement custom DL models using the
OpenFL framework, the Flower framework was chosen instead.

Central DL

The central DL process loads the data using a custom dataloader script. The script cleans
and pre-processes the data. Ten-fold cross-validation is then used to get the generalized
performance of the models. The data is split into ten folds, and the model is trained on nine
folds and tested on the last fold. The pre-processed data is then converted into Pytorch tensors,
which represent the data as matrices for deep learning calculations. The data is then turned
into Pytorch datasets before being turned into Pytorch dataloaders. This is done to help with
the training process as it can shuffle and batch data and help with memory efficiency.

The training process iterates through multiple epochs. For each epoch a batch of data is
collected from the dataloader. The model makes a prediction on the collected data, and the
loss function calculates the prediction error. A loss function calculates the difference between
predicted and true values. Backpropagation then traverses the model backward and adjusts the
weights based on the optimizer. The optimizer adjusts the model weights in order to minimize
the model loss. This is how the models learn the patterns and trends in the data. The validation
then checks how the model performs on unseen data. Its important to evaluate the model in
order to avoid overfitting. The model performance is stored after the final epoch, and then the
whole process is repeated with a new set of folds. The final results is an average of ten model
on the same dataset with different data partitions.
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Federated DL

The federated DL models are trained using the Flower framework. The model architectures
are the same as the central DL models and can be found in the appendix. The first steps are
the same as for the central model, with the addition of splitting the data into partitions for the

clients..

4.3 Datasets

The third step in the research approach for this thesis is to gather and select datasets on which
to test the models. A few criteria have been made to ensure the datasets are a good fit for
this project. The datasets need to be either a regression or binary classification dataset to be
compatible with the TSK-FRBS models. The datasets must also represent different application
areas where data privacy and security can be important. Data privacy and security can be for
situations where the data itself is private, or some company wants to keep data private as it’s a

key asset for them. Examples of areas are healthcare, finance, energy, aviation, and more.

Ten datasets have been chosen for this project. They all follow the criteria set and vary in
size and application areas. Ten datasets were selected to increase generalizability and have
more results to compare with. The selected datasets are openly available on the internet and
were discovered by searching online using Google and Kaggle. The implementation of the
TSK-FRBS model for this project is a regression model, which means that it takes columns of
data to predict an exact value for the output. An example is to predict the exact age of life
expectancy based on a set of features. not all the datasets are regression sets, some are for
binary classification. The TSK-FRBS model has been modified to enable binary classification
by using a simple threshold.

4.3.1 Data splitting/division

When training a model using FL, each client has its own unique dataset. Each dataset is divided
into ten as a result of the ten-fold cross-validation, and the nine parts used for training is divided
to the clients. The clients’ data is then divided into an 80-20 train test split. The validation
the global model is evaluated on the part of data left out in the ten-fold cross-validation. In
the OpenFL-XAI framework the data for each client is stored in zip files. The clients access
these zip files when training a model. Figure 4.2 represent how all the datasets are split up to
train five clients using FL. The entire dataset is first divided into a train test set by the ten-fold
cross-validation. The training set divided into five new datasets with a random selection for the
clienst. The five new datasets are then divided again into train and test set with an 80-20 train
test split. The final model is tested using the one part of the ten-fold cross-validation saved for

testing.
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Train Test

Train | Test Train | Test Train | Test Train | Test Train | Test

Figure 4.2: Dataset split

4.3.2 Data pre-processing

When working with several datasets from different applications, the data will vary. Therefore,

all the datasets have been pre-processed. The pre-processing is different for each dataset, but

they go through the same steps. The result after the pre-processing is normalized data, where

one column is the prediction value and the rest are the features. The pre-processing steps are

the following:

1.

Read data. The first step of the pre-processing is to download the dataset, add the file to
the project, and read it into a Python file. This step is important to be able to work on the
data. Some datasets are stored as csv-files, some as txt-files, and some as artiff-files. The
variety in file types adds complexity and difference in how the processing is handled.

. Clean headers. The datasets have varying formats. Some have whitespaces in the

headers, and some don’t. This step takes care of that and makes sure that there are no
whitespaces in any of the headers. Whitespaces in headers can make it harder to access
specific columns when working with the data, so this is just a simple step to make it more
convenient to work with the data.

. Remove empty rows. The different models can not train on data with missing values.

There are several different ways to handle missing values in datasets. The missing values
technique used in this thesis is to remove rows with empty values. This was not an issue
as most datasets had no missing values. Some did have a few missing values here and
there, but removing just a few rows does not have a significant impact if the dataset is big
enough.

. Data conversion. The TSK-FRBS models are not able to process strings, and needs the

inputs to be numbers. This is for the fuzzy logic to work. Some of the columns in the
datasets contain categorical data or strings. The values in these columns are converted to
numbers using Sklearns label encoder. It converts strings such as countries to numbers,
years into ascending numbers, and other categorical string values into numbers. This is
very helpful when datasets contain values such as "developing" or "developed" about an
entry, and the label encoder converts the strings into 0 and 1.

. Normalization. For the TSK-FRBS model implementation used in this thesis to work

properly, the data needs to be normalized between the values of 0 and 1. To help with

the normalization the Sklearn minmax scaler was used. It normalizes the values to a range
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between 0 and 1. All the columns are normalized except the target column and categorical
columns such as country or year. After the normalization the data is ready to be split up

according to the ten-fold cross-validation.

4.3.3 Life expectancy

The Life expectancy dataset is a regression dataset. It is made of data from The Global Health
Observatory under the World Health Organization (WHO). The dataset consists of 22 columns
and 2938 rows, and it is made up of health status factors, financial, and economic data. This
includes data such as country, year, adult mortality, alcohol consumption, and more. The data
in the dataset is from between 2000 and 2015 for 193 countries. The goal of the dataset is
to predict the life expectancy of a person living in a country based on the features provided.
[55] The life expectancy dataset is available on Kaggle, and it can be downloaded as a CSV-file.
(55]

4.3.4 Pima Indians Diabetes dataset

The Pima Indians Diabetes dataset is a binary classification datast. It is made by the National
Institute of Diabetes and Digestive and Kidney Diseases and is used to predict if a patient has
diabetes or not. The dataset consists of 9 columns and 768 rows made up of different diagnostic
measurements such as glucose level, blood pressure, insulin, and more. The data for the dataset

is from 768 Pima Indian women. It is a relatively small dataset and is unbalanced. [56]

4.3.5 Credit Card Fraud Detection

The credit card fraud detection dataset is a binary classification dataset. It is made by credit
card transaction data and is used to classify fraudulent transactions. It consists of 31 columns
and 285,000 rows of data. The dataset consists of transactions made by European cardholders
in September 2013. The transactions are from two days, and 492 out of 284 807 transactions are
fraudulent. This means that the dataset is very unbalanced. Because of confidentiality issues,
the features of the dataset are labelled with names such as V1, V2, and so on. The features are

also the resulting principal components of a PCA. [57]

4.3.6 Smart Grid Stability

The smart grid stability dataset is a binary classification dataset. It contains different
measurements from the electrical grid and can be used to predict whether the electrical
grid is stable or not. It consists of 14 columns and 60,000 rows and is an augmented version
of an original dataset. The original dataset is called the "Electrical Grid Stability Simulated
Dataset," created by Vadim Arzamasov and donated to the University of California (UCI)

Machine Learning Repository. [58]
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4.3.7 NSL-KDD, Network security binary classification

The NSL-KDD dataset is a binary classification dataset used for intrusion detection. It is a
modified version of the KDD 99 dataset that removes redundant records. It is sized so that it
is easy to use for training without splitting it into subsections. The dataset is stored as both an
arff file and a txt file. This thesis uses the txt file to read the data. It consists of 42 features and
125,971 rows of data. [59]

4.3.8 Aileron

The Aileron dataset is a regression dataset made to predict the position of the wing aileorns on
an F-16 fighter jet. The ailerons control an aeroplane’s rolling or banking. Each wing has an
aileron toward the tip that can move up or down to control it. The dataset was downloaded
from the KEEL (Knowledge Extraction based on Evolutionary Learning) website. KEEL is an
open-source tool for gaining knowledge from data through different approaches. The KEEL site
for this data set states that the ailerons dataset is not an original KEEL dataset, but has been
obtained from the LLIACC repository. The downloaded dataset consists 40 features, and 13,750
entries stored in a .dat file. [60]

4.3.9 Red Wine Quality

The red wine quality dataset is a regression dataset where the goal is to predict a wine’s quality
score in a range between 0 and 10. The dataset was first introduced in a paper by Cortez et al.
[61] from 2009, where they modeled wine preferences using different data mining approaches.
The dataset consists of 11 features, one target column, and 1599 rows. The features consist of
different wine measurements such as acidity, citric acid, pH, alcohol, and more. The dataset is
not balanced, and there are more normal winesthano excellent and poor wines. The dataset is
available onKagglee [62, 2] where it has been published by the UCI machine learning repository.
The dataset is stored in a .csv file. [62, 61]

4.3.10 Combined Cycle Power Plant

The Combined Cycle Power Plant (CCPP) dataset is a regression dataset whose goal is to predict
the hourly energy output in MW. A CCPP consists of gas turbines, steam turbines, and a heat
recovery system. The combination of gas and steam turbines makes it possible to generate
more electricity from the same amount of fuel. The dataset introduced in the paper by Tiifekci
etal. [63] from 2014. It consists of four features, one target column, and 9568 rows. The features
are temperature, ambient pressure, relative humidity,y and exhaust vacuum. The four features
are used to predict the electricity output. The dataset can be downloaded on the UCI machine

learning repository [64].

4.3.11 Condition Based Maintenance of Naval Propulsion Plants

The Condition Based Maintenance of Naval Propulsion Plants dataset consists of data from

simulations of the gas turbine propulsion plant aboard a Frigate. The goal of the dataset is
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to predict the degradation of the propulsion plant. This can then be used to decide when the
propulsion plant requires service or part replacement. Running a system until failure can often
be a lot more expensive than servicing the system before it fails. To be able to do this effectively,
it is important to understand the system’s status. The dataset is made by Coraddu et al. [65]. It
consists of 16 features, two target values, and over 11934 rows of data. The two target values are
compressor decay and turbine decay. This means it is possible to predict the decay on both, but
for this project, the turbine decay is used for the prediction. The features consists of ship speed,
gas turbine rpm, fuel flow, different temperatures, pressures and more. It can be downloaded

from the UCI machine learning repository [66], and consists of a .txt file. [65, 66]

4.3.12 Superconductivity Data

The superconductivity dataset is a regression dataset containing data from superconductors.
Its goal is to predict the critical temperature of the superconductors based on their features. A
superconductor is a material that can conduct current with zero resistance. It was introduced
in the paper by Hamidieh et al. [67]. It consists of 81 features and 21,263 rows of data. It has one
target variable, which is the critical temperature. The dataset can be downloaded from the UCI
machine learning repository [68]. [67, 68]

4.4 Test-bench

All of the algorithms and models have been run using a Dell XPS 13 9380 Laptop. It has an Intel
Core i7-8565U Cpu and 16GB of ram.

4.5 Model results and evaluation

Both regression and binary classification datasets are used in this thesis. There are different
ways to evaluate the performance of a ML model with different types of datasets. The regression
datasets’ models are evaluated using R2, MSE, and MAE. The evaluation criteria for the binary

classification datasets are accuracy, precision, and recall.

The models are trained multiple times using ten-fold cross-validation. This is done to get
a more reliable performance estimation. Each model is trained 10 times with different data
divisions. The results are represented as the mean performance with a 90% confidence interval.
Numpy’s mean function has been used to calculate the mean scores. The margin of error for
the 90% confidence interval has been calculated by multiplying the z-score of 1.645 with the
standard deviation of the results. The k-fold cross validation used in this project is Sklearn’s
KFold. For the FL implementations, the split is done on the global dataset before the splitting
for the clients is done. This approach for the FL models is because the global model’s test set
always evaluates the models. So, the test set is slightly different depending on the k-fold for

each model’s ten runs.

R2. R2 or R-squared is an accuracy measurement used for regression datasets. It tells how well a

model fit the data. How likely is it that a new datapoint will be predicted by the model. R2 alone
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is not enough to evaluate a regression model, which is why R2 is used together with MSE and
MAE. Sometimes the MSE and MAE values are not enough in themselves to get a full picture
of the performance of a model. The MSE and MAE values can be different depending on the
dataset and the values used. The R2 implementaion in this thesis is the r2_score function from
sklearn. R2 can have a score between 0 and 1. A score of 1 means that the predicted values follow
the real values 100%, and a score of 0.4 means that the relationship between the prediciton and
real values are 40% [69, 70, 71]

Z?zl(J/i - J7i)2

Ry)H=1-——"—"
»y Y i )2

(4.1)
MSE. MSE stands for Mean Squared Error and measures the average squared difference
between predicted and real values. A smaller MSE means that the predictions are closer to
the real values. MSE is used in conjunction with R2 as it can be sensitive to outliers and is
scale-dependent. The size of the MSE prediction depends on the scale of the target. The MSE
function used in this thesis is from sklearn. [72, 71]
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MAE. MAE stands for Mean Absolute Error and measures the mean absolute difference between
predicted and actual values. MAE is less sensitive to outliers than MSE as they contribute
a smaller amount to the MAE distance. The MAE calculation is performed by Sklearns MAE

function. [71]
Nsamples—1

" 1 .
MAE(y, )= ——— Y |yi=Jil (4.3)
Nsamples =0
For the binary classification datasets the model results are measured using a different set of

metrics. The classification metrics used are accuracy, F1, precision and recall.

Accuracy. Accuracy is the metric that measures the overall accuracy of the model prediction. It
measures how many out of the total predictions are correct. Accuracy alone is not a very solid
measurement, as it can make a result seem better than it is. If a dataset is very unbalanced, and
the model only predicts the same every time, the accuracy can be high even though the model

is bad at making predictions. The accuracy is calculated by Sklearns accuracy function.

P TP+ TN )
ccuracy = .
Y TPYFP+TN+FN

Precision. Precision measures the number of correct positive predictions out of all the positive
predictions. This is a good measurement of how well the model predicts the positive values.
Implemented using sklearn. [73]

.. TP
Precision= — (4.5)
TP+FP

Recall. Recall measures the number of correct positive predictions out of all the correct positive

predictions that could have been made. This is a good measurement to see what proportion
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of positive predictions were correctly predicted by the model. Implemented using sklearn.

(73]

TP
Recall = ———— (4.6)
TP+FN

It can be difficult to interpret the explainability of a TSK-FRBS model. The explainability
depends on multiple factors, such as the number of rules, the number of features, and the
number of linguistic terms. In this thesis, the rules are evaluated visually. Some of the rules
from each model have been looked at to see that they have the same format.
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Chapter 5

Results

The results from this project are a result of experiments where models have been trained on
models. The experiments have been conducted in four different stages. The first stage was to
train the federated TSK-FRBS models on the ten datasets. Each model consists of five clients,
each set to create 30 rules. The training was conducted using ten-fold cross-validation to
evaluate the models’ performance. The data for each client is i.i.d, and each client has an 80-20

train test split. The model performance is evaluated using the global test set.

The second stage was to train the central TSK-FRBS models. The central approach is the same
as the federated, but with one client instead of five. This means all the data is given to one client
acting as a single model. The central TSK-FRBS models have also been trained using ten-fold
cross-validation. One model has all the data and is set to create 30 rules.

The third stage was to train federated DL models. Each DL model has a unique architecture
and was created specifically for each dataset. They all have 5-clients, but the number of epochs,
local epochs, learning rates, and batch sizes are different. The dataisi.i.d, and they were trained

using ten-fold cross-validation.

The fourth stage was to train the central DL models. The model structure for each dataset is the
same as the federated models, but trained in a classic central manner. The hyperparameters

are different for each model. The models were trained using ten-fold cross-validation.

The results from the different models are represented through tables and some example
rules. Four tables contain different performance metrics. Table 5.1 shows the results from the
TSK-FRBS models on binary classification datasets. Table 5.2 shows the results from the DL
models on the binary classification datasets. Table 5.3 shows the results from the TSK-FRBS
models on the regression datasets. Table 5.4 shows the results from the DL models on the

regression datasets.

The binary classification datasets and the regression datasets have different results metrics.
This is because they are predicting different types of results. The binary classification models
predict either a 0 or a 1, and the regression models predict an exact value. The binary
classification results are measured using accuracy, precision, and recall. The regression results

are harder to evaluate, and the results are represented using R-squared (R2), Mean Squared
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Error (MSE), and Mean Absolute Error (MAE). The performance of a regression model is

decided by how close to the real its predictions are.

Some rules from the TSK-FRBS models are also shown in the results. TSK-FRBS models are
inherently explainable and use a set of rules to make their predictions. An important part of
using the TSK-FRBS models is their explainability. It is important to check if the models are as
explainable using federated as central training. A few rules from different models are shown
in section 5.2 to evaluate them. The rules are IF-THEN rules, and their length depends on the

number of features in the dataset.

5.1 Dataset Results
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5.2 Resulting rules

TSK-FRBS is a rule-based model. Each model consists of a set of rules. The number of rules
depends on how many duplicates the fuzzy c-means algorithm makes, and the aggregation
function. All the rules in a FRBS model has the same format and structure. The TSK-FRBS
models consist of rules on the format of IF antecedent THEN consequent. Below are a sample

of a few rules from some of the model implementations.

Example rule from a federated TSK-FRBS model trained on the Combined Cycle Power Plant
dataset:

R6: IF (AT IS HIGH) AND (V IS HIGH) AND (AP IS MEDIUM) AND (RH IS MEDIUM) THEN:
5.00e+02 - (7.20e+01 * AT) - (8.24e+00 * V) + (1.62e+00 * AP) - (8.64e+00 * RH)

Example rule from a central TSK-FRBS (non-fl) trained on the Combined Cycle Power Plant

dataset:

R4: IF (AT IS HIGH) AND (V IS HIGH) AND (AP IS MEDIUM) AND (RH IS MEDIUM) THEN:
5.01e+02 - (7.24e+01 * AT) - (7.90e+00 * V) + (1.20e+00 * AP) - (8.83e+00 * RH)

Example rule from federated TSK-FRBS trained on life expectancy. The dataset has many

features, making the resulting rules very long.

R11: IF (Country IS LOW) AND ... AND (Schooling IS MEDIUM) THEN: 2.93e+01 + (5.13e-02
* Country) - ... - (1.21e+01 * Schooling)

Example rule from central TSK-FRBS (non-fl) model trained on life expectancy Non-FL.
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RO: IF (Country IS LOW) AND ... AND (Schooling IS HIGH) THEN: 5.52e+01 + (2.57e-03 *
Country) + ... + (9.84e-01 * Schooling)

Example of rule from federated TSK-FRBS on Pima Indians Diabetes dataset. R9: IF
(Pregnancies IS MEDIUM) AND (Glucose IS MEDIUM) AND ... AND (Age IS LOW) THEN:
-9.24e-01 + (2.93e-01 * Pregnancies) + (1.35e+00 * Glucose) - ... - (1.79e-01 * Age)

Example of rules from central TSK-FRBS (non-FL) on Pima Indians Diabetes dataset.

R1: IF (Pregnancies IS LOW) AND (Glucose IS MEDIUM) AND ... AND (Age IS LOW) THEN:
-6.21e-01 + (3.85e-02 * Pregnancies) + (9.06e-01 * Glucose) - ... + (3.34e-01 * Age)

5.3 Explanation of the results

The Federated TSK-FRBS models achieve a similar or or slightly worse performance than the
central TSK-FRBS models. The results are acceptable on all the datasets except for the life
expectancy and the superconductivity datasets. The R2 scores are very low with a high variation.

The same can be said about the MSE which is high with a big variance.

The Central TSK-FRBS models perform well and match or beat the federated TSK-FRBS models.
The results are good on all the datasets except the superconductivity dataset. The R2 is low with

a high variation, and the MSE is very big with a high variation.

The federated DL models also perform well, and its results are better than most of the TSK-FRBS
models results. There are exceptions where the DL models perform badly, or the TSK-FRBS
models get better results. The datasets where this occurs are the credit card fraud detection,

Pima Indians Diabetes, and combined cycle power plant.

The central DL models generally perform the best. They outperform the federated DL models
or have similar scores on all the datasets except the Maintenance Naval Propulsion Plants and

the Superconductivity datasets.

The rules are all in the same format. The antecedent consists of the different features of the
dataset and a fuzzy label. The consequents consist of the same features from the data, ut with

a numerical value to multiply the data w
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Chapter 6

Discussion

This thesis set out to answer the research question along with four sub questions. The research
question is: Does federated learning reduce the performance of a TSK-FRBS model or a DL
model. The sub questions are: Can a cross-silo Federated TSK-FRBS model with i.i.d data
achieve comparable performance to a central TSK-FRBS model? Do FL affect the explainability
of a TSK-FRBS models rules? Can a cross-silo federated DL model with i.i.d data achieve the
same performance as a central DL model? How does the federated TSK-FRBS models perform

compared to the federated DL models on the same datasets?

6.1 Key findings

The key findings are that the performance differences between central and federated learning
are comparable with a few exceptions. Both the federated TSK-FRBS model and federated DL
models perform similarly to their central models . The performance difference between the
inherently explainable TSK-FRBS and DL is also not very big. The DL models outperform the
TSK-FRBS models with some exceptions.

The TSK-FRBS models are rule-based, meaning each model consists of a set of rules. The
rules have the form IF THEN, and can be understood by a person. The rules presented in the
results section 5 are examples from different datasets trained with and without FL. Training a
TSK-FRBS model using FL has not altered the rules structure or their explainability. They have
the same format trained centrally as with federated learning. The rules are just as explainable
with FL as without.

The experiments conducted in this thesis suggest that federated learning does not reduce
the performance of TSK-FRBS models or DL models. In most cases, the cross-silo federated
TSK-FRBS model with i.i.d data achieves performance comparable to that of a central
TSK-FRBS model. Training a TSK-FRBS model in a federated manner does not impact the
explainability of the rules in this case. The cross-silo federated DL models using i.i.d data
achieve comparable results to the central DL models, even outperforming them on a few
occasions. In general, the TSK-FRBS models perform very similarly to the DL models, with

some examples of DL achieving the best results and some with TSK-FRBS achieving the best
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results.

6.2 Interpretations

The cross-silo federated TSK-FRBS models with i.i.d data achieved performance comparable to
that of the central TSK-FRBS models. In general, the performance of the binary classification
datasets is closer together than that of the regression datasets. The regression results are also
harder to evaluate as they consist of how well the predictions follow the data and how far away

from the data the predictions are.

The life expectancy and superconductivity datasets are outliers regarding the performance
difference between the central and federated TSK-FRBS models. The central TSK-FRBS model
achieved a good result in the life expectancy dataset, whereas the federated TSK-FRBS model
did not. The central TSK-FRBS model achieved an R2 of 86% and an MSE of 10.66. The
federated TSK-FRBS model achieved an R2 of —14.3%, and a MSE of 85.4 with a high variability
in the results. The very small life expectancy dataset can be a reason for the bad performance.
Each client gets a small part of the dataset, indicating that each client might not have been
able to create good local models, resulting in a bad global model. The central model has
access to the complete data and has more data to work with. The k-fold cross-validation might
also impact the performance. It can lead to model performance variations due to excluding

important data in some folds.

The superconductivity dataset saw an unsatisfactory performance from the central and
federated TSK-FRBS models. A low R2 score and a high MSE from both models show that they
could not follow the data trend, and the predictions are far from the actual values. This might be
because the dataset consists of many features, making it too complex. The superconductivity
dataset has 81 features. The models might not be able to capture the complexity of the data
without increasing the number of rules. A solution to this might be to use feature extraction

techniques.

FL has not affected the explainability of the TSK-FRBS rules. The format of the rules stays the
same with or without FL. A TSK-FRBS model consists of rules, and training it using FL does
not alter the final model’s structure or format. FL means that more clients are contributing
rules they have created from their dataset, which can lead to a wider range of rules. The
OpenFL-XAI implementation of a TSK-FRBS model sends all the rules from the collaborators
to the aggregator. This allows the aggregator to access all the collaborators’ rules just as they
created them.

The cross-silo federated DL models were able to achieve performance comparable to that of
the central DL models. The results on the binary classification datasets are similar, and on
the regression datasets, the federated DL models outperformed the central DL models on
MSE distance. The expectation was that a central DL model with access to the same data as a
federated DL system would achieve a higher performance. In the paper by Zhu et al. [47], they
implement a TSK-FRBS on a few different datasets with i.i.d data. Their results show that the
centrally trained model mostly outperforms the federated. The difference between federated
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and centralized training in his results is small, which is comparable with the results achieved in
this thesis.

The TSK-FRBS models perform on par with the DL models but with a slightly lower accuracy.
One exception to this is with the credit card fraud detection dataset. The TSK-FRBS models
achieved high accuracy, precision, and recall. The DL models, achieved a high accuracy
but low precision and recall. The central DL model achieved an accuracy of 99.8%, but a
precision and recall of 0.0%. This indicates that the models are predicting wrong on fraudulent
transactions. The credit card fraud detection dataset is heavily imbalanced, and the results
suggest that the DL models predict the same thing every time. The DL models predict a
non-fraudulent transaction every time, and the accuracy stays high since there are so few
fraudulent transactions. The TSK-FRBS models perform a lot better on the same dataset. The
central TSK-FRBS model achieves an accuracy of 99.9%, a precision of 85.8%, and a recall of
69.7%. This suggests that the TSK-FRBS models managed to pick up on the few fraudulent
transactions and learned to recognize them better. DL models learn from patterns in the data,
and when the pattern shows that most of the data is non-fraudulent, that’s what it will learn.
This indicates that the TSK-FRBS models are better at handling heavily unbalanced datasets
than the DL models.

The answer to the research question is no. FL does not reduce the performance of TSK-FRBS or
DL models on i.i.d datasets. The answer is based on the results and sub-questions. The results
also uncovered some challenges regarding the TSK-FRBS model. Those are datasets with few
entries and high-dimensional data. These factors had a negative impact on the models and
should be avoided. This implies that the downsides in performance using FL for TSK-FRBS
models are small, and it should be considered when privacy and explainability are important.
The FL DL models did not outperform the federated TSK-FRBS models by a big margin, which
shows that federated TSK-FRBS is a good choice where privacy and explainability is important.
There is no reason not to choose FL for TSK-FRBS models in regards to explainability.

6.3 Limitations

This section discusses this study’s limitations. Five key limitations affect the results.

The experiments in this thesis were conducted on different models using i.i.d data. While this
is convenient for performing simulated tests, it does not show the real-world impact of FL. The
different clients in a FL system will most likely have unique data in varying size and variety. A FL
model might also achieve the better performance as it has access to a bigger set of data.

Another limitation is with the central TSK-FRBS model. This was tested by training it the same
way as the federated TSK-FRBS model but with one client instead of five. There should not be
any difference in how it works, but using a different implementation of TSK-FRBS without FL

could show some impact not discovered in this research.

The federated TSK-FRBS models were trained using the OpenFL-XAI framework, and the
federated DL models were trained using the Flower framework. These are two different FL
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frameworks. The DL models should have been trained using the same framework as the
TSK-FRBS model. Due to the challenges with implementing the DL models on OpenFL-XAlI,
the Flower framework was used instead. There might be some inconsistencies in the training

between the different frameworks that can impact the results.

A change in the data pre-processing and further model optimization could be done. While
the pre-processing is similar across all the datasets, there is potential for improvement. This
could be by refining the current pre-processing or exploring more advanced methods. A
more thorough and careful model and hyperparameter tuning could lead to better models.
It is possible that with more data pre-processing and model tuning the results could be
different.

The experiments were conducted with a specific number of clients. A different number of
clients would change the amount of data each client has access to and could lead to a The
impact of FL on the TSK-FRBS and DL models might vary depending on the number of
clients.

6.4 Recommendation

Most of the research within the field of FL is primarily focused on DL. This thesis has explored
the impact of FL on the inherently explainable ML model TSK-FRBS. Some recommendations
for implementation are the data and frameworks. When implementing federated systems, data
and data division should be considered. It’s important to ensure all clients have enough and
different data. While i.i.d data was used in this thesis, real-world scenarios will often have
non-i.i.d data. This increased amount of data and diversity is positive, but TSK-FRBS models
can struggle with high-dimensional data. There are many frameworks available for training
federated models. Its important to explore the different options and see which ones fit your

needs and previous experience.
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Chapter 7

Conclusion and future work

Privacy and explainability are important for trustworthy Al systems. Implementing both
TSK-FRBS and federated learning is a way to ensure a model’s privacy and explainability. A set
of different models, such as central TSK-FRBS, federated TSK-FRBS, central DL, and federated
DL, have been implemented. These have been used to evaluate the impact of FL on an
inherently explainable ML model. The first-order TSK-FRBS models have been implemented
using the OpenFL-XAI framework. The impact of FL on the TSK-FRBS models has been
assessed by comparing them with central TSK-FRBS and DL models. This thesis concludes that
FL has a low impact on TSK-FRBS in terms of performance and explainability. The results show
that performance is comparable to not using FL, and the rules explainability is the same with
and without FL. TSK-FRBS using FL should be considered when privacy and explainability are
important. To the best of the researchers’ knowledge, this is the only research that investigates
possible trade-offs between central and federated learning for inherently explainable ML and
compares the results with DL.

7.1 Future work

Inherently explainable models such as TSK-FRBS trained using FL have shown promising
results. Explainability and privacy will become more important in the future with the passing
of the Al Act. This research explores the impact of FL on i.i.d data. For future work, it would
be interesting to see what the impact is with non-i.i.d data and a different number of clients.
This research used five clients, and experiments using larger datasets and more clients could
lead to new findings. In this project, the explainability has only been analyzed by comparing
the rules before and after FL. Implementing explainability algorithms on the different models
and compare the results could also be a direction for future work. Another direction for future
research and development is to enable and implement the training of other transparent ML
models using FL, e.g. regression models or decision trees. How can the extra explainability
of a system using these techniques be used to make a better application. Future research can
explore when it is recommended to use a federated TSK-FRBS over DL. In which scenarios
and at what risk levels does the accuracy gain of a DL model justify using it over federated
TSK-FRBS.
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Appendix A

Code

The implemented code is available on GitHub.
https://github.com/Halvorte/FL-Explainability
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Appendix B

DL model architectures

Life expectancy:

class Net (nn.Module) :

def _ _init_ (self, in_features: int, out_features: int) -> None:

super (Net, self).__init__ ()

self.linl = nn.Linear (in_features, 128)

self.lin2 = nn.Linear (128, 64)

self.1in3 = nn.Linear (64, out_features)

self.rel = nn.RelU()

self.dropout = nn.Dropout (0.25)

def forward(self, x):

X = self.linl (x)

x = self.rel (x)

x = self.lin2 (x)

x = self.rel (x)

x = self.lin3 (x)

return x
Model parameters | Central |Federated
Learning rate 0.001 0.0001
Epochs 900 40
Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5
Client epochs 400

Table B.1: Life expectancy DL parameters

Pima Indians Diabetes:

class Net (nn.Module) :
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def _ _init_ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init__ ()
self.linl = nn.Linear(in_features, 16)
self.lin2 = nn.Linear (16, out_features)
self.rel = nn.RelLU(inplace=True)
self.drop = nn.Dropout (0.2)
#self.sigmoid = F.sigmoid ()
def forward(self, x):
x = self.linl (x)
x = self.rel (x)
x = self.drop(x)
x = self.lin2 (x)
x = F.sigmoid (x)
return x
Model parameters | Central |Federated
Learning rate 0.001 0.001
Epochs 100 50
Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5
Client epochs 55
Table B.2: Pima Indians diabetes DL parameters
Credit Card Fraud Detection:
class Net (nn.Module) :
def _ init_ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init__ ()
self.linl = nn.Linear (in_features, 64)
self.l1lin2 = nn.Linear (64, 32)
self.1lin3 = nn.Linear (32, out_features)

self.rel = nn.RelLU(inplace=True)
self.drop = nn.Dropout (0.2)

self.sigmoid = nn.Sigmoid()

def forward(self, x):
= self.linl (x)
= self.rel (x)

= self.drop(x)
self.lin2 (x)
= self.rel (x)

= self.drop(x)
= self.lin3(x)

XXX X X X X
Il
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x = self.sigmoid(x)

return x

Model parameters | Central |Federated
Learning rate 0.01 0.001
Epochs 30 10

Batch size 10000 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5

Client epochs 10

Table B.3: Credit card fraud detection DL parameters

Smart Grid Stability:

class Net (nn.Module) :

def _ init_ (self, in_features: int, out_features: int) -> None:

super (Net, self).__init__ ()

self.linl = nn.Linear (in_features, 64)

self.1lin2 = nn.Linear (64, out_features)

self.rel = nn.RelU(inplace=True)

self.drop = nn.Dropout (0.2)

self.sigmoid = nn.Sigmoid()

def forward(self, x):

x = self.linl (x)

x = self.rel (x)

x = self.drop(x)

x = self.lin2 (x)

x = self.sigmoid(x)

return x
Model parameters | Central |Federated
Learning rate 0.0001  |0.0001
Epochs 30 10
Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5
Client epochs 15

Table B.4: Smart grid stability DL parameters

Network Security Binary Classification:
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class Net (nn.Module) :

def _ init_ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init__ ()
self.linl = nn.Linear (in_features, 128)
self.1lin2 = nn.Linear (128, 64)
self.1lin3 = nn.Linear (64, out_features)
self.rel = nn.RelLU(inplace=True)
self.drop = nn.Dropout (0.2)
self.sigmoid = nn.Sigmoid()
def forward(self, x):
x = self.linl (x)
x = self.rel (x)
x = self.drop(x)
x = self.lin2 (x)
x = self.rel (x)
x = self.drop(x)
x = self.lin3(x)
x = self.sigmoid(x)
return x
Model parameters | Central |Federated
Learning rate 0.0001 | 0.001
Epochs 30 10
Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5
Client epochs 10
Table B.5: Network security DL parameters
Aileron model
class Net (nn.Module) :
def _ _init__ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init__ ()

self.linl =

self.lin2 = nn
self.lin3 = nn
self.rel = nn.

self.dropout =

def forward(self,
x = self.linl(
x = self.rel(x
x = self.dropo

nn.Linear (in_features,

.Linear (128, 64)
.Linear (64,
ReLU ()

nn.Dropout (0.2)

X) :
x)

)

ut (x)

out_features)
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x = gelf.lin2 (x)

x = self.rel (x)

x = self.dropout (x)

X = self.lin3 (x)

return Xx
Model parameters | Central |Federated
Learning rate 0.0001  |0.0001
Epochs 150 20
Batch size 32 128
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5
Client epochs 20

Table B.6: Aileron DL parameters

Red Wine Quality:

class Net (nn.Module) :
def _ init_ (self,

self).__init__ ()

in_features:
super (Net,
self.linl
self.lin2 =
self.lin3 =
self.
self.
self.
self.

nn.Linear (128, 64)
nn.Linear (64,
rel = nn.RelLU()
dropout = nn.Dropout (0.2)
batch_norml =
batch_norm2 =
def forward(self, x):
self.linl (x)

= self.batch_norml (x)
= self.
= self.
self.
= self.
= self.
= self.
self.

return x

rel (x)
dropout (x)
1in2 (x)
batch_norm2 (x)
rel (x)
dropout (x)
1in3 (x)

XXX OX X X X X X
I

int,

nn.Linear (in_features,

out_features)

nn.BatchNormld (128)
nn.BatchNormld (64)

out_features:

128)

int)

—> None:

Model parameters

Central

Federated

Learning rate

0.0001

0.0001

Epochs

400

10
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Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5

Client epochs 150

Table B.7: Red wine quality DL parameters

Cobined Cycle Power Plant:

class Net (nn.Module) :

def _ _init_ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init__ ()
self.linl = nn.Linear (in_features, 8)
self.1lin2 = nn.Linear (8, out_features)

self.rel = nn.ReLU()

def forward(self, x):

x = self.linl (x)
x = self.rel (x)
x = self.lin2 (x)

return x

Model parameters | Central |Federated
Learning rate 0.0001 |0.0001
Epochs 30 10

Batch size 32 32
Optimizer SGD SGD

Loss function MSELoss | MSELoss
Clients 5

Client epochs 100

Table B.8: Combined cycle power plant DL parameters

Condition based maintenance of naval propulsion plants:

class Net (nn.Module) :
def _ _init__ (self, in_features: int, out_features: int) -> None:
super (Net, self).__init_ ()
self.linl = nn.Linear (in_features, 64)
self.lin2 = nn.Linear (64, out_features)
self.rel = nn.ReLU()

def forward(self, x):

x = self.linl (x)
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self.
self.

X
X

return x

rel (x)
1lin2 (x)

Model parameters | Central |Federated

Learning rate 0.0001 |0.0001

Epochs 250 20

Batch size 32 32

Optimizer Adam Adam

Loss function MSELoss | MSELoss

Clients 5

Client epochs 150

Table B.9: Maintenance naval propulsion plants DL parameters

Superconductivity data:

class Net (nn.Module) :

def _ _init_ (self, in_features: int, out_features: int) -> None:

super (Net, self).__init__ ()

self.linl = nn.Linear (in_features, 256)

self.lin2 = nn.Linear (256, 128)

self.1in3 = nn.Linear (128, out_features)

self.rel = nn.RelLU()

self.dropout = nn.Dropout (0.2)

def forward(self, x):

x = self.linl (x)

x = self.rel (x)

x = self.dropout (x)

X = self.lin2 (x)

x = self.rel (x)

x = self.dropout (x)

x = self.lin3 (x)

return x
Model parameters | Central |Federated
Learning rate 0.0001 |0.0001
Epochs 20 40
Batch size 32 32
Optimizer Adam Adam
Loss function MSELoss | MSELoss
Clients 5

55




Client epochs 15

Table B.10: Superconductivity DL parameters
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