
"Towards Smart Systems, Their Sensing and Control in Industrial 
Electronics and Applications"

Introduction: Industrial Electronics has evolved profoundly in the last decades going hand in

hand with Smart Systems. This huge improvement of the current industrial electronics systems 

comes from different areas, going from Control, Robotics, Sensors and Actuators, or the use of 

technologies as Mechatronics, and Micro and Nanotechnology. From the point of view of 

Control, different implementations can be regarded, for example by Data-Driven Control, 

Monitoring critical parameters, Motion Control of certain elements of the system, Network-

based Control Systems, or the implementation of fault diagnosis and the fault-tolerant control  

systems. This article aims to present the evolution in the last years in this respect, and future 

challenges.

Control, Robotics and Mechatronics for future of Smart Systems

The last decade has been a major gamechanger in the field of Control, Robotics and 

Mechatronics. Technology development, hardware miniaturization and increase in 

computational power has led to a new industrial revolution, namely Industry 4.0 and its’ 

equivalents in the different continents (Europe: Industry 4.0 [1], China: Made in China 2025 

[2], USA: Advanced Manufacturing [3], Japan: Super Smart Society [4]). Industry 4.0 based 

solutions is the new standard, when someone would like to address automation challenges, 

control of smart systems or establishing relationship between humans and robots. Control 

systems are transitioning from offline to online and inclusion of Artificial Intelligence based 

control, where mechatronics systems are working in high risk applications (e.g. high payload 

human-robot collaboration) is expanding fast.
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During the last decades, the industrial robot has clearly demonstrated its capability to be the 

core component in industrial automation, due to the fact that it provides an optimum of high 

working capacity and flexibility. By connecting the robot even closer to the human, in terms of 

direct collaboration or task sharing within the same working area, there is important potential 

for a strong synergy between the robots' and the humans' capability; thus, a very productive, 

user friendly, however, rapidly changeable system. Robots are no longer stand-alone systems 

in the factory floor and became a part of a complex mechatronics ecosystem.

The demand for industrial robots (market) is anticipated to be growing to 65 billion € by the 

year 2023. Within all areas of robotics, the demand for collaborative and more flexible systems 

is rising as well [5]. The level of desired collaboration and increased flexibility will only be 

reached if the systems are developed as whole e.g. perception, reasoning and physical 

manipulation. One of the main concerns in the realization of a human robot collaboration

system is the safety of the human.

Within the next decade, there will be paradigm shift from traditional control methods, toward 

online, AI based control solutions. In this setup the mechatronics ecosystems will be more 

ubiquitous and more cooperative with humans [6], as shown in Fig. 1.
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Fig. 1. Traditional approach vs. novel approach in Smart Systems for Control, Robotics and 
Mechatronics

The continued rise of industrial robots certainly seems to be an inevitability being driven by a 

variety of production demands, including the need for safer and more “simplified” robotic 

technologies to work in collaboration with humans, increased resource efficiency, and 

continued adaptation to the proliferation of automation and the Internet of Things (IoT) [7].

These smarter industrial robots draw on a much broader range of robotics technology such as 

improved and interactive human-machine interfaces, the ability to learn tasks without formal 

programming, and higher levels of dexterity and flexibility.

Not only robotics has benefited from the industrial revolution. Mechatronics has become an 

even more dominant engineering field [8]. IoT based solutions present a novel approach in case 

of mechatronics: inexpensive, off-the-shelf controllers, connected to internet provides excellent 

platform for seamless hardware – software control [9].
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Sensors and Actuator technology for Smart Human Robot Interaction

Delving in the interaction robot/human it includes not only information interchange, but also

physical interactions. When it comes to this smart physical interaction between humans and 

robots, there are still challenging problems to be addressed by many researchers. The most 

significant aspect of the physical human-robot interaction is that it contains conflicting purposes; 

the robot/mechatronic system is required to perform desired motions to achieve the assigned 

tasks while it needs to behave flexibly changing its motion plan according to human’s (unknown) 

involvement [10].

This aspect is significantly different from what was required for robots in the past; the robots 

were supposed to be operated by themselves, and peoples were not allowed to stay near the 

robots. What was required from the robots was the precision and high speed, not safety nor 

flexibility.

The most cutting-edge examples of this human-robot interaction can be found in the assistive 

robots and collaborative robots. Through the research to successfully develop these robots, it 

has been found what kinds of technologies are required and which aspects should be intensively 

investigated. Fig. 2 elaborates on the details of the required technology for the safe and high-

performance human-robot interaction.
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Fig. 2. Various sensor and actuator technologies for safe human robot interface.

The key technology to address these issues is significantly related to sensors and actuator 

technology; breakthroughs in sensors and actuators fields are awaited for the robots to interact 

with humans in a smart, flexible and satisfying way. Actuators need to be redesigned or properly 

analyzed and selected. The high force output of robots usually takes advantage of reduction 

gears. However, this reduction gear diminishes the back-drivability of the robot, which means 

the actuator cannot sense or respond with respect to the external force. Several approaches are 

developed to address this issue; elasticity is employed to add the ability to react more flexibly 

[11], and novel transmission mechanisms are developed which are able to maintain high back-

drivability while it can still transmit/amplify the force from the actuator [12].

Sensor technology is also investigated to improve safety: researchers come up with new 

designs of force sensors, which can overcome the limited range of sensitivity and the 

complicated mechanism [13]. Moreover, observers are developed to overcome the limitations 

of conventional sensors. The problems of force sensors such as noise, bias, and latency of the 

sensors are now to be fixed by these approaches [14]. Not only observer design, but also 

controller design, is a very significant technology for the advanced human-robot interaction. 

Since the interaction force measurement and feedback cause the non- collocated system 
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problem, which restricts hi-gain controllers [15]. In other words, the control performance is 

limited in this interaction force control. On top of this issue, the stability issue appears 

differently from the conventional position/velocity control; the interaction with stiff 

environments should be taken into consideration when analyzing stability. Passivity has been 

widely utilized as a criterion to analyze and guarantee interaction stability [16]. The control 

performance is largely limited when passivity is considered necessary. Novel control design 

approaches to be researched to develop controllers to achieve high performance while it 

maintains interaction stability [17].

These technologies related to sensors and actuators will not only contribute to the hardware 

aspect of advanced human-robot interaction, but it will also play an important role for Artificial 

Intelligence (AI) technology to be applied to human-robot interaction, by collecting necessary 

data and provide motions as the result of AI technology.

Micro-Nano Technology for Sensor Systems

In the coming technology wave of IoT and artificial intelligence (AI), sensor systems are 

becoming more and more critical in industrial applications since they are the access to getting

knowledge of real-world and delivering information to computer engine for further processing. 

The sensor performance is often a bottle neck of the whole system, thus the design for high 

performance low power sensors becomes a challenging task for researchers in different fields

including MEMSs, readout circuits and digital processing, etc. 

As the definition of sensor system indicates in Fig. 3, it commonly consists of the sensing 

element, which converts physical information to electrical signal such as voltage, current or 

charge. After that, the mixed signal circuit chain converts the analog electrical signal further 

into digital word; this step involves amplification, filtering and analog-to-digital conversion. 
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The output of analog-to-digital converter (ADC) then can be used for digital correction and 

calibration, and is ready to be reported to back-end micro-controller [18]. The analog/mixed 

signal processing chain which is usually referred as “readout chain” often consumes most of 

the power consumption of the sensor system, and constrains the accuracy of the system. 

 

Fig.  3. Sensor system diagram

Development of sensing element such as MEMS (Micro-Electro-Mechanical Systems) and 

nano-technology drives the sensing element into highly integrated fashion. The miniaturization 

makes the sensing element integrated with its readout circuit. Fully integrated sensor becomes

one of the major driving forces of the technology trend such as IoT. Such rapid development of 

IoT technology creates not only a strong market pull, but also tremendous driving forces for the 

innovative MEMS sensors. The main development trends of the MEMS sensor include 

following aspects: firstly, the MEMS sensor performance in terms of accuracy, robustness and 

power consumption is constantly being improved, which enables the large scale deployment of 

sensor nodes [19]; secondly, the integration level of MEMS sensors with circuits and other 

sensors is continuously increasing, greatly enhancing the functionalities of sensor modules [20],
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[21]; thirdly, the microfabrication processes are being developed in a unprecedented speed, 

leading to the increase in the sensors functionality and reduction in size and cost [22]; fourthly, 

new data processing hardware and algorithms are constantly emerging, making it possible for 

the MEMS sensor to output complex measurement results [23]; fifthly, with new generation of 

data transmission technologies (such as 5G), large quantity of sensor nodes can be connected 

efficiently without the limitation of geographical factors and data quantity [24]. The ever-

growing functionality, robustness, reliability in combination with the reduced size, cost and 

power consumption make it possible for the MEMS sensors to be deployed in various segments 

of the IoT applications, such as automotive, healthcare, industry, environmental monitoring, 

food industry, and smart homes. In addition to the enhancement in the performance, there are 

also increasing demand for the fabrication of MEMS devices. The fabrication of MEMS is 

always one of the most critical factor for the development of new devices, with following 

known challenges: high cost of equipment and processes, time-consuming and long 

development cycles, as well as highly customized process integration needs. Neverthelss, the 

options for fabricating the MEMS devices are also increasing, such as fabricating MEMS with 

CMOS processes and thus integrate them with the circuit, fabricating MEMS devices with 

foundry process, or developing prototypes by using a Multi-User MEMS Processes (MUMPs) 

to reduce cost.

Regarging readout chain, power consumption and performance are two important parameters, 

especially in the application such as IoT, since energy available for sensing comes from wireless 

transforming or energy harvesting, so the power consumption becomes a decisive factor. Thus, 

readout circuit design shifts from performance driving into power driving; how to decrease 

readout circuit power consumption while maintaining performance becomes a challenging task 

[25]. In the future emerging applications, the key factor for the sensor design will be system 

approach, co-design of sensing element and readout circuit. This approach delivers the 
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performance which satisfies application need while drives the power consumption as low as 

possible.

Motion Control in smart systems and applications

In nowadays smart systems and applications, the motion control is even more present and 

challenging as before. Through versatile interaction with environment and number of other 

interfacing and/or networked systems, the motion control technologies move from the lumped 

and predefined concepts and paradigms, to more adjustable and distributed structures of the 

control loops and motion control objects.

Let us recall that the motion control encompasses a wide band of industrial and other 

applications. Starting from nano-scale, the motion control is crucial for nano- and micro-

positioning. On the other side of the motion-scale are quite heavy manipulators and machines 

which have to operate robustly often within open-air, off-road, or harsh environments [26].

Another challenging field for the motion control technologies which are operating under harsh 

outdoor conditions are the positioning and heading control of ships and offshore rigs. Here, the 

non-collocated sensing and actuating in the control loops, equally as unavailable measurement 

of relative motion in the time-varying and uncertain reference coordinates, are since long the 

most crucial and safety-critical aspects of the motion control to be designed. Also in the ground 

vehicles, and particularly electric vehicles of today and tomorrow, the motion control 

technologies play an increasingly important role. This is especially in view of semi-automatic

and driver-assisting control functions and distributed actuators in the powertrain and chassis 

components, like for instance in-wheel-motors see e.g. Thinking back about more ”classical” 

applications of the motion control, like in robotics and mechatronics, always more flexible and 

safe interaction with human beings and other environmental subjects are required in a regular 
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operation [27]. Here, apart from the corresponding force and motion reaction, the issues of 

detection, isolation and identification of robot collisions in real-time, or even in preventive 

manner, are the most essential [28]. The motion stiffness, recognized as a prime factor for 

flexible motion control in the former works [29], is a physically reasonable way of specifying 

an ideal motion control, ideal force control, and impedance control as a large spectrum between 

both.

 

Fig. 4. Triangle-type topology of motion control system setting with infrastructural and 
environmental interfacing

The motion control systems in smart applications can incorporate multiple controllers, 

servomechanisms, sensing and acting elements, observers and estimators, and structural and 

functional interfaces at the same time. A generic arrangement and interaction of the above 

elements can be thought of as schematically represented in Fig. 4. Here a triangle-type 

arrangement around a core motion system allows such setting to interface with other (also 

triangle-shaped) subsystems, while these can also be tilted or rotated. That way allows one to 

analyze and design different topologies within a global system under consideration. The 

denoted smart-infrastructures, which are bounded on environment, enclose all the specified 
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connections and interactions of a natural and artificial kind, like signals, commands, protocols, 

structures, hardware and software components and networks. 

Despite a large number of the well-established techniques and methods of control and 

systems theory are available for an advanced motion control, the application-specific challenges 

and smart system concepts continue to reveal significant issues for both the researches and 

practicing engineers. Several general approaches appear promising for further elaboration in 

scope of the motion control studies. For instance a specifically-controlled supplying and 

dissipating of energy, in other words optimal energy shaping see e.g. [30], arises as a natural 

way for the motion control design. A rather disturbing dissipation of energy due to kinetic 

friction remains further among the most relevant issues of the motion control, see e.g. [31], [32],

even though the principle phenomena and effects of friction have been analyzed and described 

in the nineties see [33]. In order to deal with large uncertainties and perturbations coming from 

smart systems paradigms, the motion controllers have to be designed in a particularly robust 

manner, thus calling also for variable structure and switching strategies, like for example 

sliding-modes see e.g. [34].

The control loop synthesis self, despite shown up more than one degrees-of-freedom as 

robust and efficient already in nineties, remains also a promising field of research for the motion 

control applications. By and large, more closing a gap to the control theory remains further 

topical for efficiently bringing the motion control technologies into the future smart systems 

and industrial applications.

Network-based Control Systems and Applications

With the rapid development of advanced technologies such as communication networks, 

intelligent sensing and monitoring, intelligent computing, and so on, a smart system is more 
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involved in a large-scale network, providing vital services to sustain the modern technological 

society. The ever-increasing need for real time, reliable and low-cost network-based control 

systems is becoming more and more universal, especially in medical, industrial and social fields.

A networked control system (NCS) is spatially distributed, where information exchange 

between sensors, actuators, and controllers is achieved through a shared band-limited digital 

communication network [35], as depicted in Fig. 5. It is well acknowledged that such networked 

configuration has some remarkable advantages of information sharing, energy-saving, and 

flexibility, thus significantly accommodating the current trend for nowadays Industry 4.0 with 

wide applications to smart grids, autonomous cars, intelligent traffic systems, manufacturing 

systems, and unmanned aerial vehicles. However, the usage of communication networks always 

suffers from various network-induced constraints such as communication delays, packet 

dropouts, and quantization effects, etc., which may degrade the system performance or even 

destroy the stable operation. Therefore, it poses new and fundamental issues on how to carry 

on reliable control design and implementation under various network -induced constraints. 

Surveys on recent advances in addressing this issue well can be referred to in [36], [37] and 

reference therein. 

Fig.  5. The configuration of traditional NCSs

In the era of smart systems, since breakthroughs in sensor, actuator, and data transmission 

technology, versatile intelligent terminals are deployed and connected. The widespread 

utilization of intelligent terminals and IoT makes it possible, and facilitate to realize versatile 

interactions with the environment, human, other interfacing and/or networked systems. NCSs 
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have been experiencing a huge configuration transformation from a decentralized framework 

to a distributed one, as shown in Fig. 6. Therefore, it becomes even more challenging for 

networked control than before. One of the key challenges focuses on efficiently achieving 

coordinated control of networked systems while maintaining the quality performance of 

individual subsystems. In order to confront this challenge, distributed cooperative control

provides a promising way for controller design [38]. A prominent characteristic of distributed 

strategies is that the coordinated functioning is realized by transmitting/receiving information 

to/from other controllers within a certain neighboring area. That is, each controller only needs 

to access, and share necessary information of system states or output measurements with local 

neighboring controllers. The distributed configuration of NCSs can show outstanding 

advantages in improving scalability, robustness and efficiency, thereby contributing to various 

applications such as blockchain technology, autonomous cars, smart grids, and so on. Recently, 

great efforts from researchers have been made on how to design distributed control protocols 

incorporating network-induced constraints by using only local measurement outputs. Several 

methods such as distributed sampled-data control, distributed impulsive control, distributed 

event-triggered control, and distributed strategies based on data quantization, can be referred to 

in [39] [40]. Some open challenge problems are listed as follows.
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Fig. 6. The configuration of distributed NCSs

In distributed NCSs, another important issue to be addressed carefully is to make efficient 

use of computational and communication resources. A promising solution to this issue is to 

adopt an event-triggered control strategy in which the data is only transmitted as needed to 

maintain the desired performance criteria. This can be realized by well-designed events and 

triggering rules. Extensive research efforts have been devoted to the design of distributed event-

triggering strategy (DETS). Moreover, it is revealed that dynamic DETS can exceed the static 

one in terms of the consumption of communication resources [40].

Numerous applications of NCSs are safety-critical. While the distributed configuration offers 

merits of information sharing, scalability, and flexibility, the open network setting gives rise to 

some security issues suffering from cyber-attacks. Therefore, there is a strong need to develop 

novel analysis and synthesis tools for distributed NCSs to ensure safe and secure operations 

against cyber attacks. Some resilient distributed control strategies, such as resilient event-

triggered control [41] and resilient impulsive control [42], have received increasing interests 

recently, whereas remaining in an infant stage and worthy of further study. 

Despite a large number of analysis methods and synthesis tools have been well-established 

for NCSs, there remain many open and challenging issues for future smart systems and 
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industrial applications, such as developing fully distributed resilient control strategies against 

malicious attacks, designing novel flexible distributed event-triggering schemes, exploring 

impacts of network structure and constraints on coordinated behaviors in uncertain 

environments, and so on.

Performance-Oriented Fault Diagnosis and Fault-Tolerant Control: An Integrated 
Data-Driven Realization

To meet the ever-growing requirements on higher product quality and economic benefit, 

industrial systems are nowadays designed with higher complexity. Towards this endeavor, 

advanced intelligent sub-systems and devices are now increasingly being used to enhance the 

safety and the reliability of the overall process while improving the overall control performance. 

The most important modules to be designed are the fault diagnosis (FD) and the fault-tolerant 

control (FTC) systems [43][44][45], the aims of which are to accurately assess the status and 

the performance of the industrial system and timely provide feasible control actions once an 

abnormality is detected. The developments seen in the past 30 years in computer science and 

data networking technologies have enabled the collection of a vast amount of system 

information that can be effectively shared among the sub-systems towards overall superior 

control performance. This inspires many studies on data-driven (or model-free) process 

monitoring and control methodologies, which have become a popular trend both in academic 

and industrial arenas. Of the developed data-driven process monitoring and control techniques, 

most of the studies focus on FD and FTC using multivariate analysis [46], subspace-aided 

methods [47] and signal-based methods [48]. In order to analyze the effects of the system 

uncertainties and possible changes (component aging, faults, hardware replacement, etc.) on 

the closed-loop stability, studies on the data-driven performance-oriented FD and FTC 

methodologies have been presented recently.
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Fig. 7. The PnP-PMCA and its integrated data-driven realization

More specifically, seeking to bridge the gap between model-based and data-driven 

techniques and to develop a data-driven performance-oriented FD and FTC framework in an 

integrated manner, a so-called plug-and-play process monitoring and control architecture (PnP-

PMCA) [49] is proposed, as shown in Fig. 7. Comparing with conventional FTC strategies, this 

architecture parameterizes all possible stabilizing feedback controllers and feed-forward 

controllers based on a pre-designed feedback control structure. In general, this architecture not 

only avoids the modification of the pre-designed control system and realizes the FD and FTC 

in a PnP manner, but also provides architectural design reliability and flexibility for the 

industrial application of advanced monitoring and control methodologies. Secondly, in the

process monitoring and control architecture, the data-driven realization of the stability margin
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is carried out analytically [50], in which the closed-loop identification of the stable image 

representation (SIR) and stable kernel representation (SKR) of the plant plays an essential role. 

To meet real industrial practice, robust closed-loop identification approach is introduced to 

reliably obtain the plant dynamic by analyzing the mappings among the closed-loop process 

data. Based on the identified data-driven realizations of SIR and SKR, the closed-loop stability 

margin can be estimated, and recursive/iterative approaches can be adopted for the purpose of 

online estimation. This enables the developments of advanced performance-oriented FD and 

FTC methodologies to timely monitor/evaluate the effects of the system changes/faults on the 

closed-loop stability (a quantification about how severe does a system change/fault effect the 

whole closed-loop), and furthermore, to reliably guide the proper configurations of the feedback 

control system to achieve optimal/maximal uncertainty/fault-tolerant ability. The future focus 

includes the distributed PnP-PMCA, and the corresponding data-driven distributed monitoring 

and control objectives for large-scale industrial processes with unknown disturbances and 

model uncertainties.

Conclusions

Robotics and Mechatronics have played a crucial role in industrial automation, and the 

consequent increment of production efficiency. However, the collaboration between robots and 

humans taking into account the safety of the human is one of the key aspects to be deepened. 

Regarding this issue, the Sensor and Actuators and Motion control technologies have much to 

contribute. Breakthroughs in these areas are awaited for the machines to interact with humans 

in a smart, flexible, and satisfying way. Some of the promising approaches for the future related 

to these areas are novel transmission mechanisms, or elasticity from the side of the actuator, 

and optimal energy shaping for the side of motion control. Moreover, focusing on the sensor 

module, the development of modern Micro-Electro-Mechanical Systems and nano-technology 

drives to a high level of integration with its readout circuit leading to the increment in the 
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sensor's functionality and its reduction in size and cost. This enhances the overall performance 

and robustness of the ever-growing functionality system. 

Another relevant demand of the sector is the adaptation to the Internet of Things. The 

incorporation of data transmission technology is fundamental in this respect. Network control 

systems have been experiencing a huge configuration transformation from a decentralized 

framework to a distributed one with the benefits of information sharing, scalability, and 

flexibility. On the other hand, the need to develop tools to ensure the systems against cyber-

attacks has arisen. Another relevant key point regarding reliability, safety, and real-time 

response is the efficient use of computational and communication resources and the 

incorporation of fault diagnosis and fault-tolerant control systems. This is a way for assuring 

the improvement of the overall control performance despite the increment of the complexity of 

designs based on advanced intelligent sub-systems, where possible changes (component aging, 

faults, hardware replacement, etc.) may occur. Accordingly, the future tendency is to include 

the distributed plug-and-play process monitoring and to develop control architecture for large-

scale industrial processes to deal with large uncertainties and perturbations.  Likewise, it has to 

be highlighted that motion controllers have to be designed in a particularly robust manner about 

this issue.

All these implementations have risen an increment of the efficiency, versatility, economic 

benefit, of high-quality products, in charge of covering new requirements of industrial society.
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