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A B S T R A C T

The Internet of Things (IoT) network is rapidly expanding due to sudden technological advancements, which
enable objects to become intelligent and contribute to the network. Before permitting a newly added IoT
device to communicate with the network, it is essential to provide access and authenticate the device’s
legitimacy by ensuring that it has not been tampered. Recently, blockchain technology has been integrated
into Attribute Based Access Control (ABAC) protocols to supply a more robust security mechanism for
access control in IoT. The IoT and blockchain-based ABAC serve as the foundation of this survey, offering
a comprehensive introduction to both topics. Additionally, several security concerns and vulnerabilities
associated with Blockchain Envisioned ABAC (BE-ABAC) are presented. A Comparison with related surveys
has also been made. Besides, we also present a comparative analysis based on evaluation based on Distance
from Average Solution (EDAS) to rank the best schemes among the suggested BE-ABAC schemes. In conclusion,
we discuss some open research challenges in an IoT network that uses blockchain to manage access control.
1. Introduction

The Internet of Things (IoT) has been a topic of great interest
to both academics and industry professionals in recent years [1]. It
encompasses a network of physical devices, such as smart appliances,
cars, and other gadgets, which can communicate and exchange data
with each other via the Internet. The purpose of IoT is to establish
an interconnected system where devices can function independently,
resulting in smoother automation and the ability to gather and analyze
data on a massive scale. The potential of IoT to transform our way of
life and work has made it one of the most promising and extensively
researched technologies of our time [2]. It is projected that by 2030,
there will be approximately 500 billion of these devices in use [3].
The IoT is a rapidly developing technology currently being utilized
extensively in various fields, including intelligent transportation, home
automation, innovative healthcare, drones etc. Concerns regarding the
informational safety of IoT devices are receiving much attention in
both academic circles and the business world. Access Control (AC) is a
crucial technology to secure the data stored on IoT devices. The main
objective of access control is to regulate the extent to which subjects,
such as users, processes, and devices, are allowed to access specific
resources or objects. The objective is to achieve a state of equilibrium
in which the required access is granted to subjects so that they may
carry out their responsibilities efficiently while, at the same time, the
parameters of legal authorization are adhered to, and the information’s
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integrity and confidentiality are preserved. The data that is saved on
Internet of Things devices can have their protection increased and be
shielded from unauthorized access and manipulation if access control
measures are put into place [3].

Traditional access control models, such as discretionary access con-
trol (DAC) [4], mandatory access control (MAC) [5], and role-based
access control (RBAC) [6], have limitations when it comes to providing
a secure and effective mechanism for information protection in the
large-scale and complex environment of IoT. These models are designed
for closed systems and are not equipped to handle the dynamic interac-
tions of many devices in an IoT setup. The ABAC model proposed in [7]
addresses these challenges. As ABAC enables fine-grained access control
by utilizing attributes to define user permissions [8]. This procedure
allows for the efficient differentiation of user permissions relying on
attributes, leading to a more manageable, efficient, secure and scalable
AC system for the resource-constrained environment of IoT.

AC techniques can ensure that only authorized participants can ac-
cess the available resources [9]. The MAC model provides protection on
multiple levels. Each resource requires a different degree of discretion
on the user’s part. Users can gain access to the resources if they have
been granted the necessary permissions to maintain a particular level of
confidentiality [10]. An individual who owns a resource in DAC is the
one who is responsible for deciding who can access the resource and
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under what conditions. For instance, in operating systems, the person
who owns the file is the one who decides who can access the file and
how they can do so. This includes both read and write permissions.
This model offers a fundamental level of safety [10]. Users’ permissions
are delegated to them in accordance with their roles within a system
using the (RBAC) model [11]. Access decisions are made based on
the relationships between roles and permissions and between users
and roles. However, despite its usefulness in specific settings, RBAC’s
static and user-centric nature may not meet the demands of IoT access
control. Traditional access control mechanisms can reliably guarantee
that authorized users have access to the resources [9]. The MAC model
protects multiple levels. Each resource requires a different degree of
discretion on the user’s part. Users can gain access to the resources if
they have been granted the necessary permissions to maintain a partic-
ular level of confidentiality [10]. An individual who owns a resource
in DAC is the one who is responsible for deciding who can access the
resource and under what conditions. For instance, in operating systems,
the person who owns the file is the one who decides who can access
the file and how they can do so. This includes both read and write
permissions. This model offers a fundamental level of safety [10]. Users’
permissions are delegated to them in accordance with their roles within
a system using the (RBAC) model [11]. Access control models, includ-
ing RBAC, tend to have lower management efficiency when it comes
to the complex requirements of IoT systems. This highlights the need
for alternative access control models better suited to IoT environments’
dynamic and expansive nature. Implementing detailed access control
scenarios in these models is challenging while simultaneously applying
the principle of least privilege [11]. Nevertheless, the IoT requires an
access control model that is dynamic, fine-grained and goes beyond
user-centricity.

The ABAC model is distinct from more conventional approaches
to access control in that it does not establish permission to access re-
sources based on the relationship that exists between subjects and those
resources. Instead of using permissions to define access, the model uses
attributes, which results in the model being more flexible and dynamic.
The system can easily be modified to accommodate the addition of new
resources, contextual information, or actions by simply assigning new
permissions to existing attributes. ABAC can convert policies and rules
into permissions on the fly by taking into account the attributes of the
request. These attributes can be broken down into three categories:
subject attributes, resource attributes, and environmental attributes
like time and location. These attributes provide a more comprehensive
definition of the subject and resource, including fixed characteristics
like roles and changing characteristics like age or weather conditions.
As a result, ABAC enables the creation of access policies that can
effectively respond to changing environmental conditions [12].

Compared to more traditional access control models, the number
of possible access condition combinations that can be implemented
using ABAC is significantly higher [10]. In contrast to traditional access
control models, fine-grained access control rules and policies can be
defined thanks to the diversity of the attributes [13]. This makes it
possible to implement more granular levels of security. Policies and
rules governing access are composed of various subjects, objects (in
the form of resources), and environmental attributes. The ABAC model
can support dynamic and context-sensitive access control rules by con-
sidering environmental factors like date, location, time, threat levels,
and IP address. Interoperability is supported by ABAC, which is another
reason that makes it more convenient for the IoT. Access to the relevant
resource is granted to the user, provided that the characteristics of
the unknown user satisfy the criteria of some of the policies and rules
already in place [13]. Since the nature of IoT devices and systems
is such that they are always evolving, it is necessary to implement
an access control mechanism that is equally dynamic, context-aware,
attribute-based, and flexible. This requirement is met by ABAC, which
enables the formulation of dynamic and sensitive-to-context access
2

control rules by making use of attribute data. The decision regarding
access control is not made based on the user’s identity; rather, it is
based on the characteristics of both the user and the environment.
ABAC can make access control decisions that are well-suited to the
environment of the IoT because it takes into account contextual factors
such as the current time, location, threat level, and IP address. ABAC
is still unprotected in run-time access to add new users to complex IoT
networks.

Blockchain with ABAC is an excellent architecture for IoT, thanks
to its excellent characteristics that make it reliable. Due to the de-
centralized nature of blockchain technology, problems associated with
centralized management, such as single points of failure, are no longer
an issue. Because it removed all third parties’ needs from the equation,
there is no longer any need for us to be concerned about any privacy
leakage emanating from the transaction. In addition to that, a history
log that cannot be tampered with and is completely reliable. It is
recommended that an ABAC using blockchain for IoT be pre-deployed
to address the issues of centralized and complex IoT networks. The data
on a network can be controlled by its access control mechanism if it
is incorrect, invalid, illegal, or unauthorized. In addition to controlling
who can access what, it also monitors the number of network resources
being used and the proportion of those resources being distributed
among the various users based on attributes. A side benefit of this so-
lution is that it stops potentially harmful devices from being connected
to the network. In addition, privacy and security can be preserved
in an IoT environment with a BE-ABAC for IoT. This type of access
control restricts the capabilities of unauthorized users while preventing
legitimate users from abusing their privileges in any way. Participants
who have been allowed using authentication are the only ones allowed
access to protected content.

1.1. Motivation and contributions

The IoT has recently seen a rise in popularity and has become a
significant center of interest for both academia and industry. Using
the underlined networks, this cutting-edge architectural framework
provides connectivity to the real world via the Internet. The IoT aims
to connect the smart and intelligent devices, including automobiles,
household appliances, and physical devices, allowing the devices to col-
lect and share data via the use of the Internet independently. However,
as the number of connected devices increases, the need for an efficient
and secure AC for the data they produce becomes vital. The security
of the IoT environment is a critical issue, as many connected devices
and the sensitive nature of the data they produce make them prime
targets for cyber attacks. Conventional AC techniques face challenges
in adapting to the IoT ecosystem as it rapidly expands. IoT technology
involves the connection of various devices for data exchange and thus
requires secure and efficient AC to this data. Conventional techniques
may not be adequate in providing the level of security and efficiency
required in this context. Since they are not designed to handle the huge
amount of scalability and complexity of IoT environment, and they
often rely on centralized authorities to manage AC policies, making
them vulnerable to attack.

The objective of this study is to investigate the possibility of inte-
grating blockchain technology into the ABAC framework to improve
the security and effectiveness of IoT applications. Blockchain works as
a decentralized and distributed ledger, and has the potential to provide
record-keeping that is both secure and transparent. It is possible to
construct an ABAC system that is more secure and reliable than those
constructed using traditional methods by capitalizing on blockchain’s
inherent security and immutability. In this paper, we aim to evaluate
blockchain-envisioned ABAC schemes suggested for IoT. In addition,
the suggested schemes will be evaluated for their performance. Besides,
this research explores the potential of using blockchain technology to
improve the security and efficiency of IoT AC by evaluating blockchain-
envisioned ABAC schemes for IoT. Finally, this research offers a concise

summary and a comparison of BE-ABAC [14–29]. We believe that it
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will be beneficial for fresh readers to have a comprehensive under-
standing of the BE-ABAC schemes and their potential utilization across
the applications of the IoT. During this study, we have analyzed and
compared all (to the best of our knowledge) ABAC schemes for the IoT
that utilized blockchain technology.

In the discussion presented above, ten essential characteristics of
BE-ABAC in the context of the Internet of Things were presented.
These characteristics are as follows: (1) the employment of a cryp-
tographic hardness algorithm; (2) the incorporation of formal proof;
(3) extensive cost analysis; (4) the assurance of confidentiality; and
(5) the facilitation of scalability. (6) The procedure of authenticating
users or entities in order to confirm their identities before allowing
them access to a system. (7) The administration of resources, with
the goal of maximizing the productive distribution and exploitation of
system resources. (8) The process of transferring access rights, which
enables users with approved access to delegate some of their permis-
sions to other entities. (9) The protection of data integrity, which
involves ensuring that information does not become inaccurate and
does not get changed. (10) The enforcement of permissions, controlling
and regulating access to system resources based on predefined rules
and policies. The ten aforementioned features play a crucial role in
characterizing access control within the domain of blockchain-enabled
IoT. These features encompass a wide range of aspects, including
resource management, enforcement of access control policies with
robust security measures, and the delegation of access rights between
entities in expansive blockchain-enabled IoT systems. A comprehensive
analysis of these categories is provided in the relevant literature. The
existing access control methods have made attempts to address certain
aspects, but they do not sufficiently cover all the necessary features to
ensure efficient access control for IoT systems, specifically in preventing
unauthorized users from gaining access. It is important to acknowledge
that access control in the IoT necessitates careful consideration during
the design phase, particularly with regard to critical IoT requirements.
This ensures the access control system can deliver scalable, efficient,
lightweight, trustworthy, and robust policy enforcement mechanisms.
The following is a summary of the primary contributions:

• The survey aims to provide a comprehensive understanding of
BE-ABAC in the IoT applications

• To begin, we provide a comprehensive introduction to the IoT and
BE-ABAC. In addition, we outline security challenges, risks, and
attacks that may be conceivable in BE-ABAC in the IoT paradigm.

• After that, we conduct an in-depth analysis of the various BE-
ABAC schemes presented for securing IoT.

• In addition, we offer a comprehensive analysis that contrasts
the proposed survey with other surveys previously conducted for
access control in the blockchain.

• Besides, we also conduct a comparative analysis based on the
Evaluation based on the Distance from Average Solution (EDAS)
method to determine the most effective among the proposed
Blockchain-Enhanced ABAC (BE-ABAC) schemes.

• In conclusion, the study suggests challenges that need to be solved
and new lines of inquiry for the future.

1.2. Survey organization

The organization of the paper is shown in Fig. 1.

2. Background

This section presents the ABAC System, the Basics of ABAC, and
ABAC for Blockchain.
3

Fig. 1. Organization of paper.

2.1. Attribute-based access control system

The ABAC is a method of managing AC that is based on attributes
rather than identities. ABAC takes into consideration a number of
characteristics of the things that are being managed rather than basing
choices regarding AC merely on the identity of the user. Generally
speaking, these characteristics are classified as either subject, resource,
or environmental traits. This approach to AC makes it possible to have a
system that is more adaptable and dynamic, able to react to shifts in the
surrounding environment and give finer-grained AC. Besides, the im-
plementation of ABAC in a blockchain setting offers other advantages,
such as decentralized and tamper-proof record-keeping [30]:

• User Attributes: In this context, user attributes are attributes or
elements of information that describe the users who make use of
the given system. These characteristics can also include profes-
sional information such as job title, role, and security clearance
as well as personal information including age, name, and address.
Another vital quality that may be taken into account is a user’s
trust level, which refers to the degree to which the computer
system places its faith in the users. The level of access and
permissions a user has within the given system can be partially
determined by the qualities described here.

• Object Attributes (OA) are the attributes of the resources that
are made available by the system. The given attributes can be
associated with the object’s metadata, such as the author’s name,
the creation date, the last change date, the size, the kind of file,
and the level of security. Besides, object characteristics can also
include information describing the contents of the object, such
as the name of a patient (for example, in health records), the
number of a student (for example, in student records), or the title
of a particular chapter. The object attributes provide important
information about the resource, which helps determine the access
level that should be granted to a user.

• Environmental Attributes: The current state of an environment
can also provide attributes used for AC decisions. These attributes
can include the current time, day of the week, number of users
logged in, CPU usage, available memory, etc.

• Connection Attributes: In ABAC, session attributes normally rep-
resent characteristics specific to the user’s current session. It can
include the IP address, physical location, start time and duration
of the session, hostname, number of access requests, etc. These
attributes are related only to the duration of the user’s session.

• Characteristics of Administration: In ABAC, certain attributes are
established by an administrator or an automated process and
apply to the entire system. These attributes, known as configu-
ration attributes, can impact AC decisions and include elements
such as the threat level, minimum trust level required for access,
maximum session length, and others. These attributes provide
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Fig. 2. The core of ABAC model.

a framework for the system to operate within and shape AC
policies.

In an optimal setup, the attributes are inherent characteristics of the
components within the system and do not require manual input from
administrators. For instance, most attributes related to an object stem
from the metadata linked with the object. The outcome of a Boolean
statement that compares characteristics can be used as the basis for
creating access policies using policy languages. These policies can
be used to restrict access to particular resources or objects. ABAC
models allow for the creation of flexible regulations based on real-
world properties of elements in a system rather than manually assigning
roles or permissions to users based on their identities. With ABAC,
regulations are enforced based on knowledge of a user’s attributes,
making the process more user-friendly. The key advantage of ABAC is
its intuitive nature, where technical permission sets are hidden behind
simple user profiles that can be updated by authorized personnel. This
ensures that users always have the necessary access if their attributes
are current. The other advantage of ABAC is the flexibility it provides;
almost anything about the user and the business can be represented,
which enables the business to think in terms of how it operates as a
business rather than how it operates in terms of information technol-
ogy. The applications that users can access, the types of data that can
be accessed, the transactions they can submit, and the operations they
can perform all change dynamically based on the context in which they
work. The result is that administrations using ABAC can make decisions
based on information about real-time operations that are clearer and
more concise.

2.2. Core of attribute-based access control

This section outlines a brief overview of the ABAC model, con-
sidering its common components and typical variations [31]. Figs. 2
and 3 demonstrate the core and blockchain versions of the ABAC
model, respectively. The majority of ABAC models generally consist of
the following elements, which are frequently found in various ABAC
systems:

• Users (U): The collection of individuals accessing the system is
called ‘‘Users’’. Notably, the size of this group is not necessarily
limited, as it is possible for new users to be granted access even
after the set was initially established. This is commonly seen
in service-oriented architectures and information-sharing systems
spanning organizational boundaries.

• Objects (O): The collection of all items with integrity preserved
by the system.

• Attributes (A): The collection of attributes with a distinct name
used in the system forms the Attributes (A). In some models,
each attribute is associated with a type or divided into groups
based on the access control object they apply to organize the data
efficiently.
4

Fig. 3. The core of ABAC model for blockchain.

• Permissions (PMS): The whole catalogue of user permissions can
be bestowed upon individual users. Permissions in some models
are represented as object-operation pairs, which is analogous to
how permissions are represented in RBAC; however, this is not
always essential. Permissions in some ABAC models are defined
as a combination of policy and operation. These permissions allow
access to perform a specific operation on an object that meets the
policy criteria. The object must satisfy the policy to be granted
access.

• Policies (P): The complete collection of access policies used to
regulate the use of the system. In most cases, these policies are
expressed in a language specifically designed for policy writing
and are connected, in some fashion, to the permissions they issue.

• Blockchain integration with ABAC: The integration of blockchain
with Attribute-Based Access Control (ABAC) presents potential
benefits and challenges. Blockchain, a decentralized and dis-
tributed digital ledger, can enhance the security, transparency,
and auditability of access control mechanisms. By storing access
control policies and permissions on the blockchain, the system en-
sures transparency and immutability of access decisions [32,33].
Although integrating blockchain with ABAC has many benefits,
it also presents some challenges. The scalability of blockchain
becomes a concern because its consensus and data storage mech-
anisms may face limitations when supporting many users and
objects. Developing and implementing blockchain is complex,
requiring specialized knowledge and expertise. Additionally, pri-
vacy concerns arise when storing sensitive attribute information
on a public or private blockchain, requiring robust encryption and
access control measures. When it comes to blockchain technology,
organizations need to consider regulatory compliance. They must
adhere to data protection, retention, and privacy regulations
while navigating the legal landscape. To avoid delays and vul-
nerabilities, the governance and consensus mechanisms should be
carefully designed to handle conflicts in access control policies
and attribute values. A comprehensive assessment of the combi-
nation of blockchain and ABAC is absolutely crucial. While the
potential benefits, such as improved security and transparency,
are tempting, organizations must not overlook the serious chal-
lenges regarding scalability, complexity, privacy, regulations, and
governance. To ensure that the benefits of integrating blockchain
outweigh the drawbacks and align with the specific needs and
limitations of the organization, proper planning and evaluation
are imperative [32,33].

2.3. Access control in blockchain enabled IoT

Access control in the IoT necessitates meticulous deliberation dur-
ing the design phase, wherein one must duly consider the pivotal
IoT requirements. This is imperative to provide scalable, efficient,
lightweight, reliable, and resilient policy enforcement mechanisms. Due
to their extensive scale and heterogeneous composition, decentralized
policy management is imperative in IoT networks. The convergence
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Fig. 4. Access control in blockchain enabled IoT.

of ABAC and blockchain technology has become a notable solution in
overcoming the constraints of traditional access control mechanisms
like RBAC and DAC. This integration offers a more effective and pre-
cise access control method for extensive IoT systems operating across
various jurisdictions. Fig. 4 showcases a conceptual representation of
blockchain-powered ABAC for IoT access management. By harnessing
the capabilities of the decentralized storage and computational infras-
tructure offered by blockchain technology, novel prospects emerge.
The inherent characteristics of blockchain, including decentralization,
consensus algorithms, immutability, irreversibility, tamper resistance,
accessibility, and auditability, provide a robust and dependable method
for storing transactions in a distributed manner across the network.
These properties are not readily attainable solely through the afore-
mentioned traditional access control mechanisms. By leveraging the
integration of BAC with blockchain technology, the field of IoT access
control stands to gain significant advantages from the decentralized and
transparent nature of the blockchain. This integration enables enhanced
policy enforcement, secure management of attributes, and the ability
to make precise access control decisions. The integration of ABAC and
blockchain technology exhibits the capability to tackle the scalability,
trust, and efficiency obstacles linked with access control in extensive
IoT implementations.

3. Related surveys

This study aims to survey and summarize the existing literature on
access control in the context of IoT and Networks using blockchain
technology. A comprehensive search was conducted using various on-
line databases such as IEEE Explore, Springer, Science Direct, and
Researchgate. A manual search was also performed in relevant areas to
gather relevant information. The review aims to provide an overview
of all the existing survey papers on blockchain-based access control
for securing IoT and Networks. The study also reviews all the avail-
able security surveys on access control in the domain of IoT. Finally,
Table 1 summarizes the related survey on access control schemes for
blockchain.

In 2019, Rouhani and Deters [32] examine the challenges present in
current access control systems and discuss how blockchain technology
could help address these challenges. The authors give an overview
of research and platforms related to access control that has been
proposed for different domains. They also summarize the current state
of blockchain-based access control systems and their problems.

In 2019, Riabi et al. [34] explored the difficulties of access control
in the context of the IoT. The authors analyzed the limitations of
conventional access control methods in satisfying the needs of the IoT
and examined the potential for decentralized access control through
the use of secure blockchain architecture. Based on a review of related
5

literature, the authors identified two models for blockchain-based ac-
cess control: the Transaction-BAC model and the Smart Contract-BAC
model. They conducted a comprehensive evaluation and comparison
of these models, concluding that the transaction model aims to secure
access tokens and leverage the benefits of smart contracts, one of which
is to address the issue of centralized access control having a single point
of failure.

In 2020, Ghaffari et al. [35] explain the current suggested authen-
tication and AC solutions using blockchain and smart contracts. The
authors first gave a brief history of AC, authentication, and distributed
ledger technology. The authors then propose a taxonomy to classify the
existing methods based on their type, application environment, and use
of blockchain. Finally, the authors evaluate the benefits and limitations
of the propose approach in various aspects, including security, resource
consumption, and privacy. Later, Abdi et al. [36] summarize the
different AC strategies used in IoT. The authors compare each scheme’s
scalability, distribution, security, user-centricity, privacy, and enforce-
ment policies. They also discuss the challenges of creating decentralized
AC mechanisms for IoT and suggest areas for future research.

In 2021, Sookhak [37] add a comprehensive survey that aims to
discuss blockchain-empowered AC solutions in the healthcare environ-
ment. The authors aim to understand the current advancements and
categorize them into themes. The authors also aimed to discuss the
security concerns associated with existing schemes and the necessary
security requirements for creating a detail AC. Besides, the authors also
compare traditional AC schemes to blockchain-empowered approaches,
identifying unresolved issues and potential areas for future research.
Later, Hussain et al. [38] discuss the challenges faced by IoT security,
including AC for unauthorized participants and IoT security standards.
The authors add the shortcomings of traditional AC techniques in
meeting the security requirements of the IoT and evaluate the potential
of employing blockchain technology to provide a secure framework
for AC. The authors also examine the role of blockchain in addressing
various IoT security standards and identify the gaps for future improve-
ment, unresolved problems, and challenges. Later in the same year,
Patil et al. [39] add a variety of blockchain-empowered new solutions
to the literature for IoT AC as well as the improvement of security and
privacy the Vehicular Ad-hoc Network (VANET), healthcare, and sup-
ply chain networks. Besides, the survey also investigates the solutions
now accessible for various performance indicators, including scalabil-
ity, privacy, extensibility, accuracy, storage overhead and computation
overhead respectively. Later, Abdulrahman et al. [40] present a review
and compares the most recent blockchain-enabled solutions AC in IoT.
Moreover, the authors recommend a set of requirements that should
be considered when employing blockchain technology to AC in an IoT
environment.

4. Blockchain envisioned attribute-based access control schemes
for IoT

IoT research has experienced a meteoric rise due to the explosion of
new objects appearing in communications and networking technology.
The ability to share data, simplify access, and perform remote moni-
toring are benefits that can be gained from connecting various smart
devices over the internet [5]. One of the most significant challenges
the IoT must overcome is its centralized structure, the client–server
model. It is possible for a failure of the entire network to be caused
by a lack of trust between the various participating devices; therefore,
a solution that can be trusted is required to avoid this problem. Sev-
eral approaches have been proposed in recent years, but blockchain
is becoming increasingly popular due to its properties, such as its
decentralized structure, security, and immutability. We divided these
schemes into the following two main categories in Fig. 5.
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Table 1
Summary of access control survey on blockchain.

S.no Years Survey Summary

1 2019 Rouhani and Deters [32] Provide an outline of the issues present in the existing access control (AC) schemes and then describe how blockchain
technology can assist in finding solutions to these issues.
The authors offer an overview of the current state of blockchain-based AC systems and the issues they face.

2 2019 Riabi et al. [34] Shows AC’s challenging nature within the IoT framework.
Investigate the shortcomings of conventional AC in terms of meeting the demands of the IoT.
Identify two distinct models based on their assessment of the relevant literature: The Transaction-BAC model and the
Smart contract-BAC model.

3 2020 Ghaffari et al. [35] Explain the present solutions in deploying of blockchain.
The authors provide a concise overview of the history of AC and authentication technology in addition to distributed
ledger technology.

4 2020 Abdi et al. [36] Presents a summary of the various AC strategies seen in IoT.
Include a table that compares the various AC strategies examined.
Discuss the difficulties in developing decentralized AC mechanisms for IoT systems and potential future research
directions.

5 2021 Sookhak [37] Outlines an extensive overview on the blockchain-based AC methods in the healthcare domain.
This survey categorizes existing and future AC area improvements.
A thematic taxonomy of the blockchain-based AC methods is also presented.

6 2021 Hussain et al. [38] Explore the fundamental challenges IoT security poses, including AC for unauthorized users and IoT security standards.
Authors evaluate the possibilities to spread AC by implementing the safe design the blockchain accommodates.
The survey also explores how to leverage the blockchain to fix some of the standards important to IoT security
challenges.

7 2021 Patil et al. [39] Present various blockchain-based solutions now available in the academic literature for IoT AC.
Investigates the solutions now accessible for various performance indicators, including scalabilities, privacy,
extensibilities, accuracy, storage overhead, and compute overhead.

8 2021 Abdulrahman et al. [40] Review and compares the most recent state-of-the-art solutions in blockchain-based AC for IoT.
Suggest some requirements that should be considered when applying blockchain technology to AC in an IoT
environment.
Fig. 5. Classification of BE-ABAC schemes.

4.1. Encryption-based ABAC schemes for blockchain-based IoT

In ABAC encryption-based schemes, the encryption primitive is
utilized to secure the attributes and AC policies linked to participants
and objects. This can be obtained by encrypting the attributes and AC
policies with the help of complex cryptographic algorithms. The Access
decisions are made by decrypting the attributes and comparing them to
the AC policies. This ensures that only authorized participants with the
correct decryption keys can access the encrypted attributes and make
access decisions using the decrypted data. The encryption-empowered
schemes emphasize the importance of achieving the confidentiality and
integrity of attributes and AC policies.

In this section, we reviewed and compared the suggested ABAC
schemes for blockchain-empowered IoT that use encryption for security
purposes to provide secure access.
6

In 2017, Alansari et al. [14] propose an innovative identity and ac-
cess management solution for cloud federations. Using the technology,
federated organizations can implement ABAC policies on their data that
do not compromise their users’ privacy. Users’ identities are checked
against the policies, and if those identities match, the users are per-
mitted access to the federated data. However, the users’ identities are
not revealed to the federated organization that owns the data. Utilizing
blockchain technology with trusted hardware from Intel enables the
system to provide further assurance that the policy review procedure is
honest and transparent. It does this by utilizing blockchain technology
to ensure that users’ identifying attributes and access control policies
cannot be updated by a malicious user, while Intel software guard
extensions (SGX) safeguard the integrity and secrecy of the policy
enforcement process. The authors explore potential future extensions
and explain the access control mechanism. The authors utilize bilinear
Pairing algorithm for encrypting data. However, this approach demands
extensive computation and communication resources because of the
complex nature of the algorithm. Furthermore, the authors did not
provide any formal security proof.

In 2018, Wang et al. [15] conduct research on data storage and
sharing in decentralized storage systems. The authors studied data
storage and sharing issues in these systems and devised a framework to
address them. This framework combines the Interplanetary File System,
the Ethereum blockchain, and ABAC technology. In the proposed frame-
work, the data owner has the ability to encrypt the data and assign
access policies to data users through secret key distribution. This allows
for fine-grained control over who has access to the data. The framework
also implements a keyword search function on the encrypted data in the
decentralized storage systems using smart contracts on the Ethereum
blockchain. This helps to overcome the issues that arise when tradi-
tional cloud servers do not return accurate results or all of the results
from a search. The authors tested the proposed framework on a Linux
system and the Ethereum official test network Rinkeby. The results
showed that the scheme was technically viable. The authors utilize
bilinear Pairing algorithm for encrypting data. However, this approach
demands extensive computation and communication resources because
of the complex nature of the algorithm. Additionally, the authors did
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not provide any formal security proof. Moreover, revealing the private
key invite series of attacks.

In 2020, Alniamy and Taylor [16] propose an architecture model
that enhances fine-grained access control for data stored in the cloud.
The model integrates the Hyperledger blockchain technology and the
ABAC scheme to provide secure and controlled access to shared files in
a decentralized environment. The system encrypts shared data with ac-
cess policies linked to attributes, allowing data owners to manage their
data and prevent unauthorized access. The Hyperledger blockchain
ensures the privacy and integrity of stored files, managing the gen-
eration of keys, assignment of policies, and serving access requests.
The propose system prototype was realized with chain codes, and its
performance was evaluated on the Hyperledger Composer blockchain
environment. Unfortunately, the author did not include any informa-
tion about the encryption algorithm used. Additionally, the authors did
not provide formal security proof to ensure security.

In 2021, Yang et al. [17] propose a non-interactive access control
strategy for the IoT based on blockchain technology, Pastel Network
(PSL)and ABAC. A data holder sends their information to be stored on
a cloud server. For a user to have access to the data, the user must first
add the attributes as a transaction to the blockchain. Following this, a
smart contract will execute the PSI protocol to determine whether or
not the characteristics set satisfies the threshold structure. If the need is
satisfied, the data user will be granted access to the data holder’s data.
The data holder encrypts the data address using the public key of the
user who was selected and then delivers the encrypted data address to
the user. While still maintaining trusted access control, the propose ap-
proach can preserve both the privacy of access policies and the privacy
of characteristics. However, this approach demands extensive computa-
tion and communication resources because of the complex nature of the
algorithm. Additionally, the authors prove the security informally and
fail to provide formal security proof. In 2021, Liu et al. [18] proposed
a revocable ABAC system for blockchain-enabled IoT applications. The
authors enhance Waters’ ciphertext policy attribute-based encryption
(CP-ABE) scheme into a revocable ciphertext policy attribute-based
encryption (RCP-ABE) scheme by adopting a technique based on binary
trees and allowing for the revocation of attributes. The authors create
a revocable ABAC system by merging the RCP-ABE with blockchain
technology. The propose system can enable expressive access control
policies and grants the authority of an attribute the ability to revoke
the attributes of users or a portion of their attributes. According to
the findings of the security study, the developed system satisfies a
number of desirable features. These include forward security, backward
security, secrecy, and integrity. The authors fail to demonstrate the
security features they assert to possess properly. The authors prove the
security informally and fail to provide formal security proof. Further-
more, the propose approach utilizes a sophisticated algorithm bilinear
pairing, which requires substantial computational and communication
resources.

In 2021, Rouhani et al. [19] discussed how permissioned
blockchains could be used as trustable backends in access control
systems, providing a solid basis for audits. The authors suggest a
distributed ABAC system based on Hyperledger Fabric, emphasizing
audibility and scalability. Data encryption is used for secure ABAC.
The authors validate the proposed method by means of a Use Case
involving an application for decentralized access control management
in digital libraries. First, the authors give an in-depth analysis and
synthesis of previous research on blockchain-based access control stud-
ies. The next thing they do is describe the system architecture and
the implementation details. During the experimental evaluation of our
solution, various parameters derived from the Hyperledger Caliper
framework were considered in terms of the system’s performance.
The authors claim that the proposed proof-of-concept system can
properly handle a throughput of 270 transactions per second, with
an average latency of 0.54 s per transaction, according to the data
7

analysis. However, the authors did not provide security proof. In 2021,
Zaidi et al. [20] proposed an ABAC mechanism for IoT. The propose
mechanism provides local access, authorization of clients, privacy,
and interoperability by utilizing smart contract data sharing and user-
controlled encoded policies. Additionally, the authors claim that the
proposed mechanism will provide local access. It is possible for the
user to own their data and be authorized to share it with other people.
The authors argue that there is currently no solution that can meet
all of the requirements of the propose paradigm. The ABAC model is
utilized due to its excellent compatibility and expressiveness. Using
blockchain for authentication and smart contracts for the data access
process in propose mechanism allows the authors to circumvent the
problems of high computational time and overhead to some extent. This
is accomplished by deploying a number of smart contracts for every
additional user, which comes with the risk of a single point of failure
and the de-authentication of previously authenticated users. To ensure
data confidentiality, the authors also created a contract establishing
ownership for each user in relation to their individual gadgets. Within
the confines of propose blockchain design, it is not possible for any
organization to divulge genuine user data under any circumstances. Off-
chain data are always stored in an encrypted format, which eliminates
the possibility of tampering with the data. After the invocation of smart
contracts, the data will be accessible only to those customers who are
in compliance with the set policies. The authors fail to demonstrate the
security features they assert to possess properly. The authors prove the
security informally and fail to provide formal security proof. Further-
more, the propose approach utilizes a sophisticated algorithm bilinear
pairing, which requires substantial computational and communication
resources. Furthermore, the algorithm fails to specify the utilization of
pairing operations, which indicates that the mathematical construction
is incomplete.

Lu et al. [21] propose secure IoT data sharing and fine-grained
access control to accomplish a data access control strategy based on
the ABAC algorithm and blockchain technology. The hash value of the
data, the location information of the encrypted data, and the access
control technique are all recorded on the blockchain in the proposed
system. Achieving efficient and granular access to data is made possible
by the blockchain’s capacity to guarantee the data’s integrity and
incorruptibility. The proposed system not only assures that the data
cannot be modified but also ensures that the access control method
cannot be modified in any way. A further benefit of the proposed
solution is that it reduces the strain on the blockchain’s storage capacity
and significantly enhances its ability to scale. The experiment was
designed to demonstrate that the proposed scheme is superior to the
cloud storage scheme. In addition, the proposed scheme was made for a
fine-grained access control system that integrates symmetric encryption
methods and ABAC in its workings. In the proposed method, the
data are initially encrypted using the symmetric encryption algorithm,
and then the symmetric encryption key is encrypted using the ABAC
technique. This system protects the integrity of the data collected by
IoT devices, enabling data owners to exercise fine-grained control over
who can access their data, and assures that the data cannot be altered
in any manner. However, the propose requires a secure channel to
distribute keys among the participants.

In 2022, Arasi et al. [22] proposed an efficient data-sharing strategy
for cloud storage utilizing attribute access control with fair media-
tion in cloud storage using blockchain networks and an auditable
attribute-based encryption scheme (AABES). The AABES encrypts a file
by linking it to an access policy; the resulting ciphertext is then saved in
the cloud. Only users with the required attribute set who comply with
the access policy specified in a monotonic tree structure can access the
outsourced encrypted file. Collusion attempts are unsuccessful against
the access structure. In the proposed system, the authors primarily
concentrate on designing a reliable and effective access control mecha-
nism utilizing blockchain, offering fair mediation to cloud users if their
file integrity is compromised. The fraudulent cloud service provider is

punished by paying the users whose data integrity was compromised,
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effectively managing permitted user access and secure data sharing. By
taking advantage of the blockchain’s capabilities, the access policy set
up of ABAC in the smart contract identifies and bans the user from
further access to the blockchain network when unlawful access is made
to the stored data. By prohibiting potential threats from accessing the
stored data, the proposed approach guarantees data privacy, integrity,
availability, and data ownership of persons. The authors utilize bilinear
Pairing algorithm for encrypting data. However, this approach demands
extensive computation and communication resources because of the
complex nature of the algorithm. Additionally, the authors provide
informal analysis and fail to provide any formal security proof.

Zhang et al. [23] propose a blockchain-enabled ABAC strategy with
hidden policies for smart healthcare systems. To prevent single-point
failure, the propose system introduces several authorities. In particular,
online–offline encryption reduces the load of users’ online computing
by moving computation chores to users’ free time, and policy conceal-
ment safeguards users’ sensitive data. To facilitate the outsourcing of
decryption between users and mobile edge computing servers, fair pay-
ments are also accomplished based on blockchain and smart contracts.
The experimental results demonstrate that the propose scheme is com-
putationally efficient and secure in the random oracle model, making
it applicable to the edge computing environment. The authors utilize
bilinear Pairing algorithm for encrypting data. However, this approach
demands extensive computation and communication resources because
of the complex nature of the algorithm.

Lesson Learned: It is important to mention that while many re-
earchers discuss pairing-based ABAC for IoT, which highlights the
verall complexity of pairings and procedures to speed up pairing com-
utation, these schemes suffer from heavy computational overhead due
o the use of pairing. In Pairing-based ABAC, IoT users create bilinear
airing independently to generate single encryption and verify the
ncryption text, respectively, using hard problems like Computational
iffie–Hellman (CDH) assumption, which leads to high computational
verhead in resource-constrained blockchain-based IoT devices, even
hough it provides a desired level of security. Moreover, the above
eview shows that apart from Zhang et al. [23], the rest of the schemes
o not have any formal proof. As a result, it can be challenging to
nsure that all of the desired security requirements are met not with the
esired level of efficiency. Besides, In Tables 2, 3, we discuss the diverse
rray of access control solutions for the IoT that are constructed upon
he principles of blockchain technology. Our focus is directed towards
en pivotal aspects of access control, namely: (1) the implementation of
obust cryptographic hardness algorithms, (2) the utilization of formal
roofs, (3) the meticulous analysis of costs, (4) the preservation of
onfidentiality, and (5) the attainment of scalability. The key aspects of
6) authentication, (7) resource management, (8) access right transfer,
9) integrity, and (10) permission enforcement. Below, we present a
oncise overview of the aforementioned features attain by each scheme
n the Table. Effective resource management is of utmost importance in
he context of IoT devices, considering the inherent constraints posed
y limited battery life, memory capacity, and processing capabilities.
he concept of access rights transfer refers to the act of transmitting
ccess control permissions (along with any accompanying conditions)
rom one entity to another. Enforcing access control delegation to
oT devices is of utmost importance in ensuring secure and efficient
ystem operations. The enforcement of permissions must be customized
ccording to the specific requirements of an IoT system. Flexibility
n policy management is a fundamental attribute of an access control
ystem. In the current resource-constrained environment, the demand
or lightweight algorithms with formal proof has become imperative
n order to ensure confidentiality, integrity, and authentication. This
ncertainty may arise as a result of IoT device failures, unreliable data
ources, or even system failures. Moreover, the utilization of attributes
an effectively handle the identification of entities (including uncertain-
ies in observations derived from both physical and digital data) on a
8

calable level that is not reliant on a singular, specific identity for each
Table 2
Access control features of encryption-based ABAC schemes for blockchain-based IoT.

Scheme Management
of resources

Transfer of
access to rights

Enforcement
permission

Attribute
management

Alansari et al.
[14]

N/A N/A YES YES

Wang et al. [15] N/A YES N/A YES
Alniamy and
Taylor [16]

N/A YES YES YES

Yang et al. [17] N/A YES N/A YES
Liu et al. [18] N/A YES YES YES
Rouhani et al.
[19]

YES YES N/A YES

Zaidi et al [20] N/A YES YES YES
Lu et al. [21] N/A N/A YES YES
Arasi et al. [22] N/A N/A N/A YES
Y. Zhang et al.
[23]

N/A YES YES YES

entity. Finally, it is crucial to emphasize the significance of scalability in
IoT access control, given the resilient and ever-changing nature of data
and resources. In the subsequent Table 2, we present the classification
each scheme.

4.2. Signature-based ABAC schemes for blockchain-based IoT

A Signature-based ABAC scheme uses digital signatures to ensure
that attributes and access policies are intact and authentic. The given
process utilize complex cryptographic algorithms to generate digital
signatures for access policies and attributes. These digital signatures
serve as proof of integrity and authenticity. The Access decisions are
taken by verifying the digital signatures of the attributes and com-
pare the digital signature with the AC policies. This assures that only
attributes and AC policies with valid digital signatures are allowed
for AC. The digital signature-based scheme normally underscores the
importance of verifying the integrity and authenticity of attributes and
AC management.

In this section, we reviewed and compared the suggested ABAC
schemes for blockchain-empowered IoT that use digital signatures for
security purposes to provide secure access.

In 2018, Zhu et al. [24] introduce the possibility of constructing a
secure resource-sharing platform using a blockchain-based decentral-
ized environment. The authors propose a novel AC platform called
transaction-based access control (TBAC), combining blockchain tech-
nology and the ABAC model. The authors claim the propose TBAC
mechanism with 4 different transactions for subject registration, object
escrow and publication, access request and grant. To ensure security
in attribute exchange and dynamic policy decision-making, the authors
also developed a cryptosystem called CryptoTBAC. Unfortunately, no
cryptographic technique was shown to support the authors’ claims.
The authors propose a theoretical modal with no security proofs. Also,
the algorithm for this technique is unclear. In 2021, Zhu et al. [25]
presented a new digital asset management platform named DAM-Chain,
which utilizes TBAC. The platform merges the principles of ABAC
and blockchain technology. The ABAC provides flexible authorization
mechanisms for escrowing digital assets into the blockchain, while the
blockchain transactions serve as a traceable and verifiable medium
for access requests. The authorization mechanisms are decentralized,
including subject registration, object escrowing and publication, access
request, and grant. The DAM-Chain platform offers flexible permission
management and a transparent, verifiable access authorization proce-
dure in an open, decentralized environment by taking advantage of
ABAC and blockchain technology. The authors utilize bilinear Pairing
algorithm for encrypting data. However, this approach demands exten-
sive computation and communication resources because of the complex
nature of the algorithm. Besides, the authors did not offer formal proof.
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In 2018, Dukkipati et al. [26] present an ABAC model that leverages
blockchain technology to address security and privacy challenges. The
framework is comprehensive and includes a discussion of each block
in detail, followed by a thorough explanation of the implementation.
The proposed model was tested when an access policy was evaluated
for sharing or updating traffic signal data. The evaluation of the model
considered various attributes, such as memory usage, the number of
transactions needed to evaluate a user request, and the use of smart
contract algorithms and tokens. Although the approach has potential,
it was noted to have privacy concerns and a lack of explicit security
evidence. The propose scheme did not offer formal security proof.

In 2019, Ding et al. [27] propose a new ABAC scheme that in-
corporates blockchain technology to enhance access management for
resource-constrained IoT devices. The aim was to address the trust
issue and improve the system’s robustness with a decentralized and
scalable access control mechanism. The authors introduced a new
type of transaction for recording attribute permissions and designed
the scheme so that IoT devices do not rely on the consensus process
of the blockchain network. As a result, the overall processing and
communication overhead is greatly reduced. In addition, some parts of
the proposed scheme, such as the consensus algorithm and the authenti-
cation and key agreement (AKA) protocol, have a modular architecture,
significantly improving the system’s adaptability and making it easier
to maintain and upgrade. The security analysis over ECC confirmed
that the proposed technique is secure for use in actual applications,
and the simulated experiments demonstrate that it is an effective and
efficient method for enforcing stringent and fine-grained access control
in the IoT. Using Elliptic Curve Cryptography (ECC) makes the propose
scheme efficient. However, the scheme lack formal security proof.

In 2021, a blockchain-ABAC system was proposed by Jiang [28].
The proposed scheme uses the blockchain as the trusted center in the
access control model, and it implements the ABAC policy by generat-
ing smart contracts. In the access procedure, the resource owner and
the visitor communicate through the blockchain’s nodes by invoking
smart contracts. In addition, the proposed scheme has been tested on
equipment that is typical of the whole, and the testing results indicate
that the proposed system is both effective and feasible. Though, using
Elliptic Curve Digital Signature Algorithm (ECDSA) makes the propose
scheme efficient. However, the scheme lack formal security proof.

In 2021, Amal et al. [29] revealed blockchain-based ABAC and
fine-grained access control, which maintains user privacy and account-
ability. The authors constructed a permission blockchain prototype and
ran numerous tests to establish the solution’s scalability, which they
presented at the conference. This study examines the threat model.
Despite this, the proposed approach consumes a lot of computation
and communication resources due to the intensive Bilinear Pairing
algorithm. There is also no formal security proof for the proposed
system.

Lesson Learned: In the following discourse, we discuss the diverse
array of access control solutions for the IoT that are constructed upon
the principles of blockchain technology. Below, we present a concise
overview of the aforementioned features attained by each scheme in
Table 3. After conducting a comprehensive study, we found that the
recommended methods have significant drawbacks for computational
and communication resource utilization. It is important to mention
that while many researchers discuss pairing-based ABAC for IoT, which
highlights the overall complexity of pairings and procedures to speed
up pairing computation, these schemes suffer from heavy computa-
tional overhead due to pairing. In Pairing-based ABAC, IoT users create
bilinear pairing independently to generate a single signature and verify
the signature text, respectively, using hard problems like CDH and
ECDLP assumption, which leads to high computational overhead in
resource-constrained blockchain-based IoT devices, even though it pro-
vides a desired level of security. Moreover, the above review shows
that apart from a few schemes, the rest have no formal proof. As a
result, it can be challenging to ensure that all of the desired security
9

requirements are met, not with the desired efficiency level.
Table 3
Access control features of signature-based ABAC schemes for blockchain-based IoT.

Scheme Management
of resources

Transfer of
access to rights

Enforcement
permission

Attribute
management

Zhu et al. [24] YES YES N/A YES
Zhu et al. [25] N/A YES N/A YES
Dukkipati et al.
[26]

YES YES N/A YES

Ding et al. [27] YES YES N/A YES
Jiang [28] YES N/A YES YES
Amal et al. [29] N/A YES N/A YES

5. Comparative analysis

This section will evaluate each blockchain-envisioned ABAC scheme
presented to secure the IoT based on security hardness, security proof,
cost, security validation tools, and security properties.

5.1. Performance evaluation matrices

IoT networks are differentiated from other networks by their se-
vere hardware constraints. Therefore, to achieve the lowest possible
overall energy consumption, every IoT process should use the absolute
minimum amount of memory and processing power possible while
also transferring the absolute minimum amount of data possible us-
ing the minimum number of messages. Because the requirements are
so stringent, authors usually incorporate performance assessments in
their articles to demonstrate their schemes’ efficiency in resolving the
problem.

The strategies outlined in the previous section have a potential risk
of having a single point of failure. As IoT devices’ computation and
power requirements are minimal, it is simple for a hostile actor to take
control of them. Because of this, putting your faith in access policies
might not be the best choice. The use of blockchain technology to
enable trustworthy distributed access control is one potential solution
to the problem described above. In addition, we have compared all the
blockchain-envisioned ABAC schemes with their findings and shortcom-
ings, as shown in Table 4. A few ABAC methods envisioned for use with
blockchains are presented below, along with some recent use cases.

5.2. Quantitative analysis

We use quantitative analysis, including security attributes, to evalu-
ate the safety of the suggested ABAC mechanisms that have been given
to safeguard the Internet of Things. Table 3 compares the levels of
security offered by [14–29].

The analysis of the security properties of any access control sys-
tem requires security proof, which is very significant and can also
be used to verify that the scheme in question is valid. It is of the
utmost importance to ensure that the prerequisites and requirements
for security are met. ROM, or the Standard Model, is frequently utilized
when evaluating the efficiency of various access control schemes. The
√ represents this security strength is satisfied, as shown in Table 5.
From Table 5, it is evident that Y. Zhu et al. [24], Y. Zhu et al. [25],
Dukkipati et al. [26], Alniamy and Taylor [16], Jiang [28], Zaidi
et al. [20] and Lu et al. [21], did not define the security hardness
algorithm for their schemes. In comparison, the authors S. Alansari
et al. [14], Wang et al. [15], Yang et al. [17], Liu et al. [18], Rouhani
et al. [19], Amal et al. [29], Arasi et al. [22] and Y. Zhang et al. [23]
utilized costly bilinear pairing for their schemes while the Ding et al.
[27] utilized Elliptic Curve Cryptography. Similarly, the authors S.
Alansari et al. [14], Y. Zhu et al. [24], Y. Zhu et al. [25], Dukkipati
et al. [26], Wang et al. [15], Ding et al. [27], Alniamy and Taylor [16],
Jiang [28], Liu et al. [18], Rouhani et al. [19], and Lu et al. [21] fails
to provide any formal proof to support their claims. Besides, almost
all the schemes suffer from cost-related issues. Finally, Ding et al. [27]
provide proof using a security validation tool.
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Table 4
Comparative analysis of ABAC schemes for blockchain.

S.no Scheme Finding Limitations

1 S. Alansari et al. [14] Proposed access management solution for cloud federated
blockchains.
This scheme builds ABAC policies on data while protecting users’
privacy, the developers claim.
The system also uses blockchain technology and Intel SGX trusted
hardware to ensure the policy review process is fair.

The proposed approach consumes a lot of computation and
communication resources due to the intensive Bilinear Pairing
algorithm.
There is also no formal security proof for the proposed system.

2 Y. Zhu et al. [24] Proposed DAM-Chain, a revolutionary digital asset management
platform
The authors examine four types of ABAC access control transactions
and their algorithms.

No cryptographic technique was shown to support the authors’
claims.
The authors propose a theoretical modal with no security proofs.
Also, the algorithm for this technique is unclear.

3 Y. Zhu et al. [25] Proposed DAM-Chain, a revolutionary digital asset management
platform
The authors examine four types of ABAC access control transactions
and their algorithms.

No cryptographic technique was shown to support the authors’
claims.
The authors propose a theoretical modal with no security proofs.
Also, the algorithm for this technique is unclear.

4 Dukkipati et al. [26] Build an ABAC for IoT-based blockchain that allows users to access
and control their data.
The contribution describes the show, how a blockchain can be used
to create access control measures.

The given approach has privacy issues and lacks explicit security
evidence.

5 Wang et al. [15], Propose an architecture that combines DSS-ILS, Ethereum, and ABE
technology.
Using this system, the data owner can distribute secret keys to
users and encrypt shared data, allowing for fine-grained data access
control.

Unfortunately, the proposed approach uses a heavy Bilinear Pairing
algorithm that consumes a lot of computation and communication
resources, and there is no formal security proof to ensure its
security.
Moreover, revealing the private key invites a barrage of attacks.

6 Ding et al. [27] Proposed ABAC strategy for IoT.
Employ blockchain technology to avoid single points of failure and
data tampering.
The proposed solution has proven to be resilient to threats and can
be employed in IoT systems.

Using ECC consumes a lot of processing and communication
resources.
There is no formal security proof to guarantee the proposed
scheme’s security.

7 Alniamy and Taylor [16] Developed a cloud computing architectural model that offers finer
control over cloud-stored data.
The ABE protects data from illegal access while letting data owners
monitor and control their data.
Encryption is used for data under the authority of an access control
with attributes.

The authors did not provide formal security proof for this system.

8 Yang et al. [17] Propose an IoT Blockchain-based non-interactive access
management system based on PSI technology.
The data owner transfers it to a cloud-based storage service
provider.
To access the data, the user must first create a blockchain
transaction.
The proposed solution protects access policy and attributes privacy
while ensuring reliable access control and authentication.

The proposed approach uses a heavy Bilinear Pairing algorithm,
which requires a lot of computation and communication resources.

9 Jiang [28] Introduced smart contract-based access control, which eliminates
the importance of a central trusted server and instead uses the
blockchain to complete access authorization.

Though the given scheme contains a security issue and uses a lot of
computation and communication resources.

10 Liu et al. [18] Proposed a revocable ABAC system for blockchain applications.
The design approach allows for ABAC and user revocation.

The proposed approach uses a heavy Bilinear Pairing algorithm,
which requires a lot of computation and communication costs.

11 Rouhani et al. [19] ABAC (ABAC) on blockchain will allow reliable auditing of access
attempts.
An example of the proposed technique’s effectiveness is a
self-contained digital library.

The proposed approach uses a heavy Bilinear Pairing algorithm,
which requires a lot of computation and communication resources.

12 Amal et al. [29] Revealed blockchain-based ABAC and fine-grained access control,
which maintains user privacy and accountability.
This study examines the threat model.

The proposed approach consumes a lot of computation and
communication resources due to the intensive Bilinear Pairing
algorithm. There is also no formal security proof for the proposed
system.

(continued on next page)
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.3. Comparisons through security properties

This section compares the various blockchain-envisioned attribute-
ased access control schemes, as indicated in Table 4. In Table 6, we
ave outlined the security properties of various types of blockchain-
nvisioned attribute-based access control schemes. These security prop-
rties include confidentiality, integrity, authentication, and scalability.

.4. Lesson learned

After conducting a comprehensive study, we came to the conclusion
hat the methods recommended in the study require a substantial
mount of computational and communication resources because of the
10
ost-intensive Bilinear Pairing algorithm. Unfortunately, the authors
id not provide any formal security proof to guarantee the security
f their scheme. Most of their security claims were based on informal
ssumptions rather than formal security evidence in the Random Oracle
odel or Standard Model, raising concerns about the scheme’s security.

urthermore, the authors failed to meet all of the security requirements
isted in Table 6, leaving room for improvement in terms of security.
hese limitations highlight the need for further research to develop a
ore secure and efficient solution.

. Analysis of the suggested schemes

The EDAS is a widely utilized method for evaluating various po-
ential answers and deciding which one provides the best results.
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Table 4 (continued).
S.no Scheme Finding Limitations

13 Zaidi et al. [20] Proposed a blockchain-based ABAC approach for the IoT.
IoT devices can control the user’s environment and collect personal
data. Smart contracts are used to automate data access, while Proof
of Authority improves system performance and reduces gas usage.

The proposed approach consumes a lot of computation and
communication resources due to the intensive Bilinear Pairing
algorithm. There is also no formal security proof for the proposed
system.

14 Lu et al. [21] Propose using ABE with blockchain technologies to regulate IoT
data access.
Data encryption and ABE algorithms are used to create fine-grained
access control while ensuring Internet of Things security.

The proposed method uses a sophisticated Bilinear Pairing technique
that consumes computation and communication resources.
There is also no explicit security proof for the proposed approach.

15 Arasi et al. [22] Introduce a data-sharing system incorporating blockchain
technology and ABAC.
The author creates a trustworthy blockchain-based scheme for safe
data sharing with integrity audits that maintain data integrity.

The suggested scheme relied on bilinear pairing, which suffers from
many simultaneous pairing operations.
Moreover, the authors provided no formal proof to back up their
claims about security features.

16 Y. Zhang et al. [23] Proposed blockchain-enabled ABAC with Confidentiality for smart
healthcare systems.
The proposed scheme avoids single-point failure and reduces online
operations costs due to online–offline encryption.
The authors provided formal security proof under the random
oracle model.

This scheme sufferers from heavy consumption and Communication
costs due use of BP.
Table 5
Literature summary of the ABAC schemes for blockchain.

Scheme Cryptographic algorithm
(Security hardness)

Security
proof

Cost Security
tools

S. Alansari et al.
[14]

Bilinear Pairing No High No

Y. Zhu et al.
[24]

Not Defined No High No

Y. Zhu et al.
[25]

Not Defined No High No

Dukkipati et al.
[26]

Not Defined No High No

Wang et al. [15] Bilinear Pairing No High No
Ding et al. [27] Elliptic Curve

Cryptography
No Average AVISPA

Alniamy and
Taylor [16]

Not Defined No High No

Yang et al. [17] Bilinear Pairing Yes High No
Jiang [28] Not Defined No High No
Liu et al. [18] Bilinear Pairing No High No
Rouhani et al.
[19]

Bilinear Pairing No High No

Amal et al. [29] Bilinear Pairing Yes High No
Zaidi et al [20] Not Defined Yes High AVISPA
Lu et al. [21] Not Defined No High No
Arasi et al. [22] Bilinear Pairing Yes High No
Y. Zhang et al.
[23]

Bilinear Pairing Yes High No

Table 6
Comparative analysis of ABAC schemes for blockchain.

Scheme Confidentiality Integrity Authentication Scalability

S. Alansari et al.
[14]

Yes No No Yes

Y. Zhu et al. [24] No Yes Yes No
Y. Zhu et al. [25] No Yes Yes No
Dukkipati et al. [26] No Yes Yes No
Wang et al. [15] Yes Yes No No
Ding et al. [27] No Yes No No
Alniamy and Taylor
[16]

Yes Yes No No

Yang et al. [17] Yes Yes No Yes
Jiang [28] No Yes Yes No
Liu et al. [18] Yes Yes No No
Rouhani et al. [19] Yes Yes No No
Amal et al. [29] No Yes Yes Yes
Zaidi et al [20] Yes Yes No No
Lu et al. [21] Yes Yes No Yes
Arasi et al. [22] Yes Yes No Yes
Y. Zhang et al. [23] Yes Yes No Yes
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Table 7
Performance metrics of suggested schemes.

Scheme Cost
efficiency

Security
proof

Confidentiality Authentication

Alansari et al.
[14]

0.5 1 0 1

Y. Zhu et al. [24] 0 1 1 0
Y. Zhu et al. [25] 0 1 1 0
Dukkipati et al.
[26]

0 1 1 0

Wang et al. [15] 0.5 1 0 1
Ding et al. [27] 1 1 1 0
Alniamy and
Taylor [16]

0 1 0 1

Yang et al. [17] 0.5 0 0 1
Jiang [28] 0 1 1 0
Liu et al. [18] 0.5 1 0 1
Rouhani et al.
[19]

0.5 1 0 1

Amal et al. [29] 0.5 0 1 0
Zaidi et al [20] 0 0 0 1
Lu et al. [21] 0 1 0 1
Arasi et al. [22] 0.5 0 0 1
Y. Zhang et al.
[23]

0.5 1 1 0

This technique, initially presented by Gorhabaee et al. [41], assesses
two functions, namely Positive Distance from Average and Negative
Distance from Average. EDAS is a method of Multiple-Criteria Decision-
Making that determines the best alternative by calculating the distance
between each solution and the average solution [42,43]. EDAS cal-
culates the distance between each solution and the average solution.
Comparative analysis is a common application of EDAS used to re-
solve conflicting criteria [43]. The Table 7 compares the various
performance indicators that have been specified. In this scenario, the
EDAS methodology is applied to determine which values for the four
procedures will produce the best results in light of the parameters that
have been chosen. In addition, a ranking of the existing schemes is
determined by employing evaluation scores denoted by the symbol (𝜇)
based on selected qualities. The performance matrices of the earlier
systems are compared to one another in Table 7.

Note: we assumed the following values to be added to fuzzy-based
EDAS for the chosen parameters i.e., Cost Efficiency, Security Proof,
Confidentiality and Authentication,

Step One (Average Solution): In step one, the average of the selected
matrices is calculated.
(𝜙) = [𝜃𝑏]1 ∗ 𝛽 (1)
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Table 8
Average of the selected matrices.

Criterion Non-
beneficial

Beneficial Beneficial Beneficial

Scheme Cost
efficiency

Security
proof

Confidentiality Authentication

Alansari et al.
[14]

0.5 1 0 1

Y. Zhu et al.
[24]

0 1 1 0

Y. Zhu et al.
[25]

0 1 1 0

Dukkipati et al.
[26]

0 1 1 0

Wang et al. [15] 0.5 1 0 1
Ding et al. [27] 1 1 1 0
Alniamy and
Taylor [16]

0 1 0 1

Yang et al. [17] 0.5 0 0 1
Jiang [28] 0 1 1 0
Liu et al. [18] 0.5 1 0 1
Rouhani et al.
[19]

0.5 1 0 1

Amal et al. [29] 0.5 0 1 0
Zaidi et al [20] 0 0 0 1
Lu et al. [21] 0 1 0 1
Arasi et al. [22] 0.5 0 0 1
Y. Zhang et al.
[23]

0.5 1 1 0

Average 0.3125 0.75 0.4375 0.5625

While
∑𝑦

𝑖=1 𝑋𝑎𝑏
𝑦

. (2)

In the previous step, the performance of the selected metrics was
assessed as the criteria for recommending solutions. The outcome of
the calculations from Eqs. (1) and (2) can be combined to create a (𝜋)
value for each evaluation result on each chosen metric. The results are
displayed in Table 8.

Step Two (Positive Distance from Average (𝑃𝐷𝑎𝑣𝑔)): The (𝑃𝐷𝑎𝑣𝑔) is
obtained by using the following mathematical formula.

𝑃𝐷𝑎𝑣𝑔 = [(𝑃𝐷𝑎𝑣𝑔)𝑎𝑏]𝛽∗𝛽 (3)

If the state 𝑏th is favorable, then

(𝑃𝐷𝑎𝑣𝑔)𝑎𝑏 =
𝑀𝐴𝑋(0, (𝐴𝑣𝑒𝑏 −𝑋𝑎𝑏))

𝐴𝑣𝑒𝑏
(4)

nd for less favorable, it becomes;

𝑃𝐷𝑎𝑣𝑔)𝑎𝑏 =
𝑀𝐴𝑋(0, (𝑋𝑎𝑏 − 𝐴𝑣𝑒𝑏))

𝐴𝑣𝑒𝑏
(5)

The final outcome of this calculation is presented in Table 9.
Step Three (Negative Distance from Average (𝑁𝐷𝑎𝑣𝑔)): In this step,

the (𝑁𝐷𝑎𝑣𝑔) is calculated using the following mathematical equations.

𝑁𝐷𝑎𝑣𝑔 = [(𝑁𝐷𝑎𝑣𝑔)𝑎𝑏]𝛽∗𝛽 (6)

If the 𝑏th criterion is more favorable than

(𝑁𝐷𝑎𝑣𝑔)𝑎𝑏 =
𝑀𝐴𝑋(0, (𝐴𝑣𝑒𝑏 −𝑋𝑎𝑏))

𝐴𝑣𝑒𝑏
(7)

And less desirable, then the given above equations become

(𝑁𝐷𝑎𝑣𝑔)𝑎𝑏 =
𝑀𝐴𝑋(0, (𝑋𝑎𝑏 − 𝐴𝑣𝑒𝑏))

𝐴𝑣𝑒𝑏
(8)

‘‘The 𝑏th rated algorithm from the average value of the 𝑎th rating
performance matrix is represented by (𝑁𝐷𝑎𝑣𝑔)𝑎𝑏, as displayed in Ta-
ble 10’’. Step Four (Weighted Sum of the Positive Distance
𝑊𝑆𝑃𝐷 ):
12

𝑎𝑣𝑔
Table 9
Positive Distance from Average.

Scheme Cost
efficiency

Security
proof

Confidentiality Authentication

Alansari et al.
[14]

0 0.333333333 0 0.777777778

Y. Zhu et al. [24] 1 0.333333333 1.285714286 0
Y. Zhu et al. [25] 1 0.333333333 1.285714286 0
Dukkipati et al.
[26]

1 0.333333333 1.285714286 0

Wang et al. [15] 0 0.333333333 0 0.777777778
Ding et al. [27] 0 0.333333333 1.285714286 0
Alniamy and
Taylor [16]

1 0.333333333 0 0.777777778

Yang et al. 0 0 0 0.777777778
Jiang [28] 0 0.333333333 1.285714286 0
Liu et al. [18] 0 0.333333333 0 0.777777778
Rouhani et al.
[19]

0 0.333333333 0 0.777777778

Amal et al. [29] 0 0 1.285714286 0
Zaidi et al [20] 1 0 0 0.777777778
Lu et al. [21] 1 0.333333333 0 0.777777778
Arasi et al. [22] 0 0 0 0.777777778
Y. Zhang et al.
[23]

0 0.333333333 1.285714286 0

Table 10
Negative Distance from Average.

Scheme Cost
efficiency

Security
proof

Confidentiality Authentication

Alansari et al.
[14]

0.6 0 1 0

Y. Zhu et al.
[24]

0 0 0 1

Y. Zhu et al.
[25]

0 0 0 1

Dukkipati et al.
[26]

0 0 0 1

Wang et al. [15] 0.6 1 1 0
Ding et al. [27] 2.2 0 0 1
Alniamy and
Taylor [16]

0 0 1 0

Yang et al. [17] 0.6 1 1 0
Jiang [28] 0 0 0 1
Liu et al. [18] 0.6 0 1 0
Rouhani et al.
[19]

0.6 0 1 0

Amal et al. [29] 0.6 1 0 1
Zaidi et al [20] 0 1 1 0
Lu et al. [21] 0 0 1 0
Arasi et al. [22] 0.6 1 1 0
Y. Zhang et al.
[23]

0.6 0 0 1

In this stage, the 𝑊𝑆𝑃𝐷𝑎𝑣𝑔 for the designated schemes is consid-
red, as demonstrated in Table 11.

𝑆𝑃𝐷𝑎𝑣𝑔 =
𝑦
∑

𝑏=1
𝛾𝑏𝑃𝐷𝑎𝑏 (9)

Step Five (Weighted Sum of the Negative Distance 𝑊𝑆𝑁𝐷𝑎𝑣𝑔):
The 𝑊𝑆𝑁𝐷𝑎𝑣𝑔 for the chosen scheme is calculated in this stage

using the formula provided. The results are presented in Table 12.

𝑊𝑆𝑁𝐷𝑎𝑣𝑔 =
𝑦
∑

𝑏=1
𝛾𝑏𝑁𝐷𝑎𝑏 (10)

Step Six (Ranking): ‘‘The scores obtained are based on the
𝑆𝑃𝐷𝑎𝑣𝑔 & 𝑊𝑆𝑁𝐷𝑎𝑣𝑔 , which are calculated using the rated methods

pecified in Eqs. (11) and (12), respectively’’.

(𝑊𝑆𝑃𝐷𝑎𝑣𝑔) =
𝑊𝑆𝑃𝐷𝑎𝑣𝑔

𝑀𝐴𝑋𝑎(𝑊𝑆𝑃𝐷𝑎𝑣𝑔)
(11)

(𝑊𝑆𝑁𝐷𝑎𝑣𝑔) = 1 −
𝑊𝑆𝑁𝐷𝑎𝑣𝑔 (12)
𝑀𝐴𝑋𝑎(𝑊𝑆𝑁𝐷𝑎𝑣𝑔)
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Table 11
The weighted sum of the Positive Distance.

Weightage 0.4 0.15 0.15 0.15

Scheme Cost efficiency Security proof Confidentiality Authentication 𝑊𝑆𝑃𝐷𝑎𝑣𝑔

Alansari et al. [14] 0 0.05 0 0.1166667 0.166667
Y. Zhu et al. [24] 0.4 0.05 0.192857 0 0.711039
Y. Zhu et al. [25] 0.4 0.05 0.192857 0 0.711039
Dukkipati et al. [26] 0.4 0.05 0.192857 0 0.711039
Wang et al. [15] 0.6 0.05 1 0.1166667 0.711039
Ding et al. [27] 0 0.05 0.192857 0 0.311039
Alniamy and Taylor
[16]

0.4 0.05 0 0.1166667 0.634848

Yang et al. [17] 0 0 0 0.1166667 0.116667
Jiang [28] 0.4 0.05 0.192857 0 0.711039
Liu et al. [18] 0.05 0 0 0.1166667 0.234848
Rouhani et al. [19] 0.05 0 0 0.1166667 0.234848
Amal et al. [29] 0 0 0.192857 0 0.192857
Zaidi et al [20] 0.4 0 0 0.1166667 0.584848
Lu et al. [21] 0.4 0.05 0 0.1166667 0.566667
Arasi et al. [22] 0 0 0 0.1166667 0.116667
Y. Zhang et al. [23] 0 0.05 0.192857 0 0.311039
Table 12
The weighted sum of the Negative Distance.

Weightage 0.4 0.15 0.15 0.15

Scheme Cost efficiency Security proof Confidentiality Authentication 𝑊𝑆𝑁𝐷𝑎𝑣𝑔

Alansari et al.
[14]

0.24 0 0.15 0 0.54

Y. Zhu et al. [24] 0 0 0 0.15 0.15
Y. Zhu et al. [25] 0 0 0 0.15 0.15
Dukkipati et al.
[26]

0 0 0 0.15 0.15

Wang et al. [15] 0.24 0 0.15 0 0.39
Ding et al. [27] 0.88 0 0 0.15 1.03
Alniamy and
Taylor [16]

0 0 0.15 0 0.15

Yang et al. [17] 0.88 0.15 0.15 0 0.69
Jiang [28] 0 0 0 0.15 0.15
Liu et al. [18] 0.24 0 0.15 0 0.39
Rouhani et al.
[19]

0.24 0 0.15 0 0.39

Amal et al. [29] 0.24 0.15 0 0.15 0.39
Zaidi et al [20] 0 0.15 0.15 0 0.30
Lu et al. [21] 0 0 0.15 0 0.30
Arasi et al. [22] 0.24 0.15 0.15 0 0.69
Y. Zhang et al.
[23]

0.24 0 0 0.15 0.39
f
t
t
p
r
r
b

(
s
s
s
m

7

b

7

‘‘The score values are derived from the normal distribution of
(𝑊𝑆𝑃𝐷𝑎𝑣𝑔) & 𝑁(𝑊𝑆𝑁𝐷𝑎𝑣𝑔), which are calculated based on the

evaluation scores (𝜇) of the rated schemes as specified in Eq. (13)’’.

= 1
2
(𝑁𝑊𝑆𝑃𝐷𝑎𝑣𝑔 −𝑁𝑊𝑆𝑁𝐷𝑎𝑣𝑔) (13)

here 0 ≤ 𝜇 ≥ 1
‘‘The ultimate result of 𝜇 is calculated based on the combined values

f both 𝑊𝑆𝑃𝐷𝑎𝑣𝑔 & 𝑊𝑆𝑁𝐷𝑎𝑣𝑔 as shown in Table 13’’.
The aforementioned methodology is utilized in this section to ad-

ress a case study on diverse, efficient scheme selections, including the
orks of Yang and Wang [17], R. Nidhya et al. [21], Ullah et al. [39],
nd Tao Wan et al. [12]. Eqs. (1) and (2) were subsequently employed
o derive the objective weights for all decision matrices acquired from
he chosen parameters. Ultimately, the collective weights were com-
uted by taking the average of the objective weights assigned to each
riterion. Table 7 presents the weights assigned to individual objectives
nd the combined weights for all objectives. Subsequently, the mean
ecision matrix was formulated, and the outcomes are presented in
able 8. The mean solution was subsequently computed using Eqs. (3)–
6), as illustrated in Table 5, which also includes the precise value.
he PDA and NDA values were computed utilizing Eqs. (7) and (8),
espectively, and are presented in Tables 9 and 10. In Eqs. (9) and (10)
re utilized to compute the weighted sum of PDA and Weighted NDA
13

n

or multiple alternatives. In Eqs. (11) and (12) are utilized to compute
he 𝑊𝑆𝑁𝐷𝑎𝑣𝑔 and 𝑁(𝑊𝑆𝑁𝐷𝑎𝑣𝑔). After performing defuzzification on
he evaluation score, the alternatives were ranked using Eq. (13). The
rocess described earlier calculates the value and determines the final
anking based on the selected parameters for various approaches. The
esults show that the solution with the highest assessment scores is the
est one.

According to the findings of the EDAS technique shown in Table 13
Ranking), the schemes [17,22–26], and [28] have higher assessment
cores among the blockchain-envisioned attribute-based access control
chemes. Through a comparative study using fuzzy logic-based EDAS,
chemes [21,27] were found to be average regarding the selected
atrices, while the rest were ranked lower, as shown in Table 11.

. Open research challenges

This section outlines several potential research challenges that
lockchain-envisioned ABAC schemes may face.

.1. Cost-effective approach

Designing a lightweight ABAC scheme that uses blockchain tech-
ology in IoT is a key challenge that must be met. The authors used
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Table 13
Ranking based on the selected parameters.

Scheme 𝑊𝑆𝑃𝐷𝑎𝑣𝑔 𝑊𝑆𝑁𝐷𝑎𝑣𝑔 𝑁(𝑊𝑆𝑃𝐷𝑎𝑣𝑔 ) 𝑁(𝑊𝑆𝑁𝐷𝑎𝑣𝑔 ) (𝜇) Rank

Alansari et al. [14] 0.166666667 0.54 0.234398782 0.475728155 0.854368932 6
Y. Zhu et al. [24] 0.711038961 0.15 1 0.854368932 0.927184466 1
Y. Zhu et al. [25] 0.711038961 0.15 1 0.854368932 0.927184466 1
Dukkipati et al. [26] 0.711038961 0.15 1 0.854368932 0.927184466 1
Wang et al. [15] 0.234848485 0.39 0.330289193 0.621359223 0.475824208 5
Ding et al. [27] 0.311038961 0.15 0.437442922 0 0.218721461 9
Alniamy and Taylor [16] 0.634848485 0.15 0.892846271 0.854368932 0.873607602 2
Yang et al. [17] 0.711038961 0.15 1 0.854368932 0.927184466 1
Jiang [28] 0.711038961 0.15 1 0.854368932 0.927184466 1
Liu et al. [18] 0.234848485 0.39 0.330289193 0.621359223 0.475824208 5
Rouhani et al. [19] 0.234848485 0.39 0.330289193 0.621359223 0.475824208 7
Amal et al. [29] 0.192857143 0.69 0.271232877 0.330097087 0.300664982 8
Zaidi et al [20] 0.584848485 0.3 0.822526636 0.708737864 0.66563225 4
Lu et al. [21] 0.584848485 0.3 0.79695586 0.708737864 0.76563225 3
Arasi et al. [22] 0.711038961 0.15 1 0.854368932 0.927184466 1
Y. Zhang et al. [23] 0.711038961 0.15 1 0.854368932 0.927184466 1
bilinear pairing and Elliptic Curve Cryptosystems (ECC) to solve this
problem. Bilinear pairing, on the one hand, is hampered by the fact
that it requires a lot of computation. To make computation easier, the
ECC employs a 160-bit key. A 160-bit key, on the other hand, is still
out of reach for machines with limited resources that create enormous
amounts of random data. For this purpose, a new scheme must be
constructed while keeping the shortcomings of the bilinear pairings and
ECC.

7.2. Provable security

When examining the security of a technique, the overwhelming
majority of authors prefer to use informal and very descriptive forms.
This means that no standard procedures (i.e., standard model or ROM)
are employed to evaluate or demonstrate the security of the proposed
schemes. The authors develop scenarios to demonstrate the schemes’
security or describe their individual elements and how they work
together to provide the schemes’ security and resilience to various at-
tacks. There is no formal evidence to back any of the authors’ assertions
regarding the security properties of the existing access control schemes
for blockchain; hence they made a fraudulent claim about the security
proof of the existing systems. Designing lightweight provable secure
access control schemes for Blockchain-enabled IoT applications under
ROM or standard model is still an open challenge.

7.3. Efficient resource management

Efficient Resource Allocation and Utilization in IoT Devices: Re-
source management poses a significant challenge in IoT devices with
limited resources. The optimal performance of an Attribute-Based Ac-
cess Control (ABAC) scheme relies heavily on the efficient alloca-
tion and utilization of computational power, memory, and energy re-
sources. It is imperative to thoroughly evaluate and implement dynamic
resource allocation, power optimization, and workload distribution
strategies.

7.4. Cost consumptions

Computation and communication costs are key performance indi-
cators. As a result of the restricted processing capacity available on
IoT nodes, the design strategies must be as computationally efficient.
The most common computation cost calculation method is to time the
required operations. The ABAC access control schemes for blockchain
proposed in the literature consumed high Computation and communi-
cation costs due to the use of large numbers and heavy operations of
bilinear pairing and ECC such as hashing, encryption, signing, point
multiplication, etc. Designing robust security and lightweight tech-
nique more appropriate for Blockchain-enabled IoT applications is still
challenging for the research community.
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7.5. Transfer and verification of access right

The transfer and verification of secure access rights pose significant
challenges in facilitating the seamless exchange of access privileges
between entities. To maintain the integrity of access control, it is
imperative to implement robust mechanisms that strictly transfer access
rights solely to authorized entities, thereby effectively preventing any
unauthorized access or tampering. Developing robust and reliable pro-
tocols and cryptographic methodologies to ensure secure access rights
transfer and verification is paramount.

7.6. Complexity assumptions

In most cases, the security of an ABAC scheme can be boiled
down to the complex assumptions used. It is preferable to demonstrate
the security following the recognized assumptions, the form of which
should be short and the complexity of which should be demonstrated.
Technically, the security proofs required under the complexity assump-
tions of brief forms are difficult to accomplish. This is because the
assumption instance provides fewer parameters, which the challengers
then employ.

7.7. Security and privacy

The IoT is a network that is susceptible to numerous kinds of
cyberattacks. Any security strategy designed for an Internet of Things
application must address important security challenges such as inte-
gration, availability, and access control. Due to the inherent proper-
ties of blockchain technology, including digital signatures and public
blockchains, integrating blockchain technology and IoT provides us
with integration and availability; however, privacy and access control
remain major concerns. First, the data’s privacy may be compromised
because the data, in the form of transactions, are added to the pub-
lic ledger once verified. Despite using private keys, a great deal of
public information still poses a risk to information based on a user’s
identification. Second, each transaction must be checked to control
both authorized and unauthorized access, which causes a problem
with the system’s scalability. As a result, we must design an access
control solution capable of maintaining real-time data transmission,
minimizing the latency it experiences, and eliminating unnecessary
overheads.

8. Conclusion

Blockchain technology has recently been integrated into access
control protocols for a more robust security mechanism. The Internet
of Things and blockchain-based access control serve as the foundation
of this survey, offering a comprehensive introduction to both topics.
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Additionally, several security concerns and vulnerabilities associated
with access control based on blockchain technology are presented.
A Comparison with related surveys has also been made. Besides, we
also present a comparative analysis based on evaluation based on
Distance from Average Solution (EDAS) to rank the best schemes among
the suggested Blockchain Envisioned Attributes Based Access Control
schemes. In conclusion, we discuss some open research challenges in
an Internet of Things network that uses blockchain to manage access
control.
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