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An abundant and growing supply of digital health applications (apps) exists in the commercial tech-sector, which can be
bewildering for clinicians, patients, and payers. A growing challenge for the health care system is therefore to facilitate the
identification of safe and effective apps for health care practitioners and patients to generate the most health benefit as well as
guide payer coverage decisions. Nearly all developed countries are attempting to define policy frameworks to improve decision-
making, patient care, and health outcomes in this context. This study compares the national policy approaches currently in
development/use for health apps in nine countries. We used secondary data, combined with a detailed review of policy and
regulatory documents, and interviews with key individuals and experts in the field of digital health policy to collect data about
implemented and planned policies and initiatives. We found that most approaches aim for centralized pipelines for health app
approvals, although some countries are adding decentralized elements. While the countries studied are taking diverse paths, there
is nevertheless broad, international convergence in terms of requirements in the areas of transparency, health content,
interoperability, and privacy and security. The sheer number of apps on the market in most countries represents a challenge for
clinicians and patients. Our analyses of the relevant policies identified challenges in areas such as reimbursement, safety, and
privacy and suggest that more regulatory work is needed in the areas of operationalization, implementation and international
transferability of approvals. Cross-national efforts are needed around regulation and for countries to realize the benefits of these

technologies.
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INTRODUCTION

In various areas of health care, digital applications hold great
promise for expanding access to services, substituting for and/or
complementing existing standards of care, and creating value and
convenience for patients. Yet globally, health care systems are
struggling with how to incorporate and leverage the accelerating
pace of innovation and commercialization of new digital tools that
could potentially improve the treatment of illness and maintain
health. Mobile health apps (health apps) epitomize this challenge.

While there is an abundant supply of health apps in the
commercial tech-sector, the number of options represents a
problem. Studies suggest that if confronted with too many
choices, people struggle to make one'. A key challenge for the
health care system is to facilitate the identification of safe and
effective apps for health care practitioners and patients to
generate the most health benefit as well as guide payer coverage
decisions, where relevant>=. Public debates across countries
reveal a demand for ‘someone’ to provide a quality stamp on the
apps that fulfil basic medical and privacy criteria, that is, to provide
a labelling of apps that denote which have achieved standards or
endorsement of some type®. The European Institute for Standar-
dization has announced that it recommends that all countries
should develop such a framework”. There is also a general trend

toward patient empowerment, and this is especially apparent in
this space. Some regulation is needed, especially for apps that
involve the diagnosis, treatment, and/or management of chronic
or high-risk conditions.

Nearly all governments are attempting to define policy frame-
works that will be effective for improving health in this context.
While such frameworks will not replace market-based evaluation
mechanisms (e.g., stars in app stores), they can complement them
and play an important role in providing guidance in this context.
Our goal in this study was to compare the national policy
approaches currently in development and/or use for health apps
in nine countries with well-developed health care and regulatory
systems, many of which are taking different paths. We also
contribute forward-looking recommendations that may be helpful
for guiding future policy developments in this area.

RESULTS

Commonalities and differences in national approaches to
health app policy

We identified a variety of approaches to the policy of health apps
with some commonalities across the countries studied. Table 1
outlines the status of framework development in each country.

"House of Innovation, Stockholm School of Economics, Stockholm, Sweden. ?Harvard Business School, Harvard University, Boston, MA, USA. Health Innovation Hub, German
Federal Ministry of Health, Berlin, Germany. *Hasso Plattner Institute, Digital Health Center, Postdam, Germany. >Department of Public Health, University of
Copenhagen, Copenhagen, Denmark. ®Centre for Research in Assessment and Digital Learning (CRADLE), Deakin University, Melbourne, Australia. “Centre for Population
Health Sciences, Lee Kong Chian School of Medicine, Nanyang Technological University, Singapore, Singapore. ®Department of Primary Care and Public Health, Imperial College
London, London, UK. °National Institute for Health and Care Excellence, London, UK. '°Department of Information Systems, Centre for e-Health and Centre for Digital
Transformation, University of Agder, Kristiansand, Norway. ''beMedTech VZW, Strombeek-Bever, Belgium. '*School of Health Policy and Management, Erasmus
University, Rotterdam, The Netherlands. '*Harvard Medical School and Harvard T. H. Chan School of Public Health, Harvard University, Boston, MA, USA.

HMemail: anna.essen@hhs.se

NP| nature partner
pJ journals

Published in partnership with Seoul National University Bundang Hospital


http://crossmark.crossref.org/dialog/?doi=10.1038/s41746-022-00573-1&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s41746-022-00573-1&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s41746-022-00573-1&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s41746-022-00573-1&domain=pdf
http://orcid.org/0000-0003-3566-8409
http://orcid.org/0000-0003-3566-8409
http://orcid.org/0000-0003-3566-8409
http://orcid.org/0000-0003-3566-8409
http://orcid.org/0000-0003-3566-8409
http://orcid.org/0000-0002-3586-1041
http://orcid.org/0000-0002-3586-1041
http://orcid.org/0000-0002-3586-1041
http://orcid.org/0000-0002-3586-1041
http://orcid.org/0000-0002-3586-1041
http://orcid.org/0000-0003-3895-518X
http://orcid.org/0000-0003-3895-518X
http://orcid.org/0000-0003-3895-518X
http://orcid.org/0000-0003-3895-518X
http://orcid.org/0000-0003-3895-518X
http://orcid.org/0000-0001-8969-371X
http://orcid.org/0000-0001-8969-371X
http://orcid.org/0000-0001-8969-371X
http://orcid.org/0000-0001-8969-371X
http://orcid.org/0000-0001-8969-371X
http://orcid.org/0000-0001-6268-1540
http://orcid.org/0000-0001-6268-1540
http://orcid.org/0000-0001-6268-1540
http://orcid.org/0000-0001-6268-1540
http://orcid.org/0000-0001-6268-1540
https://doi.org/10.1038/s41746-022-00573-1
mailto:anna.essen@hhs.se
www.nature.com/npjdigitalmed

A. Essén et al.

np)

/Kreaq
-sddepnsyu'mmm//:sdny

((6107) ep=e|iypd6L’
-p-10"-p-"70-sddespaypuns
-|n-apInb-je-askjeue
/paypuns-jelbip-16a1e11s
/19 afoid-Ho-16a1e.3s
/131Y/sps/elpaw/-/p
‘uas|aifiserepspaypuns
//:5dny)

|evod yyesH-9 ysiueq
9Y1 Uo aq 0} pauueld
19K paysijgeiss 10N

Jeriod sy

elA bujuaddey jou

sI uojieande Jo uondudsaid
g sdde |je sisi Ajuo

uswdojanap
ul - paysi|geiss 194 10N

19K paysijgeiss 10N

€ |9A9] Ul B13Y3 pais]|
9q |im sdde pasinquiai
/pasueuy Ajjeuoneu |
pue JSISSOP JUBWISINQUIIDI
/Bupueuy ywgns 01

~JOJS|JOMoWel}-SpIepuers
-9dU3pINS/sawwelboid
-INo/Op-am-}eym
/anoge/nBio adiummm
//:sdny 3DIN Aq papiroid)
salbojouydal yyeay

|eubIp JO SSDUIANIDYD

150D pUB SSUIAIIDDYS JO
92U3PIAS J0} splepuels (‘P
‘U) /2eIP-BLID}ID-}USWISSISSe
-Kbojouydai-jenbip
/OjuI-pue-5|003-A¥MN"syu
XSyummm//:sdnydvia)
eLIDYID) JUDWISSISSY
ABojouyda] [eubiqg sy ‘sop

ssalboud
ul yiom ‘13K paysi|gelss 10N

(EW-TW-LIN) S|9A3| JuaIaIp
uo ‘eud1d |Y|ny Jeyy sdde

Bupjiew
VOMN pue LZOT PV s921A2Q
[EJIPSIN pUE SSUIIPSN MN

((z102)
9%/04/10ZEXITID=MN
&/1X1/N3/Ausiuod
-|ebs|/naedoinaxa-1nd
//:sd1y x97-41n3) suonenbas
N3 ‘((8007) €9z 1/800Z/®Y
/113/3 P’ UO11BUWLIOJUISIDI MMM
//:5d11y uonew.ojuis1ay)
me| ysiueqg

Aoeaud eyep

‘Aemyled ssadde pue
uone[nbai pides pue ajdwis
e se Jay1aboy saydeoidde
snoueA asay) buliq o1
Aemuapun s1 YoM “IDIN A9
uop si- sdde Jo uonen|eas
ABojouyd3) YyyjesaH ‘yijesy
1oy A>usbe uonew.ojsuel)
[enbip jeuoneu e - XSHN 4Aq
pauoddns si ABojouydal jo
uondopy ‘(Joiejnbas ISP
[e21paw) VYHN 3y Aq duop
s sdde jo uonenbai jewio4
‘yoeoidde pazijenuad

yoeoudde
pazijenuad paldadxy

(103295 ABojouyda}

9y ul saluedwod
Bunuasaidal) euoby

pue (sa16ojouyday |edipaw)
Yoo paNaq Ajpweu

XSHN ‘@2u3||93x3 a1e) pue
y1jeaH jJo 21nuisu| [euonen
‘fousby Kioi1e|nbay
2ledy}|esH pue SaUPIPaN

((8L02)
ep=e|;pd'zz07 8107 A6>
-lens” yjeay”[eubip
/suonnjos-yyeay[enbip
/ysiibus
/49|U/sps/eipawl/-/Mp
‘uas|alhiserepspaypuns
//-sdny

ABarens yiesH [eubiq)
}JewuSg JUSWUISAOY) [ed07]
‘sapjedpiunw ysiueq ayy
||e Jo uoneziuebio 1saiviul
31 pue ‘suoibay ysiueq
“piewus ul suolbal sy syl
10} uoneziuebio 331Ul Y}
JUBWIUIAA0D) 3y} ‘AIoyiny
eleq yyesH ystueq ayy

JO UOIIRIOQR||0D B SE |[9M Sk
‘0207) sad1nsp-|edlpaw-pue
-sanljiqissod-jesibojouydal
-M3U-3}-M3U/SIDIASP/UD
PSP uasjpifis|applwabae|
//:sdny)

Aousby aupipa ysiueq
(9dueinsu|

Aliqesig pue yiesH

104§ 91N113SU| [eUONEN)
IQHIN ‘wuofield YyiesHa
9yl ‘(dHVH) s1npoud
yljesH pue aumIpaly Joj
Aouaby |elopad :2Je eldud
9yl Buluysp ul panjoAul
sa11oYyINe [euoneu

(N3) puejbu3

(1Q) >ewuaq

|erod wnibjagyiesHw syl yied anbiun si yiomawey |le Bunsi| |ess Aljenb se  uo me| ueibjag ‘uonenbay  ‘suonesspay ANsnpul z Aq  SSIYL IUSWUISA0Y uelblag
9|qedijdde jou Ajpuanind wnibjgyyesHw ‘sop  |exod wnibjagyljesHw ‘sap IIASQ [BIIPAN NF  unJ 2unpadoud paziesus) |eJapa4 9yl JO SAneu| (3g) wnibjeg
padojansp
sjuaned /ad1deid |esjuld padojansp yiomawely |enosdde ssadde 19xiew syiomawely bujuuidispun Jlomawely
0} 9deyId)UI J9sN-pu] jenoidde juswasinquisy 10} SJlomawiel) [euolieN suonenbal A3y yJomawely Jo dsn papudlu|  Jeuoneu Huidojansp s101dy Annuno>

‘(ssadoud £o1j0d) Adijod sdde yyjeay o3 seyoeoisdde jeuonen

‘L 9lqel

Published in partnership with Seoul National University Bundang Hospital

npj Digital Medicine (2022) 31


https://www.famhp.be/en
https://www.ehealth.fgov.be/language_selection
https://www.riziv.fgov.be/nl/Paginas/default.aspx
https://www.bemedtech.be/?lang=nl
https://www.agoria.be/?__hstc=164943200.497d17938e0e3a071771c8403849d6de.1554792322525.1558563781090.1559037492146.22&__hssc=164943200.2.1559037492146&__hsfp=1888370958
https://laegemiddelstyrelsen.dk/en/devices/new-tech-new-technological-possibilities-and-medical-devices
https://laegemiddelstyrelsen.dk/en/devices/new-tech-new-technological-possibilities-and-medical-devices
https://laegemiddelstyrelsen.dk/en/devices/new-tech-new-technological-possibilities-and-medical-devices
https://laegemiddelstyrelsen.dk/en/devices/new-tech-new-technological-possibilities-and-medical-devices
https://laegemiddelstyrelsen.dk/en/devices/new-tech-new-technological-possibilities-and-medical-devices
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/english/digital_health_solutions/digital_health_strategy_2018_2022.pdf?la=da
https://www.retsinformation.dk/eli/lta/2008/1263
https://www.retsinformation.dk/eli/lta/2008/1263
https://www.retsinformation.dk/eli/lta/2008/1263
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0746
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0746
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0746
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0746
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://sundhedsdatastyrelsen.dk/-/media/sds/filer/strategi-og-projekter/strategi-digital-sundhed/analyse-af-guide-til-sundhedsapps-04,-d-,01,-d-,19.pdf?la=da
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nhs.uk/apps-library/
https://www.nhs.uk/apps-library/

np)

A. Essén et al.

ouabioussiay ybnoiyy
uondudsaid 10} o|gejiene
sdde jo Jaquinu paywi]

dde yyjesay

jo Ajenb ay) buipiebas
2ouepinb buuayo
31035ddy ue sunu SDIAIDS
y3jeaH AHunwwo) ysing
9y "paysi|qeisa 19K 10N

'9sN 10§ 9POd UolleAlDR UR
aiinbai 1nq ‘sa101s Aejd pue
ddy ay3 se yoans sadxunos
JeuonipeJ) wouy sdde

9591 PeojUMOp UeD SJasM
“((1Z0T) Jpd-opinn~yoIq
/5921n2Q|e3IP3N/NI
/speojumod/sdogpaieys
/3P W) MMM

//:sdny Wivg) A1o1daa1Q
VvO!d 3yl ul paasi| aJe
(wd1sAs ddueINsUl Yyyeay
Kio1nieys ay) Aq pasinquiias
snyy pue) uondudsaid

Aq 3s|qejiene sddy

19K paysijgeiss 10N

194 paysi|qeiss 10N
(‘Wd1SAs uewIdD

SY1 Ul JusWISSINqUIIDA

bnip siouw yoeoisdde
SIYL) 'siainsul yijesy
Kio1miels jo uoneziuebio
e[j2iqwin |euonen

91 pue siainidejnuew
usaM1aq suonenobau

aoud Aq pausanob aie
SJUNOWE JUBWISINCWISI
awil yoiym Jaye bunssyiew
Jo Jeak 1s1y sy Joy pled aue
sooud 1s1] ,S1ain1dejnuey
‘WidsAs ddueINSUI

yijeay Aioiniers ayl

ul syuaned o3 paqudsaid ale
1ey) sdde |je uoj [ercidde
uswWLsINquiias saljdwi
Kio1d211q ¥OIQ Y3 ut Bunsi|
10} WAV4g @Y1 Aq |erosddy
'ss9004d ydel]-1se4

9y} ul pajusw|dwi ‘Sop

BLISIID YlIM palepljen
9q ||Im sddy ‘ouabiouasay
1e anbojeied |00}

Bunsixs syy uodn buip|ing
‘f1eaql| dde ue u paysignd
9q |im sdde panoiddy
"129(oud yiomawely

|euonieu ,sdde yyeay

JO 3sn Jdjes,, vy jo ued

se ssaiboud ur yuom ‘sap
piepueis

¢-#0€¢8 S1/0OSI-NID
BuiwodY1I0) 3Y1 JO UOISIDA
y2InQ e Aq pade|dal aq Aew
S9AIIRIIUI 9S3Y ] "SIDIAISS
yyesH Alunwwo) yoing
3yl Aq apinb uonenjeas
pue ‘uoneossy [e31paN
yoing Aq 1axpay) ddy
|esipay “6°9) ‘padojanap
sdde yyjesay bupenjeas

1oy sapinb sidninpy

194 paysi|gelss 10N

‘asn juaiied

pue uonduosaid

ueiul Joj (Apusuewad
/Kjjeuy 1o Ajjeuoisinoud)
panoidde ase sddy
‘((1z0Y) pd-opinn~yoIq
/S9DIA3Q[RDIPAN
/N3/speojumog
/so0QpaJleys/ap-wielq
"MMM//:sANY) INAVAE BY)
Aq unu ssad0id ydel|-15e4
9y} ul pajuswa|dwl ‘Sop
Juawdo|ansp Japun aie
S}JomaWel) JUSWSSINGUWIDI
pue Aemyied Kiojejnbas
dn pautof v *((LZ0?)
saibojouyda3-yijesay-jeubip

'suone|nbal

N3 ‘#>npuo) jo spod
ueibamioN ‘piepueis 100/Z
0S| ‘s3ybiy uonpajoid eleq
[esoUdD BuptIeW 3D “(HAAI)
uone|nbay onsoubeiq
OMIA Ul ‘(4aW) uonenbay
S921A9Q |BDIPAN)
uone|nbai uelbamioN

suonenbai N3 (5z-50-810¢
/0¥600049M8/ U PIBYISA0
“uanam//:sdny 110-£0-6102
/¥98ET00HAME/|UPIBYISA0
‘uandM//:sdny) me| yaing

suonejnbai

N3 ‘(AvD!Q) aueulpio
suonedyddy yyesH |eubia
pue (DAQ) PV dJedyijesy
[eub1q) me| uewsan

yyeay diqnd ui palesbayul
90 01 SIIAP |edIpawW se
sdde ‘uni buoj ay3 u| ‘Aieiq)
dde ue ui sdde yyesy djay
-J|9s pue aied-yjss ysijgnd
01 s1 dais 1si14 ‘anbojeed
|oo1 Bunsixa su pue
ouabiouss|ay |eyod usznid
Jeuoneu ayy uodn 3jinq
‘pazijesluad ‘uni 1oys Yyl u|

‘yoeoidde pajesspay
pue pazijenuad paldadx3y

WAv3g 3yl Aq
unJ ainpadoid paziesuad)

/19burupain-bo-1srioddel
/16ojouy|21SPIDYDA/eWD)Y
/OU"1D1RIOPIDIIPIS[DY MMM
//:5d1y) O-ANQ pue 131sn|>
ale) 1ews uelbamIoN
POAJOAUL SIO)DR [RUOIIPPY
's1030e [e3uad se (NHN)
MIOMIDN Y}eaH ueibamioN
pue yjjeaHs jo ajesopallg
‘Yyijeay jo eiodaug

(17°N) geT buia] yijeaHs
|euoneN ‘(NIN) @1nmnisu|
plepuels spuelRyIaN

3YL ‘(WAIY) JuswuOoIIAU]
3y} pue yjeaH dliqnd

J0J 31N11Isu| [euonieN ayL
‘(rol) YINOA pue a1ed yijesH
1oy a1es0103dsu] ‘(SMA)
suods pue buieg-||om
‘YajeaH 21ignd Jo Ansiui

(LZ0Z-610T Woly Jejndned
ul so1doy [eubip uo Ansiuiw
3y pasiApe 1eyy DG Sy
JO yuel yulyl Juapuadapul
ue) qnH uoneaouu| yiesH
ay3 Aq BUISIAPY “(N4V3E)
s92IAQ [edIP3N pue sbnig
1o 91N1Isu| |e19pa4 Yl
Yam uoneioqe|jod ul (DING)
yijesH jo Ansiuip |esspad

(ON) AemlioN

(IN) spuepayIaN

(D) Auewisn

sjuaned /adndeud jesjuld
0] 9deJI91UI J9sN-pu]

padojansp diomawely
|enosdde Juswasinquisy

padojensp
|lenosdde ssad0e 19)iew
10J SJomawely [euolieN

sJomawely bujuuidispun
suone|nbal £ay

JIoMBWely JO 3sn papudly|

sylomawely
Jeuoneu BuidojaAsp $1010Y

A1unoH

panunuod | ajqeL

npj Digital Medicine (2022) 31

Published in partnership with Seoul National University Bundang Hospital


https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://www.bfarm.de/SharedDocs/Downloads/EN/MedicalDevices/DiGA_Guide.pdf
https://wetten.overheid.nl/BWBR0023864/2019-07-01
https://wetten.overheid.nl/BWBR0023864/2019-07-01
https://wetten.overheid.nl/BWBR0023864/2019-07-01
https://wetten.overheid.nl/BWBR0040940/2018-05-25
https://wetten.overheid.nl/BWBR0040940/2018-05-25
https://wetten.overheid.nl/BWBR0040940/2018-05-25
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf

A. Essén et al.

np)

sjuaiied

pue siapinoid aiedyyeay
0] papuUsWWOd3 3] 0}
sdde Ayed-piiyy a1eind o1
110J3 UMOUy| ou AJuUa.INd S|
Iy JusWS aAndudsaid
e uey) Jaylel s92Inosali
|jnydjay se papuswiwiodas
9Je painlesy sddy
‘uoisiniadns syljesH jo
Ansiuly Jspun suonninsul
o1iqnd Aq padojanap

sdde yjjeay ainiesy Ajuo
((pru) suonediddy~a|iqo
/2seamoys 109[01d/6S wod
siyrmmm//:sdny) aysgam
SW3)SAS uolnewloju| YijesH
pajesbalu) pue (xdse'sdde
/sebed/bs'gnyyijeay mmm
//:5dnY) gqnHYyjedaH “6d
salpoq Aloiejnbais ayy yum
paleldosse sjenod yijesaH
‘(Bs'gnyyyjeay

‘MMM) S91ISGIM gNHY}eaH
pue ySH 3yl uo Auinbui
o1gnd .oy sjqe|ieae si
uonewulojul uonensibal jo
aseqelep y 'sdde panoidde
Jle buijdwod jeyiod
Huidej-1usned ou si a1y

19K paysijgeiss 10N

((0z0T) Jpd-yoeoidde-a)dA>
-9}1|-e---S22IASp-|edIpaw
-91eM}JOS-10j-sauldpIinb

-K103e|NB31/SOINIP-|EedIpaW
-10J-sjuswindop-aduelpnb
/qpw-bidy/a01nos
-1|neyap/sdop/Bsnobesy
"MMm//:sdny ((6102) Jpd'L-Z
-A21-s3onpoid-y3|eaya|e1-ioy
-saulapInb-A103e|nbal/qpw

-6ady/a21nos-1nejop/soop
/bs‘nobresymmm//:sdny
VSH) A101s1y Bunayew

Jo s1eak 231y} pue Ajjeqo|b

9IASP 9Y1 YUM paleidosse
sanss| A13jes ou ‘ySH 1o

Aousbe sduaiael Aue wouy

/AQ |emelpyiim Jo uordafal
Joud ou ‘(epeue) yijesH
pue ‘aiej]9p\ pue Jnoge’
‘4yyesH jo Ansiuipy asaueder

33 ‘uoneasIuIWpPY SPOoD

onnadesay] ueljessny syl

‘sa|pog paynoN ueadoing

‘a4 sn) [erosdde
,S91pusbe adusi9)el

SAY JO 1IN0 SUO JO WNWIUIW
e U3AIB paydel) Isey

9q Os|e ued asn Joj |enosdde
‘APA1reUIRY Y "240debuls

ul 9sn 1o} YSH Aq panoidde
9q 01 yoeouddy 3ph>)

ST V S9N [edIp3N
9JEMYOS J0j SdUIPPIND

Ki03e|nB3ay 2y ul paulano
spiepueis 199w O} pasu
sdde yijeay yons ‘abesn
papusiul uo buipuadaqg

"SNP [eDIPaW
se payisse|d sdde uoy AjluQ

'sjyauaq yieay pue Koeaud
‘A&1undas eyep ‘Ayjiqissadde
pue Ayjigesn :03 buneas

(Buipuiq Ajjeba)

-uou) (91N) ssuljpino
SUIPAWI3] [euoileN

ay1 pue yoeouddy 394>
97 V — $92IA3Q [e3IP3N
91eMOS 10j sauUlRPIND
Kio1eInb3y ‘(vdad) 7LOT PV
uo1129101d Bl [RUOSID
‘010z suonenbay (sadineQg
[eJIPSN) S3PNPOId Y3esH

(pd-gLozAewizz sob
-ueypuone|sibspw|euy
-1d/sasea|au-ssa1d/6sd
-SJUSWIdUNOUUR/32IN0S
-1|neyap/sdop/Bsnobesy
‘MMM//:SA1Y YSH) MaIADA
|IN} 01 M3IARI palpadxe
19)4ew-03-1yb6iens wouy
abues ued ssado0id [eroiddy
a1odebuis ui

asn Joy dde ay3 Buises|as 01
Joud ySH ayy Aq panoidde
99 1snw sddy ‘pazijesusd)

‘ourabliouas|ay

uo 19351631 |eJIUD

e jo ued se uonduosaid
uo 3|qe|leAe Os|e ‘SaJIAIDS

((pru) ypd-L0Bnez suonenb
-21s921A9p|edIpawsIdnpoid
-yjjeaypasodoidayiuouon
-e|nsuoddijgndayjwoiypan

-19d3anjdegpPIdoLiewWINS
/KJeiqij-auswindop-ijneop
/92IN0s-}|nejap/so0p
/Bs'nobresymmm//:sdiy
VSH) Pa1nsuod usaq aAey
s1gqnd a3y} jo sisquisw pue

A1snpul 331A9p [edIpaw 3y}
ul saluedwod ‘suoljeldosse

Ansnpui buipnpui
SI9p|oyayels JSY1Q 'SIIASP
|edipaw se sdde yieay
Buruiaduod suone|siba)
sdojanap Aoyiny
S90UBIDS YyeaH/a1odebuls
U1jeaH o Ansiuiy ayL
“4pd

1addeas|ayozos196b641] /4

-6780951910985PI8855504

-PopeSHrIL11905¢Ee
DTYYqLE99L
-#98Q-5/2%-0952-P8/JOIED
/3uljuiauswydene//jpd
uaddeas|ayozosa4966411

(IS) 240debuig

syuaned /adndeud [esiulp
0] 9JeJI91UI J9sN-pu]

padojansp yiomawely
|erosdde Juswasinquiny

padojansp
Jenoadde ssadde 19x4eW
J10J Yuomawely [euonen

yiomawely bujuuidiapun
suone|nbal Aoy

3}IoMmawiel) Jo asn papuaiu|

}lomawe.y
Jeuoneu Buidojanap siopy

AnunoH

p=snuiuod | a|qel

Published in partnership with Seoul National University Bundang Hospital

npj Digital Medicine (2022) 31


https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.helsedirektoratet.no/tema/velferdsteknologi/rapporter-og-utredninger/Tryggere%20helseapper.pdf/_/attachment/inline/e3f6f78d-e56c-4c75-ba64-7bb37be4442c:a350b117c4f5ad0db055588fd58b01615e08c9c4/Tryggere%20helseapper.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/default-document-library/summaryoffeedbackreceivedfromthepublicconsulationontheproposedhealthproductsmedicaldevicesregulations_2aug07.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/announcements-csg/press-releases/pr-final_mdlegislationchanges_22may2018.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/regulatory-guidelines-for-telehealth-products-rev-2-1.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/regulatory-guidelines-for-telehealth-products-rev-2-1.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/regulatory-guidelines-for-telehealth-products-rev-2-1.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/regulatory-guidelines-for-telehealth-products-rev-2-1.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/regulatory-guidelines-for-telehealth-products-rev-2-1.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gudiance-documents-for-medical-devices/regulatory-guidelines-for-software-medical-devices--a-life-cycle-approach.pdf
http://www.healthhub.sg
http://www.healthhub.sg
https://www.healthhub.sg/Pages/apps.aspx
https://www.healthhub.sg/Pages/apps.aspx
https://www.healthhub.sg/Pages/apps.aspx
https://www.ihis.com.sg/Project_Showcase/Mobile_Applications
https://www.ihis.com.sg/Project_Showcase/Mobile_Applications
https://www.ihis.com.sg/Project_Showcase/Mobile_Applications

np)

A. Essén et al.

Pays!|qelss 10N

plepuels OS] buibisws

9y 01 buipiodde ‘(s /L1 1)
|exiod yijeay jeuoneu pue
sa103sddy “69 ‘sjpuueyd
JUSIDYIP BIA d|ge|ieAe

9q Aew yoiym ‘sdde

0} (sjoquiAs) sdweis Ayjenb
ppe 01 S| eapl passndsip
SuQ 194 paysi|qeiss 10N

19K paysijgeiss 10N

194 paysl|qeisa 10N

Bunssy
ul s Aeemyled oeui-isey,
194 YJoMawely [euoileu oN

plepuels Z-40€Z8 SL/OSI
-N3D uo paseq ‘d|qejieae
sdde ad1Asp [edipaw pue
ssau||am Yioq jo Aujenb
Buiyenjens 1oy erald
[eUOII_U JO 1SI| DAISUDIXT
19K paysijgelsa 10N

suope|nbal 307

(suonenbais N3
/(191319|SMaU=82IN0S~ WN%g|
-leWR=WNIPaW ™~ W3INAIq
-s19yAu~A|=ubledwed"win
4pd'009-120TS4S/90-120C

/545/59|4/3NeJSP/SIUS /35
‘BuljwessbuluII_LIOPSUIAS
//:sdny) (ysipams

ul) (009 :120T S4S) s9dIAep
|edipaw uo uonenbai

N3 ay3 o1 suoisinoid
Aieyuswiaiddns yum me
(¥85-€661-s)s 1apnpoud
-eysiuyauPIpaW
-wo-485£66 L-6e|
/BuljwessbuluIIeLIO)-NSUDAS
/Auswinyop/Jebej-uswnyop
/AS/35 UBRPSY MMM
//:5d1Y) uspams °| ‘sadIAIp
[e21PaW UO (¥8S :€661)

PY) uone|siba| ysipams

"SNP
|ed1paw 3 03 paJapIsuod
jou 24e sdde ssaujam Auepy
‘uonenbal yg4 o1 pafgns
aJe ysu Jaybly 1o s1esspow
JO 3Je pue SIDIAIP [edIpaw
se payisse]d ale jey)

sdde pue ‘yoeoidde paseq
Sisk e usxel sey yad syl
“((1zog) weiboud
-1192-24d-uonedyiiadaid
-21emyos-yijeay
-|eabip/adud|[92Xa-193udd
-UY1eay-|enbip/sadinap
-|edIpaw/ACH BPy MMM
//:5d11Y) suolepusWWOodal
SARWIOU

W YdIYyMm IO SDIASP

ul pappaqw sdde 1o} ya4
9y Aq |eroiddy ‘pajesspa4

passnosip

(va@4) uonensiuiwpy

bnig pue poo4 (SN) vsn

sdde 901A9p |edIpaW
pue ssaujlPm Yloq SI9A0D

elIRId 03 Bulpiodde  plepuels OS| Yl JO UOISIDA

sdde ssaujjom anoidde
uay} ued oym siolde Aued
Py Ajd Jm Aouaby
UOIIRUPRIDDY YSIPamS a3
219ym yoeoisdde pazijeszusd
-lwas "suonenbas Yaw
Bunuswsjdwod eusiud sy}
95N 01 J01oe SNOIACQO OU S|
I3y} pue ‘ussoyd yied oN

ysipams ay| “Aouaby
Jawinsuo) ‘Aiioyiny
uo1193104d B1eq ‘aIejlop
pue yyjesH jo pieog
Jeuonen ‘eyeloydadsu|
21e) |eos pue

yyeaH ‘Aousby sionpoid
|edIpay ‘uonezipiepuels

10§ INIISU] YSIPIMS (35) uspams

sjuaned /adndeud jesjuld
0] 9deJI91UI J9sN-pu]

padojansp diomawely
|enosdde Juswasinquisy

padojensp
|lenosdde ssad0e 19)iew
10J SJomawely [euolieN

sJomawely bujuuidispun
suone|nbal £ay

JIoMBWely JO 3sn papudly|

sJlomawely

Jeuoneu BuidojaAsp $1010Y A1unoH

panunuod | ajqeL

npj Digital Medicine (2022) 31

Published in partnership with Seoul National University Bundang Hospital


https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-medicintekniska-produkter_sfs-1993-584
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv_nyhetsbrev&utm_medium=email&utm_source=newsletter
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program

npj

A. Essén et al.

As outlined in Table 1, Belgium and Germany have overall come
the furthest in operationalizing and implementing their market
access and reimbursement approval framework for medical apps
(excluding apps that do not fulfil criteria for medical devices). In
Germany, qualifying apps (known by their German acronym
‘DiGA’) are currently being evaluated through the ‘Fast-Track’
process, and those approved for use and reimbursement are made
available in a central directory of digital health applications.
Further, Belgium has implemented its mHealthBelgium validation
pyramid, with 3 levels, each consisting of criteria related to
regulatory issues (level 1), safe communication and privacy (level
2), and to financing and reimbursement (level 3). England’s
emerging national approach, which includes assessment frame-
works for evidence of effectiveness together with wider technical
standards, also serves as a potential role model for many
countries, although it, too, is under development, and does not
yet incorporate reimbursement approval. In all other countries,
initiatives to replace multiple local and fragmented initiatives with
little impact with national frameworks are ongoing.

Typically, several regulatory bodies are engaged, although one
has primary authority, often with others covering specific aspects.
For instance, healthcare supervision agencies, agencies respon-
sible for market access and reimbursement approval of new
medical procedures and products, and standardization bodies are
often coordinating the initiatives in collaboration with actors
representing patients (e.g., patient associations), professionals
(medical professional societies), IT-vendor perspectives (industry
representatives), actors responsible for data (e.g., in Sweden: data
inspectorate), and consumer product approval (e.g., in the US: the
Food and Drug Administration (FDA); in Sweden: Consumer
Agency). The involvement of actors representing both clinical
practice and consumer products is important in those countries
where the frameworks are intended to cover both wellness apps
and apps classified as medical products (SE, NL).

Pre-existing regulations (hard law in terms of legally binding
legislation) in different domains influence frameworks (which
represent soft law) being developed. Emerging frameworks are
aligned with but serve to complement national legislation (e.g.,
regarding medical devices (see Supplementary Note 1), medical
documentation, patients’/consumer rights, and data protection),
as extant legislation has not typically been adjusted to the health
app context, and additional guidance, policies, and clarifying
regulations are needed. International regulations and standards
primarily influence emerging frameworks in European countries.
The emerging international I1SO standard (https://www.iso.org/
standard/78182.html), the GDPR and other EU regulations, such as
the MDR, which came into full force in May of 2021 impact certain
types of apps in European countries, while policies and guidance
from the FDA and PDPA influence the US and Singapore,
respectively (Republic of Singapore Personal Data Protection Act
of 2012 https://sso.agc.gov.sg/Act/PDPA2012).

Most countries envision a centralized process in which one
actor/committee will use the framework to evaluate apps (such as
the ‘Fast-Track’ process in Germany, which is run by the Federal
Institute for Drugs and Medical Devices (BfArM) and the same is
applicable for the mHealthBelgium pyramid coordinated by
industry federations beMedTech and Agoria). More decentralized
approaches, for instance, where one accreditation agency will
‘certify’ those actors who can evaluate apps (e.g. the national
accreditation agency (SE), or where local/regional/specialized
actors will use available frameworks for their domain (NL) are
also discussed.

Most countries envision approved apps that will be available
through different channels, e.g., national health portals where
they exist (e.g., DK, SE, NO), websites providing ‘catalogues’ or
‘directories’ of approved apps for specific domains (e.g., G, SI, NL),
and commercial App stores—namely the App and Play stores (US),
or a combination of these sources (e.g., in G and B where
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approved apps are centrally listed in the national portal but where
access is given through the App and Play stores, though often
only after a patient receives an activation code).

Supplementary Table 4 summarizes the content of existing/
emerging frameworks in relation to five criteria for evaluating
health apps suggested by Levine et al

Existing/emerging frameworks include transparency criteria in
terms of requiring information be made available to end-users
about the intended use and purpose of the app, medical trials
used to evaluate the app, compliance with GDPR (European
countries), and/or national data legislation (e.g., G, B, EN). Some
countries also ask for information about the manufacturer and its
value proposition (e.g., EN). The emerging ISO standard (used as
inspiration in e.g., SE, NL), suggests users should consent to
advertisements and use of data and requires the description of the
app (in e.g., an App store) to be ‘accurate and clear’ (https://www.
iso.org/standard/78182.html (2021)).

Regarding health content, evidence supporting the intended
use is required (sometimes both trials and ‘evaluations’ are
allowed, and in some countries, several kinds of ‘positive effects’
(medical, structural, and procedural effects (Germany)), are
allowed. EN requires different levels of evidence depending on
the app’s purpose. The emerging I1SO standard refers to the use of
‘appropriate’ peer-reviewed scientific literature in the develop-
ment of the health app.

Regarding technology, emerging criteria include robustness and
interoperability with EHRs (EN, SE, ISO). Some countries have used
self-evaluation (i.e., app producers self-rate their qualities) for this
but intend to move towards external evaluation (NL). The
emerging ISO standard includes the criteria of application size (SE).

Security/Privacy is operationalized as compliance with national
and EU legislation governing privacy and data-security (GDPR)
(DK, G, EN, SE), and may be further specified at the national level
(e.g., as in Belgium'’s level 2). Further, Germany has implemented
data protection laws that encompass, but go above and beyond
the requirements of the GDPR. In the US, the Health Insurance
Portability and Accountability Act (HIPAA) governs many forms of
patient data, but is far less comprehensive than the GDPR, which
takes a far broader definition of ‘personal data’ and ‘data
concerning health’. Some countries are discussing requiring the
use of industry standards in risk models for vulnerability testing
and the implementation of ISO/IEC 27001 or recognized
equivalents by the health app manufacturer and all organizations
providing associated services (NO). The emerging I1SO standard
suggests criteria such as protection against theft and viruses,
signalling of breaches, authentication, data sharing, and main-
tenance (ISO, SE).

Usability is considered in EN in terms of demonstration of user-
centred design, accessibility standards (WCAG), and development
with iterative/agile principles. Proof of ‘ease of use’, defined as
‘intuitive usability and learnability of the [app] for the target
groups addressed’ is a requirement for all apps in the German
DiGA directory. The emerging ISO standard (SE, NL) considers
functionality, aesthetics, and availability in multiple languages.

DISCUSSION

We compared health policies regarding health apps across nine
countries. Our results demonstrate that countries are at different
stages of development and vary in the degree to which the
evaluation of health apps is envisioned to be centralized, but there
are several commonalities, including ongoing initiatives involving
a set of national agencies, and the use of relevant existing and
emerging international regulations (Table 1). There is great
interest in the use of apps in all the countries evaluated, but
even Belgium, Germany and the UK, which are relatively far along
in their operationalization of frameworks, are struggling with
efficient implementation. We acknowledge, though, that this is a
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space in which the power of individual governments may be
limited and there is ongoing disintermediation of traditional
gatekeepers such as healthcare organizations. Below, we discuss
implications of the current developments and focus on points
around which we believe international collaboration might be
beneficial. We focus our discussion on two major types of future
challenges: first, challenges tied to the implementation of
frameworks; and second, challenges tied to specific criteria
dimensions.

While previous work has highlighted the need for frameworks®>
or focuses on evaluations in single countries®®~'!, we focus on
showing the actual status of digital health app regulation in nine
countries and three regions of the world. There are many reasons
that international collaboration among researchers and policy
makers could be valuable in this area, with an obvious one being
that health apps do not respect national boundaries. The potential
users of English-language apps, for instance, are not only
consumers/patients in nations where English is the primary
language but also individuals anywhere in the world who have
English language proficiency. Thus, the expanding use of health
apps within and beyond formal healthcare—and the information
health exchanges this involves—implies a diminishing of the
power of traditional (national) gatekeepers of medical information
(and national governments). Standards and soft policy can play an
important role here-but we expect the disintermediating to
continue irrespective of standards. Monitoring, adjusting, experi-
menting with how to address this to ensure safe and effective
health apps is thus a key challenge.

As regards challenges related to the implementation of the
emerging frameworks, most countries have opted for centralized
approaches to evaluation. This is preferable to self-evaluation.
However, centralized approaches also run the risk of creating
bottlenecks, a risk that seems important given the vast and
growing supply of health apps but a low number of apps that are
currently ‘approved’ in countries having a well-developed process
(for example, only 20 apps and 1 app had been approved for
reimbursement in G and B respectively, as of the beginning of
September 2021). For this reason, a more decentralized approach,
such as the ‘accreditation’ of evaluation agencies may be a viable
solution (as discussed in Sweden).

Countries that are further along in their operationalization limit
their approvals to health apps meeting criteria for being defined
as medical devices. This necessarily excludes certain products that
are not classified by the International Devices Regulators Forums
as ‘Software as a Medical Device’' (non-SaMD) products and raises
the question of how wellness apps—that do not fulfil these
criteria but can still create demonstrable value for patients—
should be vetted (see Definitions below and Supplementary Note
1 for additional detail). The emerging ISO standard, which
provides visual symbols representing different aspects and
degrees of quality to be displayed within apps (thus providing
guidance to users independently of through what store/website
the app is found), and other creative approaches, such as
‘nutrition labels’ for direct-to-consumer apps'?, much like other
food product regulation which have been proposed by digital
health researchers but have not yet been implemented, can
provide valuable guidance here.

In most countries, a combination of approaches will most likely
emerge, wherein some apps with intended use in clinical/self-care
practice will be formally evaluated and displayed as formally
‘approved’ or ‘authorized’, while other wellness-oriented apps may
be subject to market-based evaluation by potential consumers.
Yet a basic level of quality check is important even for wellness-
oriented apps. The platforms that enable sales of these such as the
established App and Play stores, therefore, hold an important role
in conveying information about apps—if not formally ‘approving’
them—before displaying them in their stores. While these
intermediaries have several criteria in place (Supplementary Table
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5 outlines the criteria used by Apple’s App and Google's Play
store), research shows that an alarming number of low-quality
apps pass through them'3-6, Hence, having a third party play this
role, using for instance the emerging ISO standard, or potentially
through standardized labelling requirements or crowdsourcing,
would be an alternative.

Overall, a middle road may make sense in many cases, for
example when risk is low, the bar for approval is low—although,
in Europe, the MDR makes it likely that most apps that meet the
definition of SaMD will be (more stringently than previously was
the case) classified as at least Class lla medical devices and
therefore subject to regulation'’. For apps that help to manage
or treat chronic conditions which are responsible for a large
proportion of healthcare costs and require long-term use or
involve high-severity short term conditions an additional
certification of some sort, perhaps by a third party, is almost
certainly advisable and regulatory approval should be required
for those that are high risk (such as suicide prevention apps'3).
This approach is consistent with the ‘risk-based framework’
outlined in U.S. Food and Drug Administration (FDA)’s Precerti-
fication (‘Pre-Cert’) Program for Digital Health Products. Although
Pre-Cert is still in its pilot phase, it is expected that it will expand
to include other companies and software products beyond those
meeting the definition of SaMD in the future (https://www.fda.
gov/medical-devices/digital-health-center-excellence/digital-
health-software-precertification-pre-cert-program (2021)).

More broadly, as countries are expected to use different
combinations of evaluations by central ‘trusted’ actors and
market-based approaches, there will be an opportunity for
cross-country knowledge exchange among researchers and policy
makers, focusing on how centralized and market-based
approaches can co-exist and complement each other, and the
throughput vs. trust in evaluations achieved in countries using
different approaches.

Regarding the specific criteria for app evaluation in specific
domains, several questions warrant further attention among
actors developing, implementing and using such frameworks at
the national and international levels. For instance, while most
countries consider ‘transparency’, which is a prerequisite for
informed consent, this domain may need further specification.
As noted in the recent piece by Grundy et al.'8, apps currently
provide alarmingly low levels of information to consumers about
data use. Against this backdrop, ‘use of data’ (as suggested by the
emerging ISO standard) is thus welcome but could mean many
things. While most discussions concern the need for informing
users about the immediate use of the data the apps collect and
generate about them, allowing patients to consent to reuse by
additional actors may further be equally important, as patients
may want to make their data as impactful as possible while
ensuring privacy. Transparency regarding ‘how the app achieves
its decisions’ (suggested by ISO) is similarly critical but needs to be
better operationalized in all countries, not least in relation to the
increasing incorporation of Al-based algorithms in apps.

With respect to health content, approvals in pioneering
countries such as Germany have been based mainly on medical
trials. As many apps aim at creating structural and procedural
improvements to care (e.g., patient literacy, improved interaction
between physicians and patients, improved sense of control
among patients in self-management of their disease, etc),
different types of evidence beyond RTCs may be required. Real-
world data (RWD) and real-world evidence (RWE) are expected to
play a role in the ongoing evaluation of apps in practice”. Further,
whether medical evaluations done in one country will be
considered valid evidence in others is a further reasonable and
legitimate source of uncertainty. So far, national approval has
been based on medical trials in a given country, but, for small
countries or products with a small patient population (e.g., those
targeting individuals who suffer from a rare disease) this may not
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be practical, and such a requirement also creates a significant
burden for companies.

Another dimension of health content involves the degree to
which information is presented in a clear and accurate way on the
app to its different audiences (purchasers, patients, or health care
professionals). This aspect, which refers to information quality
more than the evidence supporting the clinical value of the app, is
largely non-operationalized in existing/emerging frameworks,
although Germany does require manufactures to present proof
of the basic quality of medical content and usability, which
combined can address this challenge for regulated apps (see
Supplementary Table 4). This aspect is pertinent to address more in
frameworks given that recent studies'®~2" identify numerous safety
concerns relating to the quality of information presented by apps.

A key issue regarding technological interoperability is whether
data can be exchanged with electronic health records. This is
considered in several existing/emerging frameworks (EN, SE, G,
ISO). Yet, so far, most apps do not exchange data, even though
this could potentially be highly beneficial, especially for chronic
disease management. Most EHRs now do have open APIs, which
should make exchange possible. In Germany, interoperability is a
requirement of the Fast-Track and further compatibility with the
newly introduced e-prescription system and the electronic patient
record is also planned. B and EN also have this requirement, but all
countries experience struggles with how to implement automated
tests in this area.

Security/privacy in Europe is defined in terms of GDPR
compliance, while in the U.S. HIPAA is the relevant statute. While
most apps do ask patients whether they consent to secondary use
of their data, often this consent is buried. Further, while criteria
such as protection against theft and viruses, signalling of
breaches, authentication, data sharing, and maintenance work
are discussed, there is uncertainty regarding their operationaliza-
tion. Indeed, among traditional (regulated) medical devices that
contain software, it is already known that there is a deficit in the
provision of information about cybersecurity in publicly available
documents, suggesting that more regulatory guidance and/or
public policy is likely needed in this area®?.

Usability represents a critical concern, as many apps score
poorly in this regard, and many are especially inaccessible to
patients with low language skills or literacy, even though this
group may particularly stand to benefit. It is also unclear what
group(s) or institution(s) should evaluate app usability, as
perceptions of this could differ markedly among patients with
different conditions and experiences. This is perhaps where an
ongoing crowdsources/market-based rating system could parti-
cularly complement initial evaluations performed by centralized
actors, even though it would create a risk of gaming.

Little attention to date is given to criteria and standards for
continuous updating of health apps, in terms of software
performance, content, as e.g., new guidelines emerge and
evidence for latest best evidence for mobile interventions, e.g.,
on human-computer interaction, Al or meaning of sensor data.
This domain requires attention especially as this is an emerging
and dynamic field where not only medical evidence progresses
but even faster mobile phones, their operating systems, features
and functionalities. This is critical also considering the evidence'®
suggesting that apps on the market exhibit many flaws in
software functionality, which could potentially be addressed in
updates.

Finally, accountability (for not only medical effects but also for
side effects of apps and changes in consumption patterns
triggered by the app)® and the related issue of the integration
of apps into care pathways** are two dimensions of critical
importance for the effective implementation of apps. These issues
are lacking in most emerging frameworks and warrant future
attention. ISOs criteria for ‘social benefit’ (5.2.5) (https://www.iso.
org/standard/78182.html (2021)) and B:s requirements for level 3
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can here be used as inspiration, as it encourages app developers
to include economic analyses that consider healthcare savings in
other healthcare settings than where the cost is generated, and
benefits for society more broadly.

Overall, a balance needs to be achieved between detailed
evaluation criteria on the one hand, and the applicability of
frameworks on the other. As most emerging/existing frameworks
represent soft law (not legally binding but based on voluntary use)
and/or early-stage programs or pilot projects, usability (also
considering the time and other costs of using them) of the
frameworks is important too. This again, speaks for a staged
model with different ‘levels’ of approval, in order to strike a good
balance between product risk and information/regulatory
requirements.

In summary, while ongoing initiatives in many countries are
ambitious and continue to make progress in the service of
bringing better products to patients, the effectiveness of
approaches in use is uncertain, as the operationalizations of
criteria to date are rarely sufficiently specific to offer providers and
patients the guidance they need to make evidence-based
decisions about apps.

Current end-user interfaces are especially immature. Ideally, a
clinician seeing a patient with a chronic or acute condition might
have available a portfolio of favoured/vetted/approved apps that
they could pick from, based on the patient’s characteristics. A
clinician should also be able to prescribe an appropriate app for
the patient, making it easy for the patient to access the intended
product, which in most instances would interoperate with their
electronic health record?®. Indeed, this is the goal (and a key early
success) of the German system for regulating and approving
‘prescribable apps’ for individuals in the statutory health insurance
system.

Patients would like to be able to search for certified apps
(fulfilling basic criteria) for both health and wellness as well as
chronic conditions that they feel best meet their needs. For
example, a patient with diabetes might opt to try several apps,
ultimately settling on the one they find most motivating. Thus, the
presentation of app quality to end-users is critical. If apps are to be
provided through multiple channels, the apps themselves may
need to include information about their quality level and other
features such as data privacy and security. The emerging 1SO
standard provides a symbol system with visual ‘labels’ to be
displayed in the app, to guide users. This may be viable—
assuming it becomes a standard implemented globally. Search
functions need to complement this, allowing users to search for
apps for specific intended uses, with well-established minimal
levels of quality.

Payers are another group facing the selection challenge. Like
the above, guiding interfaces facilitating the identification of
meaningful apps from the perspective of this groups are also
needed. These actors act as gatekeepers since apps that do not
pass their filters will not be widely used while those that do may
have large audiences.

From the app manufacturer’s perspective, such criteria may or
may not be welcome, and many developers may be concerned
about barriers to entry that they perceive to be ‘too high'. But
manufacturers would likely welcome approaches that enabled
approvals in one country to be transferrable or expedited in
others. Regarding transparency, privacy, and security, compliance
with GDPR provides some degree of transferability across
European countries. But in other contexts, criteria and associated
regulations are sometimes primarily available in the native
language (e.g., Germany). This is a key issue for app producers
in small countries.

In this study, we have explored the current policies around the
app marketplace across nine countries and based on this
evaluation provide a set of recommendations and common issues
for consideration. Health apps and the exchange of data between
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new actors will continue to undermine the power of traditional
gatekeepers. Nonetheless, national standards could play an
important role in creating awareness in markets, setting norms,
and safeguarding basic quality dimensions. Clearly, this market is
increasingly global and international collaboration could be
beneficial in many ways, for example around issues of app
transparency, health content, technology, and security/privacy.
Further efforts of international researchers, practitioners, and users
to identify and articulate common issues across countries as well
as important settings for policy evaluation will therefore be vital to
the ongoing growth and development of this nascent setting with
great potential to improve care in new ways.

This study has limitations. This is an exceptionally broad area of
health technology and we elected to focus on apps rather than
digital health more broadly. We included only a small number of
countries, but we intentionally selected a diverse group of settings
that are some of the most advanced with respect to the regulation
and use of health apps.

METHODS

We evaluated seven European countries, as well as the United States and
Singapore. We purposively selected countries that have made at least
some progress in this area, but with varying approaches. For pragmatic
reasons, we excluded countries to where we had no direct access. The
following nine countries were included: Sweden, Norway, Denmark,
Netherlands, Belgium, Germany, England, the United States, and Singa-
pore. See an overview of participating countries in Supplementary Table 1.
Drawing on previous studies involving cross-country comparisons of
regulatory (policy) approaches to health IT>*, we initially approached the
nine different national policy contexts based on an analytic model for
policy analysis®® that distinguishes between policy context, policy process,
and policy content (see Supplementary Table 2). This study focused on
policy content: who/what is regulated®. We limited our focus to national-
level policy developed by the government, governmental agencies, and
national standard-setting bodies. We excluded frameworks developed by
regions or local, specialised communities.

Definitions

Health app. We define a health app as a computer program or software
application (designed to run on a mobile device) “intended to be used
specifically for managing, maintaining, or improving the health of
individual persons, or the delivery of care” (ISO https://www.iso.org/
standard/78182.html (2021), p 5). Health apps may target specific medical
conditions and clinical practice areas, or they may be generic, aiming to
improve health and wellness more generally—for example, by facilitating
communication between patients and clinicians, etc. There are profes-
sional as well as patient-facing apps. We incorporate both software (SW)
and data generated/stored by the app in our definition of a health app.
Hardware was excluded from consideration, although health apps can be
used on various devices including smartphones and personal computers. A
health app may be categorized as ‘Software as a Medical Device’ (SaMD) if
it meets relevant criteria and may thus be subject to medical device
regulations'’, in particular the EU’s Medical Device Regulation (MDR, see
Supplementary Note 1 for additional detail). The International Medical
Devices Regulators Forum defines SaMD as ‘software intended to be used
for one or more medical purposes that perform these purposes without
being part of a hardware medical device’ (IMDRF http://www.imdrf.org/
docs/imdrf/final/technical/imdrf-tech-131209-samd-key-definitions-
140901.pdf (2013)). We focus here on the policies intended to complement
extant international and national medical device regulations. We excluded
frameworks developed by specialist/patient communities and frameworks
developed at local and regional levels.

Approval—market access. the permission to introduce the app to the
market. (For instance, through an app store, independently or whether it is
used by a clinician or not—it could be used by a citizen for private
purposes only). Reimbursement approval: the permission and/or mandate
to reimburse for use of the app by (typically tax-funded) third party
purchasing actors such as insurers/regions/states. Both market access and
reimbursement approval are part of what we refer to as the policy
approach to apps. We exclude the various efforts made by interest groups,
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industry stakeholders, and associations, focusing solely on governmental
initiatives here.

Policy. We distinguish between ‘soft’ and ‘hard’ regulation. While there is
no easy dividing line between soft versus hard regulation, we defined hard
law as national legislation that is mandatory and absolute (also referred to
as binding or rule-based governance), and soft law as alternative forms of
governance, which are conditional or voluntary. Soft law refers to rules that
are not legally binding, for example, recommendations, agreements,
national action plans, or policy documents. Soft law entails normative
commitment and may have political effects?”-?%, This implies that soft law
shall be considered politically binding rather than legally binding. While
soft law is sometimes referred to broadly as regulation that relies on open-
ended processes such as benchmarking and peer group audit, we have
only included national recommendations here.

Data collection

Document review and analysis constituted the primary source of data in the
study. Based on the guiding definitions above, participating researchers
gathered documents from their respective countries describing hard and
soft laws relating to each country’s policy approach to health apps, as of
mid-2021 (Q2-Q3). Dr. Stern who is currently based in Germany collected
data about it given her expertise in their Fast-Track process. Documents
included healthcare legislation, national strategies and e-Health reports,
technology and e-service standards. We also performed interviews with key
individuals involved in developing frameworks (N = 14) (See Supplemen-
tary Note 3). Selected parts of the vast amounts of information gathered
about each country were translated by the authors from the local language
into English and sorted in terms of a framework with separate categories for
policy context, process and content, and sub-categories representing the
target of the regulation (possible criteria dimensions). Each author
completed the framework for their respective country, which was double-
checked and revised by the first and last author at each stage of data
collection and revision. Work on the table content was iteratively
completed by all authors and updates were communicated through
September of 2021. Subsequent changes in regulations were not included.

Reporting summary

Further information on research design is available in the Nature Research
Reporting Summary linked to this article.
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