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Abstract

[oT has an ever-increasing amount of development as more and more different devices
connect to the Internet and become IoT devices. For the regular private user, the
smart home may be the most enticing domain of [oT as it can be used to ease their
lives. Smart home and smart home devices are one of the subfields of the Internet of
Things. They allow the inhabitants to control various home devices remotely from
anywhere within the house or anywhere in the world at any particular time. Smart
homes have several benefits. They are improving the quality of individuals’ lives,
as individuals can control their various smart devices at any time. In addition, a
smart home allows individuals to have greater control of their energy use. Other
pros of smart homes include complete control over devices, increased convenience,
and insurance benefits. However, regardless of the many benefits of smart homes,
they are also associated with various challenges. Security and privacy are significant

challenges related to the smart home environment.

This thesis will discuss the privacy impact of smart homes and smart devices. Four
different devices have been included, and each device will be analyzed to conclude
what private sensitive information they collect. Moreover, a privacy impact as-
sessment (PIA) tool will be used to conclude whether our manual analysis of the
devices was correct or not. Lastly, we will propose some solutions that we consider

will increase the protection of users’ privacy.
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Chapter 1

Introduction

Smart home and smart home devices are a subfield of the Internet of Things (IoT),
which provides the inhabitants the ability to control kitchen appliances, home se-
curity systems, Heating, Ventilation, etc., remotely from anywhere in the house or
anywhere in the world at any time. An ecosystem is being formed known as a smart
home ecosystem when all these smart home devices are connected together [50]. The
benefit of this smart home ecosystem is that it increases the security, safety, health,

fitness, and overall quality of life of the users.

The idea of IoT was first introduced at the Massachusetts Institute of Technology
by Kevin Ashton while he was working on the Auto-ID [27]. The concept of IoT
includes connecting different devices, vehicles, home appliances, and buildings with
the internet. The goal of connecting these devices to the internet is to augment,
sense, identify and process the data. All these smart devices communicate with each
other, make a small network or chain of devices, and exchange data. After getting
data from all devices in the home, the central device sends the data to a cloud server

over the internet[50].

Unfortunately, the concept’s widespread acceptance has resulted in huge security
risks, jeopardizing the privacy and security of all IoT components and segments.

Aside from the need to provide the finest and most dependable services, designers



have encountered considerable hurdles, security being at the top of the list. The
security element of IoT has not been effectively addressed, necessitating an in-depth

investigation of all security and privacy concerns in ToT[28].

This project will discuss the privacy impact of smart homes, smart devices, and
smart appliances. First, we will discuss the origin of the smart home in detail and
what roles residents play in smart home systems. Furthermore, we will also discuss
the privacy structure of the smart home system. Next, we will discuss the smart
home architecture in detail and discuss the privacy structure of smart appliances

such as smart fridges, smart thermostats, smart meters, and smart hubs.

1.1 Motivation

More and more people are introducing smart appliances into their lives and making
their homes into smart homes. However, in an ecosystem where so much personal
information is gathered, it is essential that the list of information gathered and
generated is known to the user and continually striving for further steps to improve
privacy. We hope this report will help spotlight the privacy of smart home users

and potential avenues for future use.

1.2 Case Description

This thesis aims to inspect the privacy level of smart homes and find possible avenues
to increase the privacy levels. Furthermore, we will use processes and tools to find
the necessary personal information needed for a smart house to function. Second,
we will find innovations in technologies that can be integrated into the smart home

system to improve users’ privacy.



We decided upon three questions that would be our research questions:

1. What types of personal information are generated and exchanged in the envi-

ronment?
2. How can we do a privacy impact assessment on a smart home environment?

3. How we can provide better privacy guarantees for end-users in a smart home

environment?

1.3 Scope and Limitations

The decision was made to focus specifically on privacy in smart homes. This means
that security issues were considered relevant only if they would affect the user’s
privacy.

Business aspects of the smart homes were considered out of scope as that is outside
of our expertise and would need more assumptions that could lead the assignment
astray.

As we conducted a PIA and DPIA, there were questions related to the legalities
of the smart home. In these cases, only GDPR was considered as the authors are

stationed in Norway, where GDPR is the governing law.

We set some limitations on how we would conduct the assignment from the begin-
ning.

There would be no payments for any software, articles, or other aids or tools. There-
fore, we were limited to aids that were free or had a free trial. Articles were accessed
using our position as students at UiA.

We decided to make our own smart home architecture. This included choosing a
set amount of smart appliances in the smart home. These appliances then had their
functionalities defined by us. This led to the limitation of not being able to use a

functioning smart home and not using smart appliances that are available to buy.



1.4 Research Methodology

After setting a research goal, we set a path towards the answer. The goals are to
identify personal information collected in the smart home system, perform a Privacy
Impact Assessment and find methods that can increase users’ privacy. Since we will
analyze the privacy impact of smart homes with existing methodologies, the research

will be considered a case study.

We will start by researching smart homes and smart appliances, finding definitions
and specifications, and choosing what we find relevant. Then a smart house architec-
ture will be created with a set amount of smart appliances. We use the smart home
architecture to perform a Privacy Impact Assessment to find Personal Information

and its states in the system.

After the Personal Information is found, we will research possible methods to in-
crease users’ privacy in smart homes. The possible methods will be presented with
their solutions and downsides. Furthermore, they will be discussed how they could

work together.



1.5 Thesis Structure

The report is divided into seven chapters.

Chapter 2 describes the theory about smart houses and smart appliances. We col-

lected definitions and combined them with those that best fit this assignment.

Chapter 3 contains the smart house architecture created by us with the chosen smart

appliances. The smart house architecture also includes the Data Flow Diagram.

Chapter 4 is the Privacy Impact Assessment and DPIA.

Chapter 5 discusses potential technologies being developed or theorized that could

help increase privacy in a smart home.

Chapter 6 discusses the results found from the PIA and methods for increasing

privacy. Future work and challenges faced are also included.

Chapter 7 ends the report with the conclusion.



Chapter 2

Theory on Smart Homes and Privacy

This chapter discusses the definitions of smart home and privacy. We take several
different definitions and combine the parts that we find relevant for this report. The
definition of a smart home is especially diverse. Additionally, a brief theory and
background will be included to provide readers with a better understanding of the

concepts.

2.1 Smart Home

Like many topics in tech, Smart Home has no standard definition used by everyone.
Therefore we have gathered several definitions we think are relevant and work when

looking at privacy in smart homes. The list is in no specific order.



Table 2.1: Smart Home definitions.

Smart home definitions

Definition

Source

In 2003 the UK Department of Trade and Industry
(DTI) came up with the following definition for a
smart home: “A dwelling incorporating a commu-
nications network that connects the key electrical
appliances and services, and allows them to be re-

motely controlled, monitored or accessed.”

“What is a smart home by”

smarthomeenergy.co.uk|55]

A smart home is a residence equipped with smart
technologies aimed at providing tailored services
for users. Smart technologies make it possible
to monitor, control and support residents, which
can enhance the quality life and promote indepen-
dent living. To facilitate the implementation and
adoption of smart home technology it is important
to examine the user’s perspective and the current

state of smart homes.

“A Systematic Review of the
Smart Home Literature: A user
perspective” by Davit Marikyan,
Savvas Papagiannidis and Eleft-

herios Alamanos|38]

A residence equipped with computing and infor-
mation technology that anticipates and responds
to the needs of the occupants, working to pro-
mote their comfort, convenience, security, and en-
tertainment through the management of technol-
ogy within the home and connections to the world

beyond.

“Smart Homes: Past, Present and

Future” by Frances K. Aldrich[4]




A smart home refers to a convenient home setup
where appliances and devices can be automati-
cally controlled remotely from anywhere with an
internet connection using a mobile or other net-
worked device. Devices in a smart home are inter-
connected through the internet, allowing the user
to control functions such as security access to the
home, temperature, lighting, and a home theater
remotely. Smart home appliances come with self-
learning skills so they can learn the homeowner’s
schedules and make adjustments as needed. Smart
homes enabled with lighting control allow home-
owners to reduce electricity use and benefit from
energy-related cost savings. Some home automa-
tion systems alert the homeowner if any motion
is detected in the home when they’re away, while
others can call the authorities—police or the fire

department—in case of imminent situations.

“What Is a Smart Home?” by
Adam Hayes|2|

“Smart home” denotes the use of technical sys-
tems, automated processes and connected, remote-
controlled devices in apartments and houses. The
main objective of the functions is to improve the
quality of life and convenience in the home. Other
goals are greater security and more efficient use
of energy thanks to connected, remote-controllable

devices

“Smart Home: Everything you
need to know” on infineon.com

[31]




Smart-home environments have evolved to the | “Evolution towards smart home
point where everyday objects and devices at home | environments: Empirical evalua-
can be networked to give the inhabitants new | tion of three user interfaces” by
means of controlling them. The smart home ad- | Kaisa Vdédnanen and Tiiu Koskela
justs its functions to the inhabitants’ needs in ac- | [60]

cordance with the information it collects from the
inhabitants, the computational system, and the

context.

Smart Homes, also known as automated homes, | “The Smart Home Concept : our
intelligent buildings, integrated home systems or | immediate future” by Ricque-
domotics, are a recent design development. Smart | bourg, Vincent [48]

homes incorporate common devices that control
features of the home. Originally, smart home tech-
nology was used to control environmental systems
such as lighting and heating, but recently the use
of smart technology has developed so that almost
any electrical component within the house can be
included in the system. Moreover, smart home
technology does not simply turn devices on and
off, it can monitor the internal environment and
the activities that are being undertaken whilst the
house is occupied. The result of these modifica-
tions to the technology is that a smart home can
now monitor the activities of the occupant of a
home, independently operate devices in set pre-
defined patterns or independently, as the user re-

quires.




The themes that come up in most of the definitions are

Increased life quality (Comfort, entertainment, convenience, security, indepen-

dence and more)

Remote access to control the devices and information.

Adjust automatically based on information gathered and context.

Connected to the internet

Devices communicates between each other.

Managing all connected devices from one place.

Our own definition would be:

A Smart Home s a residence equipped with devices made to increase the quality of
life of its residents. The devices are connected to the internet and can be controlled
by users through voice, smartphones, computers, or the data it collects to adjust its

functions according to the needs of the residents.

2.1.1 Smart Home’s Origin

The X10 protocol was developed in 1975 in Scotland [61]. The development of
the X10 protocol paved the way for modern home automation technology. It sends
radio frequency (RF) which allows users to control their home appliances using their
existing electrical wiring [56]. However, due to the radio-band noise of the electrical
wiring, the signals sent through the X10 protocol were not always entirely reliable.
In some cases, signals would fail to cross circuits that were connected to different

polarities [54].

In 2005 a new technology was introduced that combined the wireless signals of the
X10 protocol with the electric signals. Z-wave and Zigbee, and other protocols have

appeared to mitigate the radio-band noise problem [54].

10



Since then, smart home technology has played a significant role in our lives. Today,
various types of smart home devices are available in the market. Some are created
by major technology brands like Google, Amazon, and Samsung. Examples of smart

home devices are:

e Smart locks: differ in how they are smart. Some may use passwords, RFID
keys, biometric data, or even facial recognition to unlock the doors. If con-
nected to a smart hub or a central system, this information is sent. The data is
often sent using Bluetooth. [19] Other data that may be stored in the system
are names, user permissions, and timestamps. Together, this data can be used
to set a profile of when a user arrives and leaves and what rooms they may

have access to.

e Smart TVs: can collect viewing watching habits like TV shows watched as
well as advertisements|33]. Smart TVs may also allow a user to browse the
Internet, which brings all the sending of data that follows.|3] Some smart TVs
may have a voice-activated control integrated as well. Se Voice-activated con-

trol for more details.

e Smart security cameras: can be used to protect a users home, the camera
themselves film what they can see, but they also often have sensors that can
detect any motion and the security system can send automatic messages to
the user about there being motion detected when not expected any[37]. So a
smart security system would have a constant stream of video along with alerts

on movements in the guarded area.

e Light bulbs: can be connected to the user’s mobile phone or the smart hub.
The smart bulbs cannot record users’ data directly. The smart lights bulbs
could store data about how users use the lights. If the smart bulbs are con-
nected via the smart hub, and threat actors grant access to the hub by hacking
it, then they will be able to collect some information about how users use their

lights [19].

e Voice activated controls: depends on users’ voice in order to complete

their tasks like placing calls, reading newspapers, playing music, and checking

11



the weather. The voice-activated control, or more precisely, voice assistant, is
always listening, and its microphone is always on since the users’ voice activates
them. However, despite the devices’ ability to record and transmit information,
they are still very new and prone to security issues. Moreover, the companies
use humans in order to review the recorded commands, which leads to privacy
violations [11].

Additionally, the companies does not only collect and analyze recorded voice
in the smart home. The voice assistants are able to collect other personal

information from other IoT devices as long as the user grant access [11].

2.1.2 Smart Home Resident Roles

A study conducted by Huang and Mennicken [10]| aims to analyze the various
effects of smart home technologies on the residents and seeks to understand
how smart home technologies are integrated. It also explores the factors that
influence the design and implementation of smart homes. The study revealed
that the main motivations behind home automation were related to the differ-
ent roles of the homeowners and the technological capabilities of the devices.
In addition, the study identifies individuals people who have a solid technical
background and have a degree in a technical field as home technology drivers.
They are described as individuals who can plan and install the home automa-
tion system and are responsible for operationalization once it is in place. At
the same time, individuals with no technical backgrounds assumed the pri-
mary responsibility for their home technology. Those individuals are described
as motivated by their desire to have the technology installed and maintained.
As a result, they typically took the lead in making the repairs and adjustments

needed.

12



2.2 Privacy

Privacy has many definitions as well, however the definitions vary less than for

developing technologies like smart homes.

We like the definitions used by privacyinternational.org:

“Privacy enables us to create barriers and manage boundaries to protect ourselves
from unwarranted interference in our lives, which allows us to negotiate who we are
and how we want to interact with the world around us. Privacy helps us establish
boundaries to limit who has access to our bodies, places and things, as well as our

communications and our information. ” [46]

As well as the definition used by the European Union in their GDPR laws:
“Data privacy means empowering your users to make their own decisions about who

can process their data and for what purpose.” [24]

We believe that they contain the essence of what privacy is and needs. Privacy
is when confidential information is protected against unauthorized access and the
user is the one who chooses whom to give access to what information about them.
These parts are important in a smart home as there may be an incredible amount
of information gathered about the users. A user of a smart home should be able to
choose what information the smart house may gather on said user. The user should
also be able to choose who may obtain access to that information and what that

information is used for.

2.2.1 Privacy Impact Assessment

Privacy impact assessment (PIA) is a process that was established to help organi-
zations identify and manage the privacy risks that occur from new projects. This
process can also help them develop strategies and procedures to minimize the im-
pact of new projects and procedures. Additionally, it can benefit various stakeholder

groups, such as the customers and the organization itself. In the US and Europe,

13



policies have been established to standardize the process; namely, PTA [53].

The objective of a PIA is to review the various processes and procedures of an or-
ganization that are used to collect or manage the personal data of its customers.
The review is carried out to identify areas of concern and how these practices might
compromise or affect the privacy of the individuals the organization holds and col-
lects their data. The goal of a PIA is to ensure that organization’s policies and
procedures comply with the applicable laws and regulations. It also aims to identify

and manage the risks associated with the use and collection of personal data [53].

A privacy impact report is usually conducted to identify the various components of
a proposed system that would collect and manage the personal information of its
customers. It also aims to establish how the system can be managed. It can also go
beyond an assessment of a system and consider the impact of the proposal on the

individuals who are affected by it [53].

2.2.2 Privacy Threats In Smart Homes

A threat can be defined as an event or situation resulting in an unwanted outcome
for a specific resource or entity. In the IoT, privacy threats are typically triggered

by the various phases of the data lifecycle [6].

nterastion e
s ' processing
R [Information | |gentification  eeeeoeooeeeeny
| Golfection Tracking i Information
Lifecycle \dissemination |
‘::::I:tlz:: Profiling
Privacy wolatlng attacks Linkage
Interactions & —
Presentations

i Information
iDissemination ;

fw\f\\

Profiling

Figure 2.1: Threats in the IoT [6]
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Due to the increasing number of features and technologies being used in the Internet
of Things, various privacy threats are being identified. This section aims to provide
a comprehensive overview of these threats. Figure 2.1 shows that the privacy threat
phases are arranged into five different steps according to where they are most likely

to appear [6].

1. Identification: The term identification refers to the threat of linking a per-
son’s name and address with data about them. This can be done by using
various data sources or attaching a specific name or address to a particular
context. This can also enable or aggravate other threats such as profiling and

tracking [6].

2. Localization and Tracking: The threat of localization and tracking is the
ability to determine and record a person’s location through time and space.
This can be done by using various data sources such as GPS, cell phone loca-
tion, and internet traffic. Some of the most common privacy violations iden-
tified related to the threat of the IoT include the unauthorized access to a
person’s private information, such as the location of individuals and personal

information about their illness [6].

Aside from this, other features such as localization and tracking are also im-
portant for implementing an IoT system. These are some examples that show
that users can consider it a privacy violation when they do not have control
over their location information and that their data has been used in an inap-

propriate manner [6].

3. Profiling: The concept of profiling refers to gathering information about indi-
viduals to identify their interests. This is usually done in e-commerce platforms
to improve customer service and personalization. In internal applications, it
can also analyze and improve customer experience. There are various types of
privacy violations that can be caused by profiling. Some of these include price
discrimination, automated decisions, and the collection and selling of personal

information [6].

4. Privacy-violating interaction and presentation: This type of threat is
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usually referred to as shoulder-surfing. It involves intentionally disclosing pri-
vate information to an unauthorized individual. IoT applications, e.g., health-
care and retail, transportation, and smart retail, are expected to require heavy
interaction with their users. This is because the devices used in these systems
will be able to collect and use information about their users. In such systems,

users can control their environment through smart devices [6].

Although these systems’ interactions and presentation mechanisms are ex-
pected to be public, they can still be monitored by people in the surrounding
area. This type of threat can arise when their users’ private information is
exchanged. For instance, a person might ask for directions to a specific health
clinic in a smart city. However, since the system might display the way to the
location on a public display, it should not be answered since it will be visible

to anyone who passes by [6].

. Lifecycle transitions and inventory attacks: The private information of
users is often threatened by the actions of smart devices when changes in
control spheres are made. This issue has been highlighted by the discovery of
compromising videos and photos on the used cameras, smartphones, or other
electronic devices that stores photos and videos. Therefore, the actions of smart
devices during the lifecycle transition are mainly responsible for the privacy

violations that occur due to the information collected and stored.

Aside from being used by people, smart devices also interact with other entities
and services, such as systems and applications. This data is often stored in
product history logs. For instance, in the case of medical devices, this infor-
mation is used to monitor the health of their users. The collection of the data

usage could reveal a lot about users’ lifestyle [6].

On the other hand, an inventory attack is an unauthorized access to a person’s
personal information. It involves collecting data about a person’s activities and
characteristics. The rise of the All-IP and end-to-end vision has made smart
devices query-able. This allows legitimate entities such as the system owner to
query it, but non-authorized individuals can also take advantage of this. For
instance, an inventory attack could allow unauthorized individuals to collect

data about a specific place.
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Various privacy violations related to inventory attacks have been reported.
First, burglars can use them to target private homes and factories. Similar to

how they use social media to target or stalk potential victims [6].

. Linkage: This threat is to link various data sources together, revealing truthful
or misleading information that the user did not want to share and reveal this
information with the other sources. Privacy violations can also occur when the
privacy protection is bypassed and when systems combine data sources without
proper procedures. This can lead to unauthorized access, and dissemination of

private information [6].

The increasing number of connected devices and the complexity of their data
sources will cause the threat of linkage to grow in the future. One of the main
reasons this happens is that various companies and organizations will eventu-
ally link their systems to form a new kind of distributed system. Although
horizontal integration is generally more secure, it can also provide a way to

enhance privacy by allowing more local data flow [6].
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Chapter 3

Smart House Architecture

This chapter will discuss the architectural setup of our smart house case. The
architectural structure includes what smart devices are included, the functions that
make them smart, and how they communicate with the user and each other. The
functions and communication of the smart devices are shown using a Data Flow

Diagram.

3.1 Home Architecture

We decided to use a limited number of devices and focus on how they would work

together and how privacy would affect them.

These devices are:

e Smart fridge
e Smart thermostat

e Smart meter

18



These are controlled by a smart hub that communicates with them all and can access
the Internet. The smart hub is the fourth and last smart device in the architectural

setup.
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Figure 3.1: SmartHome

Inspiration for the setup was taken from “Security considerations for a secure and
trustworthy smart home system in the IoT environment [26]”, and “Security and

privacy issues for an IoT based smart home|25].

3.2 What Makes It Smart

This section will describe what makes each of these devices smart and what smart

functionalities we assume them to have for this paper.

3.2.1 Smart Fridge

A smart fridge can store a shopping lists list of items in stock with expiration dates.

Have to-do lists or even pictures|21].
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A smart fridge is a fridge that is smart with the storage and preparation of food

and can also have other smart features.

We have chosen to include only food-related features. Using these |21, 36, 51, 22|

for inspiration the features we would assume our smart fridge to have would be:

List of food items in the fridge. This can be done by the user adding items to

a list as items are put inside the fridge and photo recognition by the fridge.

Logs of when items have been used (and how much). A weight sensor in
the fridge will log how much of an item has been used, and it, with photo

recognition, can log what items are being taken out and put back in.

Automatically make shopping lists after the use of items Items that are low in
stock or out of stock can be automatically added to the shopping list or just

added to a recommendation.
Predict temperatures needed based on user habits.

Meal planner with calendar and receipts. The fridge can offer receipts, and the

user will ad the receipt to a day in the calendar.

Energy control controls energy usage or delays other functions to decrease
energy usage at daily peaks. The fridge can have access to power delivery

services data when peeking at power consumption, and the price is

Camera inside the fridge. Users can access the camera inside the fridge to look

at all items inside from their phones.

3.2.2 Smart Thermostat

A smart thermostat can turn heating and cooling equipment on and off to reach the

desired temperature in each room. The smart thermostat can help users save on

energy costs and lower the environmental impact the user have[39].
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Based on several references|13, 14, 15], these are some functionalities that make the

thermostat smart;

Remote control of temperature: A user should be able to set the desired tem-

peratures from their phone.

Room by room temperature: Each room should be able to have a different

temperature.

Room sensors: The thermostat should show the current temperature inside

and other measurements like humidity.

User sensors: The thermostats should be able to tell if someone is in the room

and turn down the temperature regulation if no one is there.

Routine learning: The thermostat should learn from using the desired routine

and temperatures the users want throughout the week.

Routine making: The users should be able to alter or create their routines for

the temperatures at home.

Away mode: If the user is not at home, the thermostat should go into the eco
mode to save on power. This can be done by using sensors and checking if the

user’s phone is in the same house as the thermostat.

Time till the desired temperature: The thermostat should estimate when the

desired temperature will be reached.

Logging of usage: The thermostat should log the usage of heating or cooling

equipment and be able to show the users the use over time.

3.2.3 Smart Meter

A smart meter is an electronic device installed in a smart home or facility for mea-

suring and reporting energy consumption remotely. Also, a smart meter transmits

energy consumption data to energy suppliers to facilitate energy use monitoring
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and billing [57]. A smart meter provides several functionalities that make it smart.
Firstly, a smart meter measures the amount of electricity used in a smart home.
It then transmits this data directly to the energy provider at least once a month
and also displays usage in the portable in-house display in real-time. As a result,
similar to other smart devices and applications, a smart meter permits homeowners
to track and monitor their energy consumption patterns in real-time [63]. In ad-
dition, a smart meter often leverages a smart data network to transmit automatic
readings continuously, allowing energy companies and homeowners to monitor and

bill energy consumption.

In addition, smart meters contain a telecommunications interface to support remote
communication between the energy providers’ central systems and the smart meter
installed in a smart home. The built-in telecommunications interface allows distant
reading and communications. Furthermore, the telecommunications interface per-
mits additional smart functions, such as the remote operation of the smart meter’s
internal switch, remote modification of the meter’s configurations and parameters,
and remote sending of new tariffs. The smart meter’s telecommunications interface
and other technological developments enable it to accomplish these and other smart

functions.

It is also worth noting that a smart meter permits smart homeowners to subscribe
to their preferred cost-effective tariffs and energy register. In particular, a smart
meter can store energy consumption measures and readings on a per hour basis,
which facilitates near real-time monitoring [30]. Thus, this smart function makes
it possible for energy consumers to bill their energy consumption for each period
but at different tariffs. As such, smart homeowners can choose a tariff that enables
them to reduce energy bills based on their energy consumption profiles. Besides,
the smart functions lead to not only reduced spending on energy but also position

smart meters as useful tools for nurturing a responsible energy consumption culture

[30].

Another essential function of a smart meter is the collection of multiple records of

various energy supply events. Specifically, other than collecting and storing energy
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consumption readings, a smart meter also collects real-time data regarding the status
of an energy grid [30]. Smart homeowners can use this information to identify various
events, such as energy supply interruptions, incorrect connections, and inefficient
voltages. This smart function benefits smart homeowners since it minimizes the
time required to detect and remediate faults and enhances the quality of energy

supply significantly [30].

Additionally, there are more essential functionalities of a smart meter [34] ;

e Power management: Having a smart meter can help the system maintain

its operation when the primary source of the energy supply is lost.

e Synchronization: This process involves transferring data collected by a smart
meter to a central hub or a collection system. It is also very important to ensure

that the transmission of data is reliable.

3.2.4 Smart Hub

A smart home hub is typically a hardware device that works seamlessly with a home
automation network. It can be used for monitoring and controlling the communica-
tion between various IoT devices that use different protocols such as Bluetooth and
Zigbee [8]. Additionally, having a smart home hub is beneficial if you're looking to
integrate various devices into one system. It allows them to interact with each other
using the same platform [47] . Moreover, a smart hub can collect and translates

different communication protocols from various IoT devices in a smart home [3] .

3.3 Data Flow Diagram

Data Flow Diagrams (DFDs) have been included in our thesis. The purpose is to
map out the data flow of the various conducted appliances. Four DFDs have been
made, where each diagram maps out how each device communicates and the data

flow when they perform their functionalities.
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After making the DFDs, we decided on what data flow we consider privacy sensitive
and having potential privacy issues. We marked the lines that follow the problematic
data in red. In addition, the red arrows identify the specific different appliances’
data flows exposed to various privacy threats. Shown on the DFDs, the problematic
functions and data flows are the ones that demand communication between the user
and the smart appliance. The functions that are done only inside of the smart
appliance (such as 4.0 Temperature prediction in the smart fridge DFD A.1) are not

considered problematic even though they use and store a lot of sensitive data.
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Figure 3.2: Smart Meter DFD

Figure 3.2 shows the created DFD for the Smart Meter, all other DFDs are found
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in the Appendix at A. All the squares with rounded corners are the functions of the
smart appliance. The normal squares are the entities involved in the data flow, and
the rectangle without the right line are databases. Making the DFDs was essential
to ensure that the architecture was correctly done and important for the Privacy

impact Analysis that was done after.
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Chapter 4

Privacy Impact Assessment

A privacy impact assessment (PIA) is used to detect and analyze privacy risks
throughout a system’s life cycle. Privacy impact assessment reveals the Personally
Identifiable Information (PII) gathered and how it will be handled, kept safe, and
shared.

Government agencies such as the EU require PIAs to be conducted before processing
PII|9]. In the United States of America, all federal agencies that develop technologies
used for collecting and maintaining PII are required to conduct a PIA [18], and
Australian Government agencies are required to perform a PIA for any projects
considered high privacy risk|[10]. PIAs are an excellent way to compile a list of the
PII types collected and show how it is moved around for what purposes and entities.

PIAs should also show how found privacy risks are mitigated.

In this PIA, the “Planning for Success: Privacy Impact Assessment Guide”[32] by
the Information, and Privacy Commissioner of Ontario was used as a base, along
with creating tables for all PII information collected in each of the smart appliances
systems. However, not everything from the guide was relevant to the PIA needed for
this assignment. Each smart appliance was analyzed individually as they all have
their system and are connected to the Internet. They are shown to be connected

through the Smart hub.
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All functions of the smart devices are predefined in the house architecture and shown

in the DFD diagrams.

The PIA process we used follows four key steps as listed below [32];

e Preliminary Analysis: Examine the system to determine if it involves col-
lecting, using, retaining, disclosing, security, or disposal of personal informa-

tion.

e System Analysis: Collect specific information about the system and who are
the players? What is the type of manner in which personal data is collected,

used, shared, or secured?

e Privacy Analysis: Using information from previous steps, identify potential
risks and impacts on privacy. Then, consider ways to reduce or eliminate risks

and assess the proposed privacy and security solutions.

e PIA Report: Document the findings and proposed privacy solutions. Then,
share the report with stakeholders for approval to implement recommended

solutions.

We have chosen to show the PIA of the Smart Meter and an explanation of how it

was done. The rest of the PIAs are in the Appendix B.
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4.1 Preliminary Analysis

The first step of a PIA is to ensure that the PIA is necessary. This is done by

investigating whether PII is collected, used, retained, disclosed, or disposed of and

identifying the type of PIL. These tables are taken from the “Planning for success”

guide.

The first question is on what types of information are collected.

Figure 4.1: Identify the kinds of information involved in the project (check all that apply).

process followed to aggregate, anonymize or de-identify the information and
whether it is possible to identify/re-identify individuals from that information.

Question Answer (YES,
NO,
UNKNOWN)
Information about individuals in their personal capacity YES
Information about individuals acting in their business, professional or official NO
capacity, for example, name, job title, and business contact information
Information about institutions, for example, for profit and not-for-profit institutions NO
and government institutions
Aggregated, anonymized or de-identified information. Outline in the row below the YES

devices used.

Smart meter owners have unique user identifiers, meaning that user's identities are anonymized. Each
user has a different smart meter ID, energy providers could identify users by using that ID.
Additionally, the consumption data collected by a smart meter are aggregated before it is sent to the
utility. Then, the utility can use some methods such as Non-intrusive Load Maonitoring (NILM) to

disaggregate these data which allows them to extract details about the energy consumption of

For this question, the smart appliances were primarily alike. They are made for

personal usage, and we will not focus on any business usage or aspects. The devices

also do not contain any information about profit, non-profit, or government institu-

tions. The different smart appliances differ in the aggregation/ de-identify methods

used and the reason for usage.
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The second question focuses on the usage of the data.

Figure 4.2: Identify the kinds of personal information that will be collected, used, retained,
disclosed, secured and disposed of (check all that apply).

Collect Use Retain Disclose Secure Dispose

List the types of personal information involved in the project and indicate in the columns on the right
whether this personal information will be collected, used, disclosed, retained, secured or disposed of.
-- (Add rows as necessary.) If third parties will be involved in the project, think about what they may
be doing with personal information as well. (Add rows as necessary.)

Smart meter ID X X X X X

Username & Password X X X X X
Users' location X X X X X
Meta data X X X X X X
Name, address, phone X X X X X

number

Account number X X X X
SM/consumer billing X X X X X

profile

Previous Billings X X X X

List each element of non-personal information that, when combined or linked, may enable
identification of an individual, and indicate in the columns on the right whether that information will
be collected, used, disclosed, retained, secured or disposed of. {(Add rows as- necessary.)

Usage data X X X X X
Usage pattern X X X X X
Householders X X X X
Power usage X X X X X
Subscription X X X X X

The list of personal information involved in the smart applications differs somewhat,
but they all have user login information, account, and appliance number. They also
have indirect personal information through appliance settings and usage patterns of
the devices. They also differ in what information is shared. For example, the smart
fridge can share a shopping list and authentication to a shopping and delivery service.
All appliances can communicate through the smart hub as well. For example, they

may share a change of power state to show that they entered “eco mode” or similar.

The self-made tables in B.2 and below describe the same information types more

with sensitivity level, origin, and what entities may access it.
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The third question asks for all whom information is collected about.

To whom does the personal information relate?
List all the individuals whose personal information will be involved in the project,

that is, the data subjects.

The user(s) / owner of the smart meter. Users are considered anyone living in
a house with a smart meter installed. Only the owner will be registered with

PII, such as name, address, billing information, etc.

This is the same for all smart home appliances. The user is the only one who has
their information collected. However, the user is considered a singular entity; this
is not always correct. For example, a smart house can have several inhabitants and
visitors who interact with the smart fridge or are registered by the thermostat’s
motion detectors. The appliance registries their usage, and all interactions would be
used to create usage patterns. In a sense, the usage pattern is about the household
and not the user. However, one cannot consider the information collected as PII of
other people in the house. One cannot determine who is recorded in a room or using

electricity.

This question involves what information is public. All the smart appliances have the

Figure 4.3: Public Records and Excluded Personal Information

Question Answer (YES,
NO,
UNKNOWN)
Identify any personal information that will be maintained for the purpose of creating a NONE

record that is available to the general public. What is the type of personal information,
and why and how is it made available to the general public? (Please explain in row

below.)

No personal information will be available to the public.

same answer here; none of the information collected will be available to the public.
All are private information for private use by the user and possibly the company

connected to the smart appliance.
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As shown on the tables, all the smart home appliances collect and use some form
of PII. Because of these reasons, the answer for if the PIA should be continued was

set to a yes.

Indicate whether or not you will proceed with the PIA process and the
reasons for your decision.

YES
The PIA process will continue as personal information is collected and used.
A PIA is a good way for the Master Thesis Report to examine how privacy

can be impacted and protected in a smart home.

All of the PIAs done implied that we should continue with the PIA. Later when

using a tool to perform a DPIA we got the same result.

4.2 System Analysis

4.2.1 Scope of PIA (Smart meter version)

This PIA review is for the smart meter considered in the smart home archi-
tecture created for our case used in the master thesis. The scope of the PTA
includes the Smart meter and its communication with other parties. The other
parties are the user, power suppliers, and communication with the smart hub.
Business aspects are considered out of scope as this master report focuses more
on the technical aspects. Moreover, the only legal aspects considered are the

GDPR as we are stationed in Europe.

This PIA has chosen to remove most business aspects, such as contracts with other
corporations, as this would add more complexities without helping find privacy issues

with the technologies.
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The scope is set similarly for all the appliances. However, the communication with
other parties differs, with the Smart Hub having all the different devices and the

Smart Meter having more communication for electricity payments.

4.2.2 Project Authority

Describe the regulatory and legal framework for the project (for exam-
ple, applicable legislation and regulations, bylaws, memoranda of understandings,
agreements, contracts and other relevant instruments).

All services that use, store or move personal data are under the regulation of

GDPR.

We, the writers, are stationed in Europe, where GDPR is the governing law consid-

ering PII.
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4.2.3 Project Characteristics

Figure 4.4: Identify key characteristics of the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves creating a new program, process, service, technology, information system or YES
other type of IT application
Involves a change to an existing program, process, service, technology, information NO

system or other type of IT application

Involves procuring goods or services NO
Involves outsourcing or contracting for services related to the collection, use,

disclosure, processing, retention, storage, security or disposal of personal NO
information

Involves developing a request for bids, proposals or services NO
Involves a process, system or technology for which the privacy risks are not known or YES

well documented

Involves creating an information system or database containing personal YES
information, and/or the matching, merging, combining or centralizing of databases

Involves information sharing (internal and external) YES
Involves the need to identify, authenticate or authorize users — public and/or internal YES
staff

Other activities that may impact privacy. (Please explain below.)

If you answered yes to any of the above, explain the identified process
or activity. Attach all relevant documentation to your completed Project Analysis

Questionnaire.
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1. The service is set up by us for a case study and has no previous PIA
assessments, so all programs, processes, and services can be considered new.
2. The privacy issues with smart homes and, by extension, a smart meter are
not well documented/explored, and smart home devices are ever-increasing in
complexity.

3. A user interaction database is stored on the device itself and user data in
the clouds needed to service the user.

4. Information is shared between the smart meter and the user and between
the smart meter and the smart hub (change of state or order to change state).
5. Users will have to use login credentials to connect to the smart meter from

outside the same network and access cloud services.

The key characteristics of the project were considered based on how we thought it
would look. A lot of the project was planned using the DFD diagram, but some
aspects were not considered before the PIA was considered, and then some aspects
were reconsidered. There was a big focus on privacy, and having the architecture of
the smart house focused on not inviting third parties unless they can bring another

service to the user.
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Figure 4.5: Identify any changes that will result from the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves a change in business owner NO
Involves a change to legislative authority NO
Involves procuring goods or services NO
Involves a change in users (internal and external) of a related process or system
NO
Involves a change in partners or service providers (internal and external) NO
Invalves a change in the amount, type of or ways that personal information is NO
collected, used, disclosed, retained, secured or disposed of
Involves a change to the purposes for which personal information will be collected, NO
used or disclosed
Involves a change from direct to indirect collection of personal information NO
Involves a change in roles and responsibilities, that is, who can do what, when, NO
where, why and how with personal information
Invalves a change to, or elimination of, existing practices of anonymizing or de- NO
identifying information
Involves a change in the process or technology used to collect, use, disclose, retain, NO
secure or dispose of personal information, for example, hardware and software
Invalves a change to an information system or database containing personal NO
information
Invalves a change of medium or service delivery channels, for example, the NO
automation of manual process, conversion from paper to electronic records or the,
creation of a new website to provide services to clients
Involves a change in the security requirements or measures NO
Other (Please specify change or proposed change below.) NO
The answer is no to all of them as there are no changes made.
(Might change to all yes as everything is new)

The reason all the boxes were set as “NO” is that this is the creation of a new system
and no changes are made as there was nothing to change. privacy impact assessment
is required to happen when creating new technologies and when major changes are

made, that is why we chose to set all of these as no.

If you answered yes to any of the above, explain the change, that is, what
specifically will change and why it is necessary. Attach all relevant documentation

to your completed Project Analysis Questionnaire.
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NA

Document any additional business processes identified from your analysis
of the factors identified in the guide. Attach all relevant documentation to your
completed Project Analysis Questionnaire.

NA

As stated, we do not focus on business processes as it complicates without
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4.2.4 Technology

These questions consider the technologies used in the project.

Figure 4.6: Identify technology-related characteristics of the project (check all that apply).

Question Answer (YES, NO,
UNKNOWN)
Involves technology designed to monitor, track, or observe YES

an individual or their transactions, for example, video
cameras, cell phones and geospatial or location-based

services

Involves logging information, usage or preferences, for YES
example, IP addresses, traffic data, access, or transaction
logs, cookies, or other mechanisms for recording an
individual's use of technology

Involves public-facing Internet communications, services YES
or transactions, including websites, blogs, forums, bulletin
boards, or social media

Involves using analytics or performance measurements, YES
for example, web analytics, social media analytics, or
business intelligence tools

Involves processing or storing personal information in a YES
virtual environment, for example, cloud computing

Involves acquiring, or customizing, commercial software, NO
hardware or IT support services by external vendors

Involves developing, or customizing, software, hardware or YES
IT support services “in-house”

Involves creating information systems or other types of IT NO
applications that will be populated by others, for example,
clients of system or service will supply information

Involves a system or application that will automatically YES
collect, use, disclose or retain personal information

Other (Please explain below.)

If you answered yes to any of the above, provide an explanation of the
technology (that is, purposes, why necessary and how used). Include your answers
to the technology questions in the guide. Attach all relevant documentation to your

completed Project Analysis Questionnaire.
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1. The smart meter has been developed with some technology that provides
power suppliers with the ability to know users’/smart meter locations. In
addition, the smart meter will measure overall users’ power usage and then
generate billing based on that.

2. Smart meter users have logging information to log in to the web portal to
monitor their power usage outside of their homes.

3. The smart meter does involve public-facing internet communication and
services, where users’ power consumption transfers from the smart meter to
the power suppliers.

4. The smart meter involves using analytics and performance measurements.
First, it measures users’ power consumption usage. Additionally, the smart
meter can analyze power used each hour, and by using analytics, it can detect
any data tampering.

5. The smart meter data will be stored in a cloud-based service, where users
can access data via their phones.

6. The smart meter and its software are created and owned by the same
company.

7. The smart meter automatically collects user power usage, uses the collected

data and transfers it to the power suppliers, and retains it.

We went through each smart appliance and figured out what technologies they in-
cluded. Except for the smart hub, all appliances contained technologies for moni-
toring or tracking an individual. However, the technologies used for that differ. All

of the other boxes have the same answer for all of the boxes; however, the reasons

differ.
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4.2.5 Roles and Responsibilities

This part focuses on the roles and responsibilities and what entities contain them.

Figure 4.7: List other institutions or other third parties involved in developing or imple-
menting the project and describe their role.

INSTITUTION/THIRD PARTY PROJECT ROLE

The smart hub Can be used to monitor and control

communication between the smart meter and
other smart appliances.

Cloud services Smart meter data will be collected then
transferred to the cloud services where users can
remotely access these data via phone when they

are outside their smart home.

List all institutions or other third parties that will collect, use/process,
retain, store, disclose secure or dispose of personal information on behalf
of your institution

None The Smart Hub does collect, use/process, retain, store, disclose and
dispose of data; however, this is not considered as “on behalf of your institu-
tion(the smart meter supplier)” as this is a secondary and optional function

that the owner decides on using.

We decided that a smart hub connected would count as a third party, but it gives
new functionalities and does not collect or process the smart meter’s data. And the
cloud connection is considered part of the smart meter service and not delivered by

a third party.

Identify any location outside of the EU where personal information may
be retained or stored, and the third parties involved.

No personal information will be stored or retained outside the EU.

All data will be stored in the EU for ease of the project and compliance with the
GDPR.

39



List all other parties that will have access to, or use, the personal information,
for example, other program areas, I'T staff, legal counsel, etc.

No other parties will have access to or use personal information.
In this context, we set the rules so that no other parties can access the PI.

Identify how other institutions or third parties will be bound to follow
relevant privacy and security requirements (check all that apply).

NA

As we are not considering any other third parties, this is irrelevant.

4.2.6 Relevant Information

Document what and how all types of information relate to each business
process and activity relevant to the project. Consider the factors identified
in the guide. Attach all related documentation to your completed Project Analysis
Questionnaire.

NA

As mentioned we do not put focus on the business aspects.

4.2.7 Personal Information Flows

Document, in detail, the lifecycle of the personal information involved
in the project in a manner that suits the project’s and your institution’s
needs. This can be done by an information flow table or diagram. Specify the
personal information involved in the project from creation and collection to final
disposition. Attach any documentation needed to support your definition of per-

sonal information flow throughout the project to your completed Project Analysis
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Questionnaire.

________________________________________________________________________________________________________________________________|
See DFD diagram 3.2 and extra tables included in section B.4

The Data Flow Diagrams show how the data moves. Moreover, the tables under-

neath show how the information is collected and used.

4.3 Personal Information Table

We created tables of all the personal information that was generated or exchanged
for each of the smart appliances. All of the tables are placed here B.1 in the ap-
pendix. Each smart appliance has several tables for where the PI is generated or
exchanged. The tables contain the Parameter or type of PI along with its descrip-
tion and sensitivity, origin and who uses the PI. As we have done with the PIA we

will only show the Smart Meters tables here.
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PIA of smart meter

User account

Parameter Description/sensitivity Origin Consumer
Login User identifier Created by user | User
(Not sensitive) Billing server
Web-portal
App server
Password User password Created by user | User User
(High sensitive) Billing server
Web-portal
App server
Name, account holder’s details (name, | SM owner Billing server
address, address, phone number) App server
phone number | (High sensitive) can be
combined with payment methods
Account Unique account number for SM | App server SM owner
number owner App server
(Low sensitive) Web-portal

Billing server

42




PIA of smart meter

Daily Usage

Parameter Description/sensitivity Origin Consumer

Usage pattern Traceable power usage patterns | Power suppliers SM owner
and householder behaviors
(High sensitive)

Householders Gives ability to the suppliers to | SM owner SM owner
know when users are most active
(High sensitive)

Power usage provides used power SM owner householders,
Current price SM owner
current total price of power used
(Moderate sensitivity)

PIA of smart meter
User subscription

Parameter Description/sensitivity Origin Consumer

SM type and SM information Manufacturer App server

serial number (Low Sensitivity)

Subscription Subscription type, SM owner App server
Subscription demands
(Low Sensitivity)

Subscriber’s User’s Full name SM owner Billing server

Name (High Sensitivity)

Address User’s Country, City, State, | SM owner Billing and App
Street servers
(Moderate Sensitivity)

User’s Phone number of SM owner SM owner Billing and App

phone number (Moderate Sensitivity) servers
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PIA of smart meter

Billing Details

Parameter Description/sensitivity Origin Consumer

SM ID SM identification, identifies users | Provided by SM owner
(Low sensitive) suppliers

SM/consumer Payment methods SM owner SM owner

billing profile (High sensitive)

Previous Billings | List of previous bills SM owner SM owner

(High sensitive)

Power providers

Power providers

PIA of smart meter

Attachment to Web-portal

Parameter Description/sensitivity Origin Consumer
Account number | User account number Account server App server
when created via SM owner Web-portal
(Moderate Sensitivity)
SM Unique identifier for the SM SM SM owner
Serial number (Moderate Sensitivity) manufacturer App server
Web-portal
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4.4 Smart Meter Privacy

The data from a Smart meter can either be privacy-sensitive or non-sensitive. Usage
pattern data are, for instance, classified as privacy-sensitive, whereas the general
information about the smart meter itself is classified as non-privacy sensitive |7].
The smart meter does not send the actual power usage even though it is connected
to the utility. Still, it might send information about how smart appliances have been

used and which time the householders have utilized all different devices.

Additionally, the utility could also be fetched this information if it is not adequately
secured. For instance, if we assume that there is someone in the middle and intercept
this data from the consumption values, then they will be able to see which equipment
is running inside the household at different time intervals. Therefore, utilities must

secure their customers’ data to prevent data leakage issues.

In figure 4.8, we can see an actual example of a privacy violation when a utility
collects energy consumption data from a smart meter in a customer’s house [64].
The data shown in the figure shows customers’ activities that can be collected and
combined with other relevant information that allows the utility to trace the energy
usage patterns and identify customers’ behaviors. Furthermore, as we can see in the
figure, the data collected identify when customers are active and inactive. Therefore,
it is always essential to think about customers’ privacy protection and how it should

be preserved when SMs are deployed [64].
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Figure 4.8: SM reading per minute [64]

4.4.1 SM Data Inference

Non-Intrusive Load Monitoring (NILM) is used to gather more data about users.
NILM makes it possible to derive information such as users’ behavior and their lo-
cations, the appliances they have at home, and the total electricity they use [7].
Moreover, NILM can divide the energy data into various categories: appliances,
lighting, cooking, heating, and hot water. Based on these categories, the utility
company uses disaggregation techniques to extract details about the energy con-
sumption of each device of an individual household. If we assume that someone

gains access to this data, then they will be able to figure out what appliances are

being used and how often |[7].
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4.5 Privacy and Usability

Privacy and usability do not concur with one another. There is always a difference.
Privacy refers to the scenario where an individual’s information and life are not
exposed when they do not want it exposed. Identical to the systems, it is terrible
for the information that was meant to be private to be exposed to unauthorized
people. Therefore, privacy is the act of being accountable for one’s information
[29]. Usability is the process of operating a device, or a technology [59]. There is
a conflict between usability and privacy, and most people base their concerns more

on usability.

Besides, if data will be secured in a PIA analysis on smart meters in smart homes is
critical in ensuring data privacy. Smart meters are usually connected to the home’s
electrical grid and collect data on electricity usage. Such data can improve energy

efficiency and help utilities manage demand [16].

However, if this data is not correctly secured, it could be accessed by unauthorized
individuals who could use it for nefarious purposes. Therefore, any PIA conducted
on smart meters must include an assessment of the security measures to protect the
data collected by these devices. Only by assuming that data will be secured can one
ensure that it will be. The other assumption is that the system properly anticipates
the privacy impacts of introducing smart metering, remote communication, and
control capabilities to domestic consumers. Then, the provider manages and designs
the solution to provide for adequate controls over personal information, including

new controls governance.

4.6 PIA Tools

To ensure that the manual PTA was correct, we decided to use a PIA tool to compare
our manual PIA with the outcome from a tool. If the outcome from the tools differs

mainly from the work we have done, it can indicate something wrong. The tools
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could also show where work would have to be done in business and legal aspects,
which we have considered out of scope. The tool was only used on the smart fridge.
If the results from the PIA done using a tool were the same as what we got from the

manual PIA, then the manual PIA was done correctly, and the result was correct.

4.6.1 Tool Selection

Several online services that offer PIAs (or DPIAs) were considered before we decided
to use CyberComply by Vigilant Software. They were used as they provided a free
trial on their tools for DPIA, risk assessments, and more. We also chose CyberCom-
ply as it included a privacy risk assessment in the DPIA with controls from sets
such as Essential Cybersecurity Controls, ISO 27001, NIST 800-53, SOC 2 TSC,

and more.

4.6.2 CyberComply

The CyberComply DPIA was done by answering a questionnaire divided into six
parts. The first two describe the project and identify the need for the DPIA. Then
there are questions on the necessity and proportionality of the processing of the PI.

The last two parts are the privacy risk assessment and review of the DPIA.

We set the amount of data subjects as 0-10 because we considered the subjects to
be one household compared to the entire user base (hover many households) of the

appliance.

CyberComply faults

When the PTA was done with everything except the privacy risk assessments, the risk
assessment we were trying to use was faulty and would not save any risk scenarios.
Therefore, the generated DPIA report does not include any of the privacy risk

assessments with accompanying controls.
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4.6.3 Comparisons

The results are shown through the generated report posted in the appendix, see C.
The DPIA was shown as necessary by the first two question parts. Again, this is
consistent with the manual PIA that we did.

Several of the questions were similar enough that the answer was the same. How-
ever, there were more questions included that showed our lack of expertise, such as
question 4 in the Context of Processing part “To what extent are individuals
likely to expect the processing?”’ It also shows our lack of planning in the codes

of practices.

The CyberComply DPIA included more questions in connection to GDPR. The
questions were answered as well as possible with the limitation of the writers not
being lawyers and the project being made for the master project, so some aspects

are not considered out as they are considered out of scope.

The DPIA report shows where future work would have to be done for a real product.
It also shows that on the aspects set as inside the scope of the master thesis, the

manually done PIAs are on the right path correct.

The DPIA would have been a big help in the privacy risk assessment. However,
during the work on the project, it was not fixed in a timely enough manner to be
used. A less effective risk assessment was done using CyberComplys’ risk assessment

tool. The generated report from that is in the appendix D.
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4.6.4 Privacy Risk Assessment

As mentioned 4.6.2 the DPIA tool from CyberComply did not work when trying to
create a Privacy Risk Assessment for the DPIA.

However, as it seemed like an excellent way to create a list of vulnerabilities and
subsequent controls, we tried to use the normal risk assessment tools CyberComply
had based on specific assets. This risk assessment does not focus on privacy as the
one in the DPIA would. However, as the latter did not work, the second-best was

chosen.

The choice was made to still focus on privacy as this is the focus of the master
thesis. Consequently, any vulnerability that was not considered to affect privacy

specifically would not be included.

The risk assessment tool was based on assets, whereas the privacy risk assessment

was scenario-based. This made it harder to connect it to the DPIA.

The risk analysis contained extensive lists of possible threats, vulnerabilities, and
controls. The risk analysis was done by using the tool to go through the list of
threats and adding the ones we considered relevant for privacy issues. Then we
added the vulnerabilities that could be connected to the threat. Lastly, the controls
to mitigate the vulnerabilities were added. The controls were from ISO 27001, 27018,
27032, SOC 2 TSC, NIST 800-53, CSA CCM v3, Cyber Essentials, and ECC 2018
publications. The tool also included the function to add risk level by using a matrix
table (see figure 4.9) with the outcome and likelihood combined to give the risk
score. The table could be made before and after controls were introduced to show
the effect of the controls. However, this was not done as we combined all the threats,

vulnerabilities, and controls.
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4.7 PIA and DPIA Reflections

The personal information sent in transit for each smart appliance is quite similar.
Therefore, the threats and vulnerabilities could be mostly the same between devices

when doing the risk analysis.
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Chapter 5

Privacy Improvement Methods

This chapter will discuss newer technologies being developed or are waiting for their
implementation to be normalized. The technologies will be explained; what are they,
what problems they solve, or weaknesses they mitigate. Then the feasibility of the

technology will be discussed in the view of smart homes.

5.1 Authentication Protocol

Related to our case, many researchers have proposed various authentication proto-
cols that can be used to secure the communication between users and smart devices
in smart home environments. Santoso et al. [52] proposed a secure authentication
protocol with the help of Elliptic Curve Cryptography (ECC). Unfortunately,
some authors |5, 20| claimed that the proposed protocol by Santoso et al. [52] fails
to provide users anonymity and non-traceability. Additionally, they meant that the
protocol is vulnerable to smart card and privileged-insider attacks. Dey et al. [17]

proposed a protocol based on a session key for the smart home by using public-key

cryptography.

Additionally, they claimed that their proposed protocol was immune to various

attacks, such as message replay, message-forgery, device compromise, and man-in-
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the-middle (MITM). However, several researchers |23, 43| claimed that the proposed
protocol by Dey et al. [17] was not flawless as it was meant to be. They claimed
that the protocol proposed does not provide confidentiality and anonymity, fails to

ensure message freshness, and at last, it is not immune against known-key attacks

[23, 43].

Although most proposed protocols are based on asymmetric key cryptography, this
is considered ideal for low-capacity devices. However, they are still not acceptable

for the smart devices due those protocols are too computationally expensive [15].

Xiang et al. [62| proposed a protocol for the smart home environment, where they
claim that their protocol ensures mutual authentication and data integrity. However,
another study claims that the protocol provided by Xiang and Zheng [62] does not
provide secure mutual authentication and is vulnerable to session key disclosure

attacks, impersonation, and stolen smart device [412].

Moreover, the study suggests a solution to improve security flaws of the protocol
where they propose a secure and lightweight authentication protocol for IoT-based

smart homes. The improved protocol consists of four various phases [412];

1. Initialization: In this phase, a Registering Authority generates a master key
Kpr4 and both smart device and gateway will have a unique identity, 1 Dgsp,
and ID¢g. Additionally, the smart device will have a secret key Kgp. This
process must be done before the gateway and smart device is deployed in the

smart home.

2. Registration: This phase consists of details registering the smart devices and
users. Smart devices have to be registered by the registering authority (RA)

to provide services to users.

For Smart device registration, the first step is that smart device generates
a random number rgp and computes a pseudo-identity PIDgp, which is the
hash of the smart device ID concatenated with the randomly generated number
PIDgp = h( IDgpl|rsp ). Then the smart device sends the PIDgp along
with rgp to the registering authority. On the RA side, RA generates a random
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number as well 7z 4; then it computes the key shared between the gateway
and the smart device Kgsp = h(PIDgsp || Kgra || 7ra ), which is the hash
function of the pseudo-identity of the smart device, the key of RA, and the
random number generated of RA. Then, RA stores PIDgsp, Kgsp, and rsp
in the home gateway’s database and sends Kggsp to SD. Lastly, after receiving
the message from Ra, SD computes By = rgp ©h(IDgp || Ksp ) and By
= Kgsp ®h(rsp || Ksp ), then SD stores the computed values along with
pseudo-identity of SD in the memory. This process is illustrated in figure 5.1.

Smart device (SD) Registration authority (RA) |

Generates rsp
Computes
PIDsp = h(IDspl||rsp)
{PIDsp.rsp}

Generates rg 4

Computes

Kgsp = h(PIDsp||Kgal|rra)

Stores {PIDsp, Kgsp, rsp } in HGW's database
{Kcsp}

Computes

By = rsp & h(IDsp||Ksp)

By = Kgsp & h(rsp||Ksp)

Stores { By, By, PIDsp} in the memory

Figure 5.1: Smart Device Registration [12]

The second part is Mobil user (MU) registration at RA. In the beginning MU
selects its identity ( /Dy ) and password ( PWyp ), then it generates a 7y
and computes PID ;. Moreover, MU sends its pseudo-identity to RA. At the
RA side, RA computes a key Kj;pyg that is shared between the mobile user
and the gateway and RIDj;y. Then, RA stores the received message from
MU which is PID);y along with the computed values Ky;py¢ and RID )y in
the gateway’s database. Further, RA sends the computed values K,y and
RIDyp to MU. After received the message from RA;, MU computes H PW s,
Ay, As, Az, Ay, Then, it stores Ay, As, Az, Ay along with its computed pseudo-
identity PID);y in the mobile device. This protocol is illustrated below in

figure 5.2.
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[ Mobile user (MU) Registration authority (RA)

Selects IDM (I P WMU
Generates a random number ryq

Computes PIDyy = h(IDyul|rmu)
{PIDpu }
Computes
Kyuc = h(PIDyul|Kgallrra)
RIDpu = h(PIDyu||Knuc)
Stores { PID gy, RID 1, Kyug b in HGW's database
{Knu RID vy }
Computes

HPWyqp = h(PWa||raau)

Ay = ryu & h(1Dvmu||PWau)

Ay = h{IDpqus | |PWagu| [raau || HP W)

Az = RIDpu @ h(ryu || HPWy)

A_| = KMI'JG & ;J‘(RJ'.DMu| |HPWMH}

Stores { A1, A, Az, As, PIDpg } in the mobile device

Figure 5.2: Mobil User Registration [12]

3. Authentication And Key Agreement: In this phase, an authentication
key establishment will be executed to authenticate the gateway, smart device,

and the user and establish a session key between the smart device and user.

The initial step in this phase is that MU inputs its identity ( 1D,U ) and pass-
word ( PWyp ). Then, MU computes a random number ( ry ), HPW)yy,
Aj. Next, MU verifies if A} is equal to A, if the verification is satisfied MU
generates a random nonce (RNy ) and computes RIDyy, Ky, My, Ch,

and Vy;p. Then, MU sends ( PIDyy, My, Cy, and Vi ) to the HGW.

When the HGW receive the message from MU, the HGW retrieves RI D,,;U and
K e corresponding to PID . Then, it computes ( RNy, || PID%p ) and
Viyu. Furthermore, it checks if V;y is equal Vip. If equal the HGW retrieves
Kasp and rgp corresponding to PIDgp and generates RNg. Moreover, the
HGW computes My, M3, h(IDyy || RNyw), Co, and V. Lastly, it sends
PIDyy, M3, Cy and Vypa to SD.

Upon receiving the message, SD computes rsp, Kgsp, M3, Vijue. Then,
it checks if Vy;u¢ = Vamue and the statement is valid, SD generates RNgD.
Next, SD computes (h(IDyU || RNyU || h (IDg || RNg)), a session key SK,
My, and Vsp. Finally, SD sends My, Vsp to the HGW.

When the HGW receive the message from SD, it computes h ( I Dgp || RNsp
), V&p. Then, HGW checks if V&p = Vgp. Then it computes SK, PID"y,
RIDY"y, Ms, Vasp. Then it stores PI Dy, RIDyy with PIDYY g, RIDV
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in HGW’s database. Finally, it sends M5,Vgsp to MU.

Upon reciving the message, MU computes PID3"y, (h(IDg || RNg || h (
IDsp || RNsp || PID¥"y ), and Vigp. Then, its checks if Visp = Vasp.
After that, MU computes SK and updates RID}f"y, A5, A}*”. Then,
it replaces As, Ay, PIDyy to A3V, A}, PID}{"y in MD. Moreover, it
computes Mg and sends it to HGW.

Upon receiving the message, HGW computes M and checks if Mg = Mg. If
the statement is correct, it deletes the stored PI Dy, RI D),y in the database.

This protocol is illustrated in figure 5.3.

Mobile user (MU Home gateway (HGW] Senart device (50
{A1, A2, As As PIDwu } {(PIDssur, RIDwawr, Knuc), [PIDsp, Keso, rso). IDc | {Bi B2, PIDsp |

Tnputs TDqu, PP agur
Computes
= Ay & h(IDyy||PWy)
atr = h(PWygn|[raaur)
A3 = BUID yare || PWages || ages || HPWagyr)

cl e .RN“L.HPID;”\

Retrieves RIDyy and Kyyc corrsponding to PIDyy
PIDZy) = Ma & b PIDsu| | RIDssu] [ Kuuusc)
(P Daee || RID pare || BN || PID o | Knarrc)

Generates RNz

Computes

Mz = h{ RNwmu|[RNG)

My =J'r|J"fD-._-J| Kosollrsp) @
b

({1 Dy RN )| [0 D ]| RN
PID|| Mz | [Kaso |

WKspllrsa)

Computes
rep = By & h{IDsp||Ksp)
s t(ren||Ksp)
h( PIDsp| [Kesnllrso)
= M(PIDa M3 [Kesp)
ks Vipe = Ve
verates RNsp
Computes
({1 Daaer| | RNagu) || 1D | | RNG ) ) h(Keso||rsp)
SK = h{h{ 1D qy; IR Ny )| |1 ID | |RNG) b IDgp | |[RNep ) )
M, = WPIDgp||Kep|lrsp) @ h{1Dsp| | RNgp)
Dl |PIDsp] | M3 | |( I Dsp ][R Nsp )| | Keso)

Computes.
H(IDp||RNsp) PIDsp||Kesplifsn)
Vi, —rumo“um:uJJ | My (1D | RNs) | K o)

Checks Vi, 2 Vsp
Computes.
SK = hih(IDauu R-Um_-l\l.lw (1D [RNe) [ Dsol| RNso})

wre)
) & (h{ 10| RNG ) | (I D || RNs) || PIDG

= h{PID | | RN |1 1D || RNG )| | 1 s || RNsp) || PLD g
fu..n-.mow RIDyp} with {PIDY, RIDSS } in HGW's database
[,

( PID | |R Nars)
RN;I (1D n.m_,.u

I RID || RNges)
ol RN ) || PIDSE [ Karuac)

Comput

S~ H{{ Dy | RNy (1D | RN ) D | RN )

Updates
D

ngp aces im'm PIDas feofa IO} in the mobile deviee

M, = J..smwm-r- )
{Me)

Computes.

M; = h(SK|[PIDF7E)

Cheeks M < My

1§ it is cormées, deletes {PIDy; RIDy ) in the database

Figure 5.3: Authentication and key agreement phase [12]
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4. password update: In this phase, users can update their passwords individu-
ally. Users have to send their ID and the old password through a secure channel
to mobile devices. Then the mobile device will compute a random number for
the user and will do some computation to verify whether the information re-
ceived is correct or not. If the information provided is accurate, the mobile
device will send an authentication message to the user. Then, the user will
be able to update their password, and the mobile device will then replace old

passwords with the new ones entered. This phase is illustrated in figure 5.4

| Mobile user (ML) Mobile device |

Inputs 1Dy, PW!U\HI

{1Dmu PW }

Computes
Famr = Ay @ h(TD || PWEH )
HPWyqy = h(PWEH, |ran)
A3 = h(IDpul [PWyy | Iru | | HPWagu)
Checks A3 = A,
Authentication
Inputs PWigT
{PWi}
Computes
RIDyy = As @ hirpu|[HPWyy)
Kpuc = Ag & h(RIDpy| [HP W)
HPWyg; = h{(PWg | Irau)
AL = ryqu @ h(IDp | |PWIE)
A3Y = h(IDpq| |PWRS | || [HPW S )
A}* = RIDyy & h(rau|[HPW},)
A}* = Ky © h(RID gy |[HPWE )
Replaces {Aq, Az, A3, A4, PIDpr } with { A7, A", A:;',Ar, PIDpus}

Figure 5.4: Password update phase [12]

5.2 Homomorphic Encryption

Homomorphic Encryption is an encryption technique where the data can be com-
puted while in its encrypted state. This allows a user to encrypt their data, send
it and have a third party compute the data without having the ability to read it,
thereby upholding the confidentiality of the data. The user can then be sent the
resulting data (still encrypted) and decrypt it to be able to read the results|[411]|. The
results from the encrypted data are the same as if the computations were done in

plaintext[44].
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Homomorphic Encryption can be divided into three main groups depending on what

operations can be performed on the encrypted data.

e Partially Homomorphic Encryption (PHE) PHE can only be used for algo-
rithms that only use addition or multiplications, but the amount of times the

calculation can be used is unlimited[1].

e Somewhat Homomorphic Encryption (SWHE) SWHE can be used when both
addition and multiplication are needed. However, the number of times the
calculations can be done is limited because the cipher text increases with each

homomorphic operation|1].

e Fully Homomorphic Encryption (FHE) FHE can both be used for addition and
multiplication and support an arbitrary number of calculations|1]. FHE comes

with the problem of having a higher operations cost than the two other groups.

Homomorphic Encryption increases privacy compared to normal Advanced Encryp-
tion Standard (AES) encryption as AES encryption could only be used for data

transition but not during operations.

In the article, “Homomorphic Encryption and Network Coding in IoT Architectures:
Advantages and Future Challenges|[44|” a comparison is made for different Encryp-

tions based on: Size, Privacy, Possible operations, Complexity, and Execution time.

o8



O No encryption RSA/AES 0O Paillier FV FHE
Size

A

Execution time Privacy

Complexity Possible operations

Figure 5.5: Comparison of different encryption techniques [44]

Fan and Vercauteren (FV) is a SHE algorithm, and Paillier is equivalent to PHE.

As shown, all the different Homomorphic Encryptions have the same level of pri-
vacy. The difference between the HEs comes in all the other metrics. HE can give
a higher level of privacy than AES and goes from 0 to several possible operations.
The execution time is an area where the Homomorphic Encryptions fall short with
the high computational cost compared to all the other methods, with the Fully Ho-
momorphic Encryption being the most costly. HEs also struggle with the ciphertext

size, as shown in the figure 5.5.

Homomorphic Encryption in a smart home can be used to send personal data to a
third party and have them perform computations on the encrypted data. This could
be done for several reasons; the third party has more computational power, and the
third party may combine several pieces of data from different devices. For example,

the third party may be your phone, a computer, or a cloud service.
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5.3 Random Linear Network Coding

Homomorphic Encryption extends the cipher texts, thereby increasing the messages
having to be sent. However, network Coding (herby abbreviated to NC) works on
cutting down on the network traffic. This section will focus more specifically on the

NC scheme, Random Linear Network Coding (RLNC)[44].

In a classical store-and-forward route, the message is broken down into smaller blocks
before being sent. RLNC differs in that it does not send the broken blocks of the
message after. Instead, RLNC takes the broken blocks and blends them using an
algorithm into coded packets. Then, several groups of mixed packets can be used
to recombine the original data. Using the standard method, the packets would all
have to come in the correct order, and if n packet is missing, n packet is the one that
must be received through new sendings. However, if RLNC lost a packet, it would
have more packets that could be sent again and still recover the original data. This
makes RLNC impervious to the coupon collector problem|44]. As RLNC can use a
different packet than the lost one, it can have a small number of extra packets sent
when sending the data the first time. This would lead the message not to be sent
from the start again as it would have to with the traditional approach. The strain

on the bandwidth would be lowered, and latency will decrease.
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RLNC: The Technology

Data broken into pieces Mixtures created from pieces

K-piece data set > K pieces Any node can create mixtures
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Only these pieces will do -l:l‘H]..
ot
.+. x:‘f@"."' Any K mixtures will do
# I I |

: codeon

Figure 5.6: Explanation of RLNC from|[12]

Figure 5.6 shows the data is broken up into pieces and mixed. And how they can

be combined back into the original data using several different combinations.

RLNC (and by extension NC) has one significant security flaw, which is vulnerable to
pollution attacks[58]. However, this can be solved by using homomorphic encryption.
Another problem with RLNC is that as it needs to mix the pieces, it requires extra

computational power before it can send the message.

5.4 Securing the Gateway in Smart Home Using Blockchain

The gateway used to control and monitor the SH is a network that enables multiple
devices to communicate with one another. This could expose the data collected
by these devices to unauthorized individuals. This could cause users’ privacy to
be violated, and it could cause device malfunctions. In addition, without security
standards, the various services that are available to users through the SH will not
be able to be seamlessly integrated. This is why the various security measures that

are required for the gateway must be implemented [35].
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Confidentiality, integrity, and authentication are some security requirements for

gateways in a SH [35].

e Confidentiality: SH networks collect and retain various data, including sen-
sitive information about users. Access to this data should be restricted to only
authorized individuals. To ensure that this information is secure, blockchain

technology can be conducted.

e Integrity: No falsification must occur during data transfer when data is trans-
mitted and received between each configuration. The hash function decreases
the probability of this data being falsified and enables the monitoring and

verification of precisely what information is collected.

e Authentication: Authentication in SH network configurations prevents an
outside attacker from doing harmful actions inside a conventional network.
Blockchain can be used to verify that the network is a legitimate member and
may take advantage of the ability to check it at a specific moment to enable

the proper configuration of the SH network.

The use of blockchain technology in SH gateways is critical to ensuring the integrity
and security of data being sent between devices. As a centralized network, the SH
network may be adapted to a distributed network by utilizing blockchain at the cloud
layer [35]. A SH gateway based on blockchain comprises three layers: the device
layer, the gateway layer, and the cloud layer. The device layer includes sensors and
devices that monitor and collect data in the network environment. The device layer’s
data is stored in the gateway layer, providing it to users as needed. The gateway’s
ID and the data processed by each gateway are registered in the blockchain at the
cloud layer’s third layer. Users may access information at any time and from any
location, thanks to the sharing of blocks [35]. The figure 5.7 illustrates how it is
supposed to be.
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Figure 5.7: A smart home gateway based on Blockchain [35]

Figure 5.8 depicts the suggested architecture’s flowchart proposed in [35], which
enables data from devices at the end to be gathered, registered in the blockchain,
and suitably displayed to users. To gather and transmit data to the user, the
acquired data goes through hash value processing, and formatting creates blocks
and verifies them regularly to ensure integrity even if data falsification happens.
Continuous data analysis and quality maintenance are required to provide relevant

information.
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Figure 5.8: Flow of blockchain for smart home gateway [35]
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5.4.1 Data Collecting And Identifying Gateway Devices

SM IoT devices are linked to a single gateway, where each connected device grants
its unique ID. As a result, the devices and gateways can perform encryption and
decryption operations using public-key infrastructure (PKI) and Secure Hash Algo-
rithm 2 (SHA-2) [35]. The proposed processes for device and gateway registrations

protocol are illustrated in the figure 5.9 below.

I
1. Request for D, ID ‘

2. Encrypt Gateway ID with PK

3. Decrypt Gateway 1D ‘

4. Encrypt D, IDSHAZkey with PK
‘ 5. Decrypt D, ID |
6 Verity D,0 |

| 7. Register Gateway ID with D, ID |

8. Request for D, Data ‘
9. Encrypt Request with SHA2

‘ 10. Decrypt Request ‘
11. Encrypt Data with SHA2

‘ 12. Decrypt Data and Store |
'

Figure 5.9: Device Identification and data collection [35]

1. In the first message, the Gateway sends an ID request for the connected devices.

2. Then, the gateway encrypts its ID with the help of the pre-shared key between
the gateway and the device D,, and sends it to D,,.

3. In the third message, D, decrypts the received message from the gateway,

which contains the gateway’s ID and requests.
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4. In the following message, the device D,, computes its ID and encrypts it along

with the SHA-2 key. Then, the message is sent to the gateway.

5. In the fifth and sixth message, the gateway decrypts the message received from

the device D,, then verifies the device ID.

6. In the following message, the gateway sends and stores the verified ID of D,, in
the cloud. Additionally, the gateway and the cloud communicate periodically

to update registered devices’ IDs.

7. In the eighth and ninth message, the gateway sends a data request to device
D,,. The requested data are data that have been collected from the devices.
Then, the gateway encrypts its request with the hash algorithm SHA-2 and
sends it to D,,.

8. Next, in the tenth and eleventh message, the device D,, decrypts the message
received from the gateway. Then, the device D,, replays to the request with

its data encrypted with SHA-2 and sends it to the gateway.

9. In the final message, the gateway decrypts the message received from device
D,,, which contains the data collected from the device. Then, the gateway
stores the decrypted data from D,,.

5.4.2 Blockchain Based Gateway Data Management

A blockchain-based network ensures the integrity of the transmitted and stored
data. The data generated by the network’s end nodes can be stored using the
SHA-3 algorithm. This method is based on the necessary information generated
by the end nodes. Cloud-based blockchain then compares those blocks in real-time
and verifies data by checking if there is a tampered block in the chain [35]. The
processes of monitoring and registering gateway data that are sent and received

through a blockchain can be illustrated in figure 5.10.
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Figure 5.10: Gateway data management using blockchain [35]

5.4.3 Preprocessing Data Inside The GW

The data collected from various IoT devices in the SM is sent to the GW, then
processed based on users’ needs. Figure 5.11 illustrates the data transfer process
from smart devices to the gateway, where the process is divided into three various

categories; Collection, Preprocessing, and Hashing [35].

Stage 1 - Stage 2 - Stage 2 -
Collecting Preprocessing Hashing

Time Setup Filtering Data Encryption

Data

Data Request Standardization

Hashing

Data Storing Hashed
Classification Value

Storing Data

Figure 5.11: Preprocessing GW’s data [35]
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e Collecting: The device’s data is sent and received by the router for a par-
ticular time. Whenever new information is required, it is requested from the

device. This data is then stored at the GW in the device’s storage.

e Preprocessing: The data sent from the device is pre-processed inside the GW.
Then, for optimal storage space, it stores and filters the data required by the
router. This process is carried out using the classification and standardization

procedures.

e Hashing: Encryption can be used to protect users’ private information col-
lected in the SM. The SHA-256 algorithm can be used depending on the user’s

password, and the hash function can be used to save the device’s common data.
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Chapter 6

Discussions

This chapter will discuss the results found through the PIA/DPIA and methods
for increasing Privacy. Challenges faced during the work on the thesis and possible

future work are also discussed.

6.1 Results

Architecture and DFDs

When we made the smart home architecture, we deliberately made it not interact
with any third party or cloud service to compute the data. This was done as we
wanted a privacy-focused smart home. Another reason was that it would be more
viable to keep business and legal aspects out of scope. However, not including third
parties and cloud services, the way we did may not necessarily represent all smart

homes.
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6.1.1 Information Gathered

As shown in the PIA tables B.1 the PIA, several types of information are gathered,
some types were the same across all of the smart devices, and each of the devices
also had its specific types of information collected. Therefore, we created a table
that combined the common information types among the smart appliances in our

smart home.

Common information types from B.1

Common information types

Information type Sensitivity level
Account number Moderate
Device Serial number Moderate
Account login email Low

Account login password High

Name, address, phone number | High

Usage pattern High

Device Settings Moderate

As shown in figure 6.1, smart appliances collect and generate several highly sensi-
tive personal information types. In addition, the individual smart appliances also

generated high sensitive PI, such as voice recordings in the smart fridge.

6.1.2 Privacy Impact Assessment

We have shown a way to perform a privacy impact assessment. First, we designed
a smart home architecture for our case. This included listing the devices’ functions
and creating a data flow diagram to show how the data would have to flow for the
functions to work. The DFD helped immensely investigate what personal informa-
tion is gathered in the smart home. If a PIA is to be done on a smart house already
in active use, the steps would differ somewhat but remain the same. The architec-

ture should be noted down with the DFD. Finding what information is gathered
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would also be easier as the user could perform data subject requests on the par-
ties collecting information (usually the manufacturer). This would lead to a more

accurate PIA.

6.1.3 Privacy For End-User

Homomorphic Encryption

Homomorphic Encryption can be used to move some of the work assignments to
other devices. This could be having a smart appliance giving a home server a task,
or we could use cloud computations. It would not matter where we send the data
to be computed as the information is encrypted. It is important to remember that
sending information at set time slots each day could give away a user pattern; this
again could be alleviated by sending work to be done at set times even when not
using the device. Another way is functions that are not time-critical being done
at random intervals. Such as changing the settings of a smart device based on the

usage pattern the device has logged.

Not all functions of smart home appliances need to be done in real-time. An ex-
ample would be a change of settings caused by user routines. These functions are
examples of where the computational cost would not hinder the function. Homo-
morphic Encryption should be used in functions where it is preferable to transfer
the operations of personal data without the operating party having access to the

data in plaintext. Furthermore, the function should not be time-sensitive.

Homomorphic Encryption with RLNC

Homomorphic Encryption comes with some downsides, such as having longer cipher
texts that can clog the home network and increase latency for sending. This is why
we also recommend using RLNC. In addition, RLNC can send some extra blocks in

the first sending to avoid having to repeat messages if a middle block is lost. This
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would help decrease the network traffic and latency of sending packages. Finally,

homomorphic encryption also works to protect RLNC from pollution attacks.

Authentication Protocol

The authentication protocol can ensure that the communication between the smart
devices and users is secure in a smart home environment. Authentication means
verifying whether a claimed identity is true or not. The reason for choosing au-
thentication protocol is to ensure that mutual authentication and data integrity is
preserved and unauthorized individuals do not gain access and tamper with the data
transmitted in the smart home. Since this protocol is based on the session key, the
adversary might want to get the exchanged messages between, for instance, the user
and the smart devices. However, the adversary will be passive since they can only
record the exchanged messages and do not possess the shared session key between
the parties. The characteristic of the session key is that in each session, both parties
who want to communicate must generate a new key and forget it after it has been
used. In addition, the session keys have a typically shorter lifetime; it might be two
minutes. However, if the adversary somehow gets the session key, only two minutes’
worth of data can be decrypted. Therefore, we believe that this protocol provides

Perfect Forward Secrecy (PFS).

Securing The Gateway Using Blockchain

The gateway in the smart home is the connection between the devices. The cen-
tralized characteristic of the gateway in the smart home makes it vulnerable. The
reason for choosing blockchain to secure the gateway in the smart home is that it
provides a decentralized solution that does not rely on a centralized intermediary.
Moreover, the blockchain solution was chosen to ensure the integrity of transmitted
or stored data. It compares the blocks in the chain in real-time and verifies data by
checking if there is a tampered block in the chain. Although the proposed solution

minimizes the threats regarding integrity, authentication, and confidentiality in the
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smart home, it has some limitations due to the computational complexity.

6.2 Challenges

The thesis was initially supposed to be on privacy in telehealth. The original plan
was to look at smart devices used by patients at home, such as cardiac monitoring
and sleep apnea breathing machines. We interviewed people who worked in the tech-
nical parts of hospitals, sykehuspartner (responsible for facilitating communication
between devices and hospitals), and one developer of cardiac monitoring monitors.
Unfortunately, the project had to change course when we could not gather informa-
tion from other developers, doctors, or medical personnel who directly worked with
the devices. The choice was made to move away from telehealth and into smart
homes as smart homes contained significantly more public research relevant to pri-
vacy. We learned much from the telehealth research and interviews, and we were

able to use and take ideas from into the smart home.

Another challenge we met was during the usage of the CyberComply DPIA tool.
The tool was supposed to be used for completing a Privacy Risk Assessment as
part of the DPIA. Unfortunately, this part did not work. A significant amount of
time was spent finding any fault; however, the fault lay with the CyberComply. So
this aspect of the DPIA was unable to be done. A second tool (risk analysis) from
CyberComply was used to set a simple privacy risk analysis. The tool we meant to
use would be supposed to make threat scenarios; however, we had all the threats,

vulnerabilities, and subsequent controls.

6.3 Future Work

Some future work that could be done to improve on the smart house privacy

e Protocols: Several articles indicated that Homomorphic encryption and Blockchain
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could be used together to increase the privacy-preserving in a smart home. Due

to the time, we could not include that part in our research.

Use available smart appliances: A more accurate life architecture would be
made if the smart appliances were replaced with available smart devices from
the store. This would most likely lead to differences in the personal information
gathered. The data flow would also most likely differ. However, we believe that

our suggested methods for increasing privacy would still be applicable.

Create a working environment using the suggested methods for increasing pri-
vacy: A smart home environment could be created to test the methods more
practically. This environment could be just a simulation or a physical setup
with available or specially made smart appliances. Such an environment would

further prove the usefulness of the suggested methods.

Find needed increase of computational power. All of the methods we provided
increased the computational cost of the smart appliances. Therefore work
could be done to ensure that the devices can handle the work they are set to

do.

Include business aspects and legal aspects: as discussed in 1.3, business and le-
gal aspects of the smart home and PIA were considered out of scope. Therefore,
these aspects should be assessed by someone with more expertise in business

and legal affairs.

73



Chapter 7

Conclusion

In our case description, we have chosen three research questions. The first research

question is:

e What types of personal information are generated and exchanged in

the environment?

We first illustrated a smart home architecture with four various connected devices to
answer this question. Then, data Flow Diagrams (DFDs) were made to demonstrate
the flow of personal information and show what information is considered exposed
to privacy threats. The PI types were PI from account creation (mixed sensitivity)

and user patterns generated from smart appliances (highly sensitivity).

The second research questions is;

e How can we do a privacy impact assessment on a smart home envi-

ronment?

We have used three different methods when doing a PIA. The work on the PIA
is based on the architecture and DFD diagrams we designed. The first method

analyzed the selected devices and created tables containing the information types
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generated with their origin, sensitivity levels, and who uses them. The second one
was to use a template with questionnaires where the answers were based on the
devices. The third method was using a PIA tool, namely Cybercomply. In this
method, more questionnaires were answered, and most of the questions were the
same as those we already answered in the second one. Moreover, we chose the PTA

tool to compare our self-made PIAs to ensure our work was correct.

The third research question is;

e How can we provide better privacy guarantees for end-users in a

smart home environment?

We have researched different technologies and presented the ones found relevant to
this case. We have discussed developing methods and their solutions with pros and
cons. Finally, we have shown how the solutions could increase privacy for end-users
in smart homes at a computationally expensive cost. The technologies we presented
were homomorphic encryption, RLNC, authentication protocols, and securing the

gateway using Blockchain.

The main takeaway from this project is that IoT entirely changes how people live.
It does this by interconnecting the device in a home, making it a smart home. The
interlinked home can make the owner’s life easier and highly enjoyable. Neverthe-
less, it comes with its challenges. For example, much sensitive personal information
is generated, gathered, sent, and computed for smart devices to perform their func-
tions. This needs more awareness, and we hope that through this report, we have
helped show the sensitive information gathered and how to develop the smart home

ecosystem further to protect the end-users privacy.
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Appendix A
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Appendix B

Manual PIAs

B.1 PIA Tables

B.2 Smart Fridge

PIA of smart Fridge

User Account

Parameter Description/sensitivity Origin Consumer
Account number | Unique account number Created by the | User,
(Low Sensitivity) account  server | Smartphone
when an account | app,
is registered. Fridge

Fridge Unique identifier for the fridge Manufacturer Fridge owner,
Serial number (Low sensitivity) Application
server,
Smartphone app
Account login User identifier email Created by user | Fridge

(Low sensitivity)

Smartphone app

Shopping app

User
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Name,
address,

phone number

Owners (Name, address, phone
number)

(High sensitivity)

Fridge Owner

Smartphone app

Shopping app

PIA of smart fridge

Daily Usage

Parameter Description/sensitivity Origin Consumer
Voice recording Voice recorded of user saying food | User Smartphone app
items added to fridge. Phone app Fridge
(High sensitive)
Transcribed App | Voice to text data from user talk- | User talk to | Fridge
microphone data | ing to phone. phone, tran- | Smartphone app

(High sensitive)

scription engine

Usage pattern User pattern from usage of the | User, User,
fridge and app Smartphone Smartphone
(High sensitivity) app, app,
Fridge Fridge
Fridge settings Day to day settings to the fridge | Fridge owner User,
made by the user using the smart- Smartphone
phone app. app,
(Moderate sensitivity) Fridge
Food list List of food items in the fridge. Fridge owner User,
(Moderate sensitivity) Smartphone app | Smartphone
app,
Fridge
Food usage logs | Logs on when and how much of a | Fridge, User,
food item was used User Smartphone
(High sensitivity) app,
Fridge
Meal plan Meal plan includes meal, date and | Fridge, User,
ingrediences needed. User Smartphone
(High sensitivity) app,
Fridge
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PIA of smart fridge

Fridge connection

Parameter

Description/sensitivity

Origin

Consumer

Account number

Unique account number

(Moderate Sensitivity)

Account setup

Fridge
Smartphone app

Fridge

Serial number

Unique identifier for the fridge
(Moderate Sensitivity)

Fridge

manufacturer

Fridge
Smartphone app

B.3 Smart Thermostat

PIA of smart Thermostat

User Account

Parameter Description/sensitivity Origin Consumer
Account number | Unique account number Created by the | User,
(Low Sensitivity) account  server | Smartphone
when an account | app,
is registered. Thermostat
Thermostat Unique identifier for the Thermo- | Manufacturer Thermostat
Serial number stat owner,
(Low sensitivity) Application
server,

Smartphone app

Account login

User identifier email

(Low sensitivity)

Created by user

Thermostat

Smartphone app

User
Password User Password Created by user | Thermostat
(High sensitive) Smartphone app
User
Name, Owners (Name, phone number) User Smartphone app

phone number

(Moderate sensitivity)

Thermostat
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PIA of smart Thermostat

Thermostat daily usage

Parameter Description/sensitivity Origin Consumer
Temperature Temperature settings for each | User, Thermostat
settings room and time. Thermostat Smartphone app
(High sensitive) User
Thermostat set- | Day to day settings set by the user | User, Thermostat
tings or by Thermostat self-learning | Thermometers Smartphone app

(Moderate sensitivity)

self-learning

User

Sensor data Sensor data on users in rooms. User Thermostat
(High sensitivity) Thermostat Smartphone app
User
Thermostat sen- | Temperature and humidity sensor | Thermometer Thermostat
sor data data in different rooms. (Moder- Smartphone app
ate sensitivity) User
Usage patterns User pattern from usage of the | User, Thermostat
Thermostat and app Thermometer Smartphone app
(High sensitivity) User
PIA of smart thermostat
Thermostat connection
Parameter Description/sensitivity Origin Consumer
Account number | Unique account number Account setup Thermostat

(Moderate Sensitivity)

Smartphone app

Thermostat

Serial number

Unique identifier for the Thermo-
stat
(Moderate Sensitivity)

Thermostat

manufacturer

Thermostat

Smartphone app

84




B.4 Smart Meter

PIA of smart meter

User account

Parameter Description/sensitivity Origin Consumer
Login User identifier Created by user | User
(Not sensitive) Billing server
Web-portal
App server
Password User password Created by user | User User
(High sensitive) Billing server
Web-portal
App server
Name, account holder’s details (name, | SM owner Billing server
address, address, phone number) App server
phone number | (High sensitive) can be
combined with payment methods
Account Unique account number for SM | App server SM owner
number owner App server
(Low sensitive) Web-portal

Billing server
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PIA of smart meter

Daily Usage

Parameter Description/sensitivity Origin Consumer

Usage pattern Traceable power usage patterns | Power suppliers SM owner
and householder behaviors
(High sensitive)

Householders Gives ability to the suppliers to | SM owner SM owner
know when users are most active
(High sensitive)

Power usage provides used power SM owner householders,
Current price SM owner
current total price of power used
(Moderate sensitivity)

PIA of smart meter
User subscription

Parameter Description/sensitivity Origin Consumer

SM type and SM information Manufacturer App server

serial number (Low Sensitivity)

Subscription Subscription type, SM owner App server
Subscription demands
(Low Sensitivity)

Subscriber’s User’s Full name SM owner Billing server

Name (High Sensitivity)

Address User’s Country, City, State, | SM owner Billing and App
Street servers
(Moderate Sensitivity)

User’s Phone number of SM owner SM owner Billing and App

phone number (Moderate Sensitivity) servers
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Table B.10: PIA of smart meter

Billing Details

Parameter Description/sensitivity Origin Consumer

SM ID SM identification, identifies users | Provided by SM owner
(Low sensitive) suppliers

SM/consumer Payment methods SM owner SM owner

billing profile (High sensitive)

Previous Billings | List of previous bills SM owner SM owner

(High sensitive) Power providers

Power providers

PIA of smart meter

Attachment to Web-portal

Parameter Description/sensitivity Origin Consumer
Account number | User account number Account server App server
when created via SM owner Web-portal
(Moderate Sensitivity)
SM Unique identifier for the SM SM SM owner
Serial number (Moderate Sensitivity) manufacturer App server
Web-portal
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B.5

Smart Hub

PIA of smart hub

Account Creation

Parameter Description/sensitivity Origin Consumer
Login Users identifier Created by user | User
(Low Sensitivity) App server
Phone App
Password User Password Created by user | User
(High Sensitivity) App server
Phone App
Account Unique account number Manufacturer smart hub owner
number (Moderate Sensitivity) App server App server

smartphone app

Secret question

unique answer to the secret
question in order to recover
account’s password

(High Sensitivity)

created by user

App server

account owner
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PIA of smart hub

Attachment to smartphone app

Parameter Description/sensitivity Origin Consumer
Account User account number Account server App server
number when created via hub owner Smartphone
(Moderate Sensitivity) app
Web-portal
Smart hub Unique identifier for the hub Manufacturer Hub owner
serial number (Moderate Sensitivity) App server
smartphone app
Web-portal
Smart hub settings and configs made on the | smart hub App server
settings and hub by using smartphone app or | owner Smart hub
configurations web-portal
(Moderate Sensitivity)
PIA of smart hub
Daily usage
Parameter Description/sensitivity Origin Consumer
Usage pattern accessible usage patterns and App Server Smart
behaviors of smart appliances hub owner
connected to the hub
(High Sensitivity)
Smart collected data from connected App server App server
appliances data smart devices to the smart hub smart hub smart hub’s
(High Sensitivity) smart devices owner
Smart Changing mode operation of App server App server
appliances connected devices to the smart smart hub owner
states hub via smartphone

(High Sensitivity)
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B.6 TFridge PIA
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PIA of smart home case for master Smart Fridge

Questionary A: PRELIMINARY ANALYSIS QUESTIONNAIRE

0 PROJECT DESCRIPTION

Describe the project, that is, the program, system, application or activity, that is the subject of the PIA
including its purpose, scope and key objectives. Attach relevant project documentation, if necessary.

1. COLLECTION, USE AND DISCLOSURE

1.1 Identify the kinds of information involved in the project (check all that apply).

process followed to aggregate, anonymize or de-identify the information and whether
it is possible to identify/re-identify individuals from that information.

Question Answer (YES,
NO,
UNKNOWN)
Information about individuals in their personal capacity YES
Information about individuals acting in their business, professional or official capacity, NO
for example, name, job title, and business contact information
Information about institutions, for example, for profit and not-for-profit institutions NO
and government institutions
Aggregated, anonymized or de-identified information. Outline in the row below the YES

1.2 Identify the kinds of personal information that will be collected, used, retained, disclosed,
secured and disposed of (check all that apply).

| Collect | Use | Retain | Disclose | Secure

| Dispose




doing with personal information as well. (Add rows as necessary.)

List the types of personal information involved in the project and indicate in the columns on the right
whether this personal information will be collected, used, disclosed, retained, secured or disposed of.
(Add rows as necessary.) If third parties will be involved in the project, think about what they may be

Name X X X X

Username & Password X X X X X
Account number X X X X

Fridge Serial number X X X X

Name, address, phone X X X X X

number

Voice recording X X X X X

be collected, used, disclosed, retained, secured or disposed of. (Add rows as- necessary.)

List each element of non-personal information that, when combined or linked, may enable
identification of an individual, and indicate in the columns on the right whether that information will

Transcribed App microphone X X X X X
data
Usage pattern X X X X
Fridge settings X X X X X X
Food list X X X X
Food usage logs X X X X
Meal plan X X X X X X
1.3 To whom does the personal information relate? List all the individuals whose
personal information will be involved in the project, that is, the data subjects.
| The user / owner of the smart fridge.
2.1 Public Records and Excluded Personal Information
Question Answer (YES,
NO,
UNKNOWN)
Identify any personal information that will be maintained for the purpose of creating NONE

a record that is available to the general public. What is the type of personal
information, and why and how is it made available to the general public? (Please
explain in row below.)

No personal information will be available to the public.




3.1

Indicate whether or not you will proceed with the PIA process and the reasons for your
decision.

YES
The PIA process will be continued as there is personal information collected and used and a PlAis a

good way for the Master Thesis Report to examine how privacy can be impacted and protected in a
smart home.

QUESTIONARY B: PROJECT ANALYSIS QUESTIONNAIRE

1 Scope of PIA

This PIA review is for the smart fridge that is considered in the smart home architecture created for
our case used in the master thesis. The scope of the PIA includes the Smart Fridge and it’s
communication with other parties. The other parties are the user, food shopping services as well as
communication with the smart hub. (Next is not decided) Business aspects are considered out of
scope as this master report focuses more on the technical aspects. And the only legal aspects
considered are the GDPR as we are stationed in Europe.

2. PROJECT AUTHORITY

Describe the regulatory and legal framework for the project (for example, applicable legislation and
regulations, bylaws, memoranda of understandings, agreements, contracts and other relevant
instruments).

All services that uses, stores or moves personal data is under the regulation of GDPR.

Question Answer (YES,
NO,
UNKNOWN)




staff

Involves creating a new program, process, service, technology, information system or YES
other type of IT application

Involves a change to an existing program, process, service, technology, information NO
system or other type of IT application

Involves procuring goods or services

Involves outsourcing or contracting for services related to the collection, use,

disclosure, processing, retention, storage, security or disposal of personal NO
information

Involves developing a request for bids, proposals or services NO
Involves a process, system or technology for which the privacy risks are not known or YES
well documented

Involves creating an information system or database containing personal YES
information, and/or the matching, merging, combining or centralizing of databases

Involves information sharing (internal and external) YES
Involves the need to identify, authenticate or authorize users — public and/or internal YES

Other activities that may impact privacy. (Please explain below.)

3.2 If you answered yes to any of the above, explain the identified process or activity. Attach all

relevant documentation to your completed Project Analysis Questionnaire.

program, process, services can be considered new.

needed to service the user.
fridge and the smart hub(change of state or order to change state).

network and to access cloud services.

1. The service is set up by us for a case study and have no previous PIA assessments so all

2. The privacy issues with a smart home and by extension a smart fridge are not well enough
documented / explored and smart home devices are ever increasing in complexity as well.

3. Adatabase of user interaction is stored on the device itself as well as user data in the clouds

4. Information is shared between the smart fridge and the user as well as between the smart

5. Users will have to use login credentials to connect to the fridge from outside of the same

3.3 Identify any changes that will result from the project (check all that apply).

Question

Answer (YES,
NO,
UNKNOWN)




Involves a change in business owner NO
Involves a change to legislative authority NO
Involves procuring goods or services NO
Involves a change in users (internal and external) of a related process or system

NO
Involves a change in partners or service providers (internal and external) NO
Involves a change in the amount, type of or ways that personal information is NO
collected, used, disclosed, retained, secured or disposed of
Involves a change to the purposes for which personal information will be collected, NO
used or disclosed
Involves a change from direct to indirect collection of personal information NO
Involves a change in roles and responsibilities, that is, who can do what, when, NO
where, why and how with personal information
Involves a change to, or elimination of, existing practices of anonymizing or de- NO
identifying information
Involves a change in the process or technology used to collect, use, disclose, retain, NO
secure or dispose of personal information, for example, hardware and software
Involves a change to an information system or database containing personal NO
information
Involves a change of medium or service delivery channels, for example, the NO
automation of manual process, conversion from paper to electronic records or the,
creation of a new website to provide services to clients
Involves a change in the security requirements or measures NO
Other (Please specify change or proposed change below.) NO

The answer is no to all of them as there are no changes made.
(Might change to all yes as everything is new)

3.4 If you answered yes to any of the above, explain the change, that is, what specifically will change and
why it is necessary. Attach all relevant documentation to your completed Project Analysis
Questionnaire.

3.5 Document any additional business processes identified from your analysis of the
factors identified in the guide. Attach all relevant documentation to your completed Project

Analysis Questionnaire.



NA

4. TECHNOLOGY

4.1 Identify technology-related characteristics of the project (check all that apply).

Question Answer (YES, NO,
UNKNOWN)
Involves technology designed to monitor, track or observe YES

an individual or their transactions, for example, video
cameras, cell phones and geospatial or location-based
services

Involves logging information, usage or preferences, for YES
example, IP addresses, traffic data, access or transaction
logs, cookies, or other mechanisms for recording an
individual’s use of technology

Involves public-facing Internet communications, services YES
or transactions, including websites, blogs, forums, bulletin
boards, or social media

Involves using analytics or performance measurements, YES
for example, web analytics, social media analytics, or
business intelligence tools

Involves processing or storing of personal information in a YES
virtual environment, for example, cloud computing

Involves acquiring, or customizing, commercial software, NO
hardware or IT support services by external vendors

Involves developing, or customizing, software, hardware or YES
IT support services “in-house”

Involves creating information systems or other types of IT NO

applications that will be populated by others, for example,
clients of system or service will supply information

Involves a system or application that will automatically YES
collect, use, disclose or retain personal information

Other (Please explain below.)

4.2 If you answered yes to any of the above, provide an explanation of the technology (that is,
purposes, why necessary and how used). Include your answers to the technology questions in the guide.
Attach all relevant documentation to your completed Project Analysis Questionnaire.




- The smart fridge contains a camera to allow user to monitor the items within the fridge.
- The smart fridge does record users' usage,

5. ROLES AND RESPONSIBILITIES

5.1 List other institutions or other third parties involved in developing or implementing the project and
describe their role

INSTITUTION/THIRD PARTY PROJECT ROLE
Food shopping store Can accept shopping lists, process them, and
deliver food.
The smart hub Can be used to monitor and control

communication between the smart fridge and
other smart appliances.

5.2 List all institutions or other third parties that will collect, use/process, retain, store, disclose secure
or dispose of personal information on behalf of your institution

INSTITUTION/THIRD PARTY RELATIONSHIP TO INSTITUTION PROJECT ROLE

NONE (must defend in report)

5.3 Identify any location outside of the EU where personal information may be retained or stored, and
the third parties involved.

PERSONAL INFORMATION LOCATION THIRD PARTY

None

5.4 List all other parties that will have access to, or use, the personal information, for example, other
program areas, IT staff, legal counsel, etc.

PARTY Relation RELATIONSHIP TO PROJECT ROLE
PROJECT




5.5

Identify how other institutions or third parties will be bound to follow relevant

privacy and security requirements (check all that apply).

NAME OF
INSTITUTION
OR THIRD
PARTY

IN PLACE

BEING
DEVELOPED

UNKNOWN

Contracts

Memoranda of
Understanding

Agreements
(service level and
trade)

Other (Please
explain below.)

6. RELEVANT INFORMATION

Document what and how all types of information relate to each business process and

activity relevant to the project. Consider the factors identified in the guide. Attach all

related documentation to your completed Project Analysis Questionnaire.

N/A

7. PERSONAL INFORMATION FLOWS

7.1 Document, in detail, the lifecycle of the personal information involved in the project in a manner
that suits the project’s and your institution’s needs. This can be done by an information flow table or
diagram. Specify the personal information involved in the project from creation and collection to final

disposition. Attach any documentation needed to support your definition of personal information flow
throughout the project to your completed Project Analysis Questionnaire
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PIA of smart home case for master Smart Thermostat

Questionary A: PRELIMINARY ANALYSIS QUESTIONNAIRE

0 PROJECT DESCRIPTION

Describe the project, that is, the program, system, application or activity, that is the subject of the PIA
including its purpose, scope and key objectives. Attach relevant project documentation, if necessary.

1. COLLECTION, USE AND DISCLOSURE

1.1 Identify the kinds of information involved in the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Information about individuals in their personal capacity YES
Information about individuals acting in their business, professional or official NO
capacity, for example, name, job title, and business contact information
Information about institutions, for example, for profit and not-for-profit institutions NO
and government institutions
Aggregated, anonymized or de-identified information. Outline in the row below the YES
process followed to aggregate, anonymize or de-identify the information and
whether it is possible to identify/re-identify individuals from that information.

**1.2 ldentify the kinds of personal information that will be collected, used, retained, disclosed,
secured and disposed of (check all that apply).

| ‘ Collect | Use ‘ Retain ‘ Disclose | Secure ‘ Dispose ‘




doing with personal information as well. (Add rows as necessary.)

List the types of personal information involved in the project and indicate in the columns on the right
whether this personal information will be collected, used, disclosed, retained, secured or disposed of.
(Add rows as necessary.) If third parties will be involved in the project, think about what they may be

Name X X X X

Username & Password X X X X X
Account number X X X X

Name, Phone number, X X X X

Thermostat Serial number X X X

be collected, used, disclosed, retained, secured or disposed of. (Add rows as- necessary.)

List each element of non-personal information that, when combined or linked, may enable
identification of an individual, and indicate in the columns on the right whether that information will

Usage data X X X X X X
Temperature settings X X X X X
Thermostat settings X X X
Sensor data X X X X
Thermostat sensor data X X X X X
User patterns X X X X
4.3 To whom does the personal information relate? List all the individuals whose
personal information will be involved in the project, that is, the data subjects.
| The user / owner of the smart thermostat
2.1 Public Records and Excluded Personal Information
Question Answer
(YES,- NO,
UNKNOWN)
Identify any personal information that will be maintained for the purpose of creating NONE

a record that is available to the general public. What is the type of personal
information, and why and how is it made available to the general public? (Please
explain in row below.)

No personal information will be available to the public.




3.1

Indicate whether or not you will proceed with the PIA process and the reasons for your
decision.

YES

The PIA process will be continued as there is personal information collected and used and a PIA is a
good way for the Master Thesis Report to examine how privacy can be impacted and protected in a
smart home.

QUESTIONARY B: PROJECT ANALYSIS QUESTIONNAIRE

1 Scope of PIA

This PIA review is for the smart thermostat that is considered in the smart home architecture created for
our case used in the master thesis. The scope of the PIA includes the smart thermostat and its
communication with other parties. The other parties are the user, cloud service as well as
communication with the smart hub. (Next is not decided) Business aspects are considered out of scope
as this master report focuses more on the technical aspects. And the only legal aspects considered are
the GDPR as we are stationed in Europe.

Define the scope of the PIA review and analysis, that is, what aspects of the
project

2. PROJECT AUTHORITY

Describe the regulatory and legal framework for the project (for example, applicable legislation and
regulations, bylaws, memoranda of understandings, agreements, contracts and other relevant
instruments).

All services that use, store or move personal data is under the regulation of GDPR.

3. PROJECT CHARACTERISTICS



3.1 Identify key characteristics of the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves creating a new program, process, service, technology, information system YES
or other type of IT application
Involves a change to an existing program, process, service, technology, information NO
system or other type of IT application
Involves procuring goods or services NO
Involves outsourcing or contracting for services related to the collection, use,
disclosure, processing, retention, storage, security or disposal of personal NO
information
Involves developing a request for bids, proposals or services NO
Involves a process, system or technology for which the privacy risks are not known or YES
well documented
Involves creating an information system or database containing personal YES
information, and/or the matching, merging, combining or centralizing of databases
Involves information sharing (internal and external) YES
Involves the need to identify, authenticate or authorize users — public and/or YES

internal staff

Other activities that may impact privacy. (Please explain below.)

3.2 If you answered yes to any of the above, explain the identified process or activity. Attach all
relevant documentation to your completed Project Analysis Questionnaire.

1. The service is set up by us for a case study and has no previous PIA assessments so all
programs, processes and services can be considered new.

2. The privacy issues with a smart home and by extension a smart thermostat are not well
enough documented / explored and smart home devices are ever increasing in complexity as
well.

3. Adatabase of user interaction is stored on the device itself as well as user data in the clouds
needed to service the user.

4. Information is shared between the smart fridge and the user as well as between the smart
thermostat and the smart hub(change of state or order to change state).

5. Users will have to use login credentials to connect to the thermostat from outside of the
same network and to access cloud services.




3.3 Identify any changes that will result from the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves a change in business owner NO
Involves a change to legislative authority NO
Involves procuring goods or services NO
Involves a change in users (internal and external) of a related process or system
NO
Involves a change in partners or service providers (internal and external) NO
Involves a change in the amount, type of or ways that personal information is NO
collected, used, disclosed, retained, secured or disposed of
Involves a change to the purposes for which personal information will be collected, NO
used or disclosed
Involves a change from direct to indirect collection of personal information NO
Involves a change in roles and responsibilities, that is, who can do what, when, NO
where, why and how with personal information
Involves a change to, or elimination of, existing practices of anonymizing or de- NO
identifying information
Involves a change in the process or technology used to collect, use, disclose, retain, NO
secure or dispose of personal information, for example, hardware and software
Involves a change to an information system or database containing personal NO
information
Involves a change of medium or service delivery channels, for example, the NO
automation of manual process, conversion from paper to electronic records or the,
creation of a new website to provide services to clients
Involves a change in the security requirements or measures NO
Other (Please specify change or proposed change below.) NO

The answer is no to all of them as there are no changes made.
(Might change to all yes as everything is new)

3.4 If you answered yes to any of the above, explain the change, that is, what specifically will change and
why it is necessary. Attach all relevant documentation to your completed Project Analysis
Questionnaire.



NA

3.5 Document any additional business processes identified from your analysis of the
factors identified in the guide. Attach all relevant documentation to your completed Project

Analysis Questionnaire.

| NA

4. TECHNOLOGY

4.1 Identify technology-related characteristics of the project (check all that apply).

Question Answer (YES, NO,
UNKNOWN)
Involves technology designed to monitor, track or observe YES

an individual or their transactions, for example, video
cameras, cell phones and geospatial or location-based
services

Involves logging information, usage or preferences, for YES
example, IP addresses, traffic data, access or transaction
logs, cookies, or other mechanisms for recording an
individual’s use of technology

Involves public-facing Internet communications, services YES
or transactions, including websites, blogs, forums, bulletin
boards, or social media

Involves using analytics or performance measurements, YES
for example, web analytics, social media analytics, or
business intelligence tools

Involves processing or storing of personal information in a YES
virtual environment, for example, cloud computing

Involves acquiring, or customizing, commercial software, NO
hardware or IT support services by external vendors

Involves developing, or customizing, software, hardware or YES
IT support services “in-house”




Involves creating information systems or other types of IT NO
applications that will be populated by others, for example,
clients of system or service will supply information

Involves a system or application that will automatically YES
collect, use, disclose or retain personal information

Other (Please explain below.)

4.2 If you answered yes to any of the above, provide an explanation of the technology (that is,
purposes, why necessary and how used). Include your answers to the technology questions in the guide.
Attach all relevant documentation to your completed Project Analysis Questionnaire.

1.

o

The smart thermostat has built in sensors that track if there are anyone at home and what
rooms they are in. The thermostat does not need to know the identity of the person but know
that the person is in a room.

The smart thermostat logs the usage of the user, temperatures and timeslots.

A website is used to connect to the thermostat if the user is not connected to the same
network.

The thermostat stores loges on how much it is used and time to desired temperature
reached.

The cloud stores login information.

The smart thermostat and its software is created and owned by the same company.

The logs on when a user is at home and in what room is stored. This can be considered
personal information as it contains user habits.

5. ROLES AND RESPONSIBILITIES

5.1 List other institutions or other third parties involved in developing or implementing the project and
describe their role

INSTITUTION/THIRD PARTY PROJECT ROLE

The smart hub Can be used to monitor and control

communication between the smart thermostat
and other smart appliances.

5.2 List all institutions or other third parties that will collect, use/process, retain, store, disclose secure
or dispose of personal information on behalf of your institution

INSTITUTION/THIRD PARTY RELATIONSHIP TO INSTITUTION PROJECT ROLE

NONE (must defend in report)




5.3 Identify any location outside of the EU where personal information may be retained or stored, and
the third parties involved.

PERSONAL INFORMATION LOCATION THIRD PARTY

None

5.4 List all other parties that will have access to, or use, the personal information, for example, other
program areas, IT staff, legal counsel, etc.

PARTY Relation RELATIONSHIP TO PROJECT ROLE
PROJECT

5.5
Identify how other institutions or third parties will be bound to follow relevant

privacy and security re/quirements (check all that apply).

NAME OF IN PLACE BEING UNKNOWN
INSTITUTION DEVELOPED
OR THIRD
PARTY

Contracts

Memoranda of
Understanding

Agreements
(service level and
trade)

Other (Please
explain below.)




6. RELEVANT INFORMATION

Document what and how all types of information relate to each business process and
activity relevant to the project. Consider the factors identified in the guide. Attach all
related documentation to your completed Project Analysis Questionnaire.

N/A

7. PERSONAL INFORMATION FLOWS

7.1 Document, in detail, the lifecycle of the personal information involved in the project in a manner
that suits the project’s and your institution’s needs. This can be done by an information flow table or
diagram. Specify the personal information involved in the project from creation and collection to final
disposition. Attach any documentation needed to support your definition of personal information flow
throughout the project to your completed Project Analysis Questionnaire
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PIA of smart home case for master Smart Hub

Questionary A: PRELIMINARY ANALYSIS QUESTIONNAIRE

0 PROJECT DESCRIPTION

Describe the project, that is, the program, system, application or activity, that is the subject of the PIA
including its purpose, scope and key objectives. Attach relevant project documentation, if necessary.

3. COLLECTION, USE AND DISCLOSURE

1.1 Identify the kinds of information involved in the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Information about individuals in their personal capacity YES
Information about individuals acting in their business, professional or official NO
capacity, for example, name, job title, and business contact information
Information about institutions, for example, for profit and not-for-profit institutions NO
and government institutions
Aggregated, anonymized or de-identified information. Outline in the row below the YES

process followed to aggregate, anonymize or de-identify the information and
whether it is possible to identify/re-identify individuals from that information.

Each smart hub comes up with a unique serial number. Additionally, the smart hub does provide

anonymization. Anonymization is done under various categories.
1. Data suppression: Here some of data fields will be removed in a dataset.

2. Character Masking: Here will some characters in a dataset be changed. For instance, User’s

name will be hiding with stars (Havard --> H¥****%*),
3. Data Generalisation: Reduction of data precision.

Moreover, a smart hub provides Pseudonymization which is also divided into different categories.
1. Swapping: We can consider that we have a dataset, in the dataset data will be shuffled in

order to hide the original values.

2. Hash/ Look-up: The values from an original dataset will be replaced with other data. By using

hash/ look-up, it will be possible to re-identify the data.

3. Data Perturbation: Data distortion is used to modify the original data values, and by using

additive noise, data values will be randomly modified.




1.2 Identify the kinds of personal information that will be collected, used, retained, disclosed,
secured and disposed of (check all that apply).

‘Collect| Use ‘ Retain ‘ Disclose | Secure ‘ Dispose

List the types of personal information involved in the project and indicate in the columns on the right
whether this personal information will be collected, used, disclosed, retained, secured or disposed of.
(Add rows as necessary.) If third parties will be involved in the project, think about what they may be
doing with personal information as well. (Add rows as necessary.)

Smart Appliances X X X X X
Username & Password X X X X X
Meta data X X X X X X
Account number X X X X
Smart hub serial number X X X X

List each element of non-personal information that, when combined or linked, may enable
identification of an individual, and indicate in the columns on the right whether that information will
be collected, used, disclosed, retained, secured or disposed of. (Add rows as- necessary.)

Usage data X X X X X X
Smart hub settings and X X X X X

configuration

Usage pattern X X X X

Smart appliances data X X X X

Smart appliances states X X X X

4.3 To whom does the personal information relate? List all the individuals whose
personal information will be involved in the project, that is, the data subjects.

The user / owner of the smart fridge.

2.1 Public Records and Excluded Personal Information



Question Answer (YES,
NO,
UNKNOWN)

Identify any personal information that will be maintained for the purpose of creating NONE

a record that is available to the general public. What is the type of personal
information, and why and how is it made available to the general public? (Please
explain in row below.)

No personal information will be available to the public.

3.1

Indicate whether or not you will proceed with the PIA process and the reasons for your
decision.

YES

The PIA process will be continued as there is personal information collected and used and a PIA is a
good way for the Master Thesis Report to examine how privacy can be impacted and protected in a
smart home.

QUESTIONARY B: PROJECT ANALYSIS QUESTIONNAIRE

1 Scope of PIA

This PIA review is for the smart Hub that is considered in the smart home architecture created for our
case used in the master thesis. The scope of the PIA includes the Smart Hub and it’'s communication with
other parties. The other parties are the user and the various smart appliances. (Next is not decided)
Business aspects are considered out of scope as this master report focuses more on the technical
aspects. And the only legal aspects considered are the GDPR as we are stationed in Europe.

Define the scope of the PIA review and analysis, that is, what aspects of the
project

2. PROJECT AUTHORITY



Describe the regulatory and legal framework for the project (for example, applicable legislation and
regulations, bylaws, memoranda of understandings, agreements, contracts and other relevant
instruments).

All services that uses, stores or moves personal data is under the regulation of GDPR.

3. PROJECT CHARACTERISTICS

3.1 Identify key characteristics of the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves creating a new program, process, service, technology, information system YES
or other type of IT application
Involves a change to an existing program, process, service, technology, information NO

system or other type of IT application

Involves procuring goods or services

Involves outsourcing or contracting for services related to the collection, use,

disclosure, processing, retention, storage, security or disposal of personal NO
information

Involves developing a request for bids, proposals or services NO
Involves a process, system or technology for which the privacy risks are not known or YES
well documented

Involves creating an information system or database containing personal YES
information, and/or the matching, merging, combining or centralizing of databases

Involves information sharing (internal and external) YES
Involves the need to identify, authenticate or authorize users — public and/or YES

internal staff

Other activities that may impact privacy. (Please explain below.)

3.2 If you answered yes to any of the above, explain the identified process or activity. Attach all
relevant documentation to your completed Project Analysis Questionnaire.

1. The service is set up by us for a case study and has no previous PIA assessments so all programs,
processes, and services can be considered new.



2. The privacy issues with a smart home and by extinction a smart Hub are not well enough
documented / explored and smart home devices are ever increasing in complexity as well.

3. A database of user interaction is stored on the device itself as well as user data in the clouds
needed to service the user.

4. The smart hub involves information sharing, the smart hub responsibility is to control and
monitor communication from different appliances. Smart appliances share information with the
smart hub, then smart hub can either change or order to change the state of a smart appliance
that is connected to the smart hub.

5. Users will have to use login credentials to connect to the smart hub from outside of the same
network and to access cloud services.

3.3 Identify any changes that will result from the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Involves a change in business owner NO
Involves a change to legislative authority NO
Involves procuring goods or services NO
Involves a change in users (internal and external) of a related process or system
NO
Involves a change in partners or service providers (internal and external) NO
Involves a change in the amount, type of or ways that personal information is NO
collected, used, disclosed, retained, secured or disposed of
Involves a change to the purposes for which personal information will be collected, NO
used or disclosed
Involves a change from direct to indirect collection of personal information NO
Involves a change in roles and responsibilities, that is, who can do what, when, NO
where, why and how with personal information
Involves a change to, or elimination of, existing practices of anonymizing or de- NO
identifying information
Involves a change in the process or technology used to collect, use, disclose, retain, NO
secure or dispose of personal information, for example, hardware and software
Involves a change to an information system or database containing personal NO
information




Involves a change of medium or service delivery channels, for example, the NO
automation of manual process, conversion from paper to electronic records or the,

creation of a new website to provide services to clients

Involves a change in the security requirements or measures NO
Other (Please specify change or proposed change below.) NO

The answer is no to all of them as there are no changes made.
(Might change to all yes as everything is new)

3.4 If you answered yes to any of the above, explain the change, that is, what specifically will change and
why it is necessary. Attach all relevant documentation to your completed Project Analysis

Questionnaire.

3.5 Document any additional business processes identified from your analysis of the

factors identified in the guide. Attach all relevant documentation to your completed Project

Analysis Questionnaire.

[ N/A

4. TECHNOLOGY

4.1 Identify technology-related characteristics of the project (check all that apply).

an individual or their transactions, for example, video
cameras, cell phones and geospatial or location-based

services

Question Answer (YES, NO,
UNKNOWN)
Involves technology designed to monitor, track or observe NO




Involves logging information, usage or preferences, for YES
example, IP addresses, traffic data, access or transaction
logs, cookies, or other mechanisms for recording an
individual’s use of technology

Involves public-facing Internet communications, services YES
or transactions, including websites, blogs, forums, bulletin
boards, or social media

Involves using analytics or performance measurements, YES
for example, web analytics, social media analytics, or
business intelligence tools

applications that will be populated by others, for example,
clients of system or service will supply information

Involves processing or storing of personal information in a YES
virtual environment, for example, cloud computing

Involves acquiring, or customizing, commercial software, NO
hardware or IT support services by external vendors

Involves developing, or customizing, software, hardware or YES
IT support services “in-house”

Involves creating information systems or other types of IT NO

Involves a system or application that will automatically YES
collect, use, disclose or retain personal information

Other (Please explain below.)

4.2 If you answered yes to any of the above, provide an explanation of the technology (that is,
purposes, why necessary and how used). Include your answers to the technology questions in the guide.
Attach all relevant documentation to your completed Project Analysis Questionnaire.

1.

The smart hub itself doesn’t involve any technology that tracks, monitors or observes users or
their transactions. But some of the devices that might be connected to it may involve these
technologies and may not be sent to the smart hub.

Smar hub involves usage and preferences, data sent from connected smart appliances
transferers to the smart hub and then to a cloud service. The smart hub can monitor the
usage, for instance of a smart thermostat and its state.

The smart hub involves public-facing internet communication and services where the smart
hub allows users to make change of the state of their connected smart appliances to the
smart hub by using their phone.

The smart hub involves processing and storing personal information in the cloud. The state of
different connected devices to the smart hub will be transferred from the smart hub to a
cloud service, where users can remotely access it by using their phone.

Different smart appliances that automatically collect, use and retain users' personal
information will be connected to the smart hub.




5. ROLES AND RESPONSIBILITIES

5.1 List other institutions or other third parties involved in developing or implementing the project and
describe their role

INSTITUTION/THIRD PARTY PROJECT ROLE
Cloud services Different data from different appliances will be

collected then transferred to cloud services
where users can remotely access these data via
phone when they are outside their smart home.

5.2 List all institutions or other third parties that will collect, use/process, retain, store, disclose secure

or dispose of personal information on behalf of your institution

INSTITUTION/THIRD PARTY RELATIONSHIP TO INSTITUTION PROJECT ROLE
NONE (must defend in report)

5.3 Identify any location outside of the EU where personal information may be retained or stored, and

the third parties involved.

PERSONAL INFORMATION LOCATION THIRD PARTY

None

5.4 List all other parties that will have access to, or use, the personal information, for example, other

program areas, IT staff, legal counsel, etc.

PARTY Relation RELATIONSHIP TO PROJECT ROLE
PROJECT

N/A




5.5
Identify how other institutions or third parties will be bound to follow relevant

privacy and security requirements (check all that apply).

NAME OF IN PLACE BEING UNKNOWN
INSTITUTION DEVELOPED
OR THIRD
PARTY

Contracts N/A N/A N/A N/A
Memoranda of N/A N/A N/A N/A
Understanding
Agreements N/A N/A N/A N/A
(service level and
trade)
Other (Please N/A N/A N/A N/A
explain below.)

6. RELEVANT INFORMATION

Document what and how all types of information relate to each business process and
activity relevant to the project. Consider the factors identified in the guide. Attach all
related documentation to your completed Project Analysis Questionnaire.

N/A

7. PERSONAL INFORMATION FLOWS

7.1 Document, in detail, the lifecycle of the personal information involved in the project in a manner
that suits the project’s and your institution’s needs. This can be done by an information flow table or
diagram. Specify the personal information involved in the project from creation and collection to final
disposition. Attach any documentation needed to support your definition of personal information flow
throughout the project to your completed Project Analysis Questionnaire
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PIA of smart home case for master Smart Meter

Questionary A: PRELIMINARY ANALYSIS QUESTIONNAIRE

0 PROJECT DESCRIPTION

Describe the project, that is, the program, system, application or activity, that is the subject of the PIA
including its purpose, scope and key objectives. Attach relevant project documentation, if necessary.

1. COLLECTION, USE AND DISCLOSURE

1.1 Identify the kinds of information involved in the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)
Information about individuals in their personal capacity YES
Information about individuals acting in their business, professional or official NO
capacity, for example, name, job title, and business contact information
Information about institutions, for example, for profit and not-for-profit institutions NO
and government institutions
Aggregated, anonymized or de-identified information. Outline in the row below the YES
process followed to aggregate, anonymize or de-identify the information and
whether it is possible to identify/re-identify individuals from that information.

Smart meter owners have unique user identifiers, meaning that user's identities are anonymized.
Each user has a different smart meter ID, energy providers could identify users by using that ID.
Additionally, the consumption data collected by a smart meter are aggregated before it is sent to the
utility. Then, the utility can use some methods such as Non-intrusive Load Monitoring (NILM) to
disaggregate these data which allows them to extract details about the energy consumption of
devices used.




1.2 Identify the kinds of personal information that will be collected, used, retained, disclosed,
secured and disposed of (check all that apply).

‘ Collect | Use ‘ Retain Disclose Secure Dispose

List the types of personal information involved in the project and indicate in the columns on the right
whether this personal information will be collected, used, disclosed, retained, secured or disposed of.
-- (Add rows as necessary.) If third parties will be involved in the project, think about what they may
be doing with personal information as well. (Add rows as necessary.)

Smart meter ID X X X X X

Username & Password X X X X X
Users' location X X X X X
Meta data X X X X X X
Name, address, phone X X X X X

number

Account number X X X X
SM/consumer billing X X X X X

profile

Previous Billings X X X X

List each element of non-personal information that, when combined or linked, may enable
identification of an individual, and indicate in the columns on the right whether that information will
be collected, used, disclosed, retained, secured or disposed of. (Add rows as- necessary.)

Usage data X X X X X
Usage pattern X X X X X
Householders X X X X
Power usage X X X X X
Subscription X X X X X

4.3 To whom does the personal information relate? List all the individuals whose

personal information will be involved in the project, that is, the data subjects.

The user(s) / owner of the smart meter.
Users are considered anyone living in a house with a smart meter installed.
Only the owner will be registered with PIl such as name, address, billing information etc.




2.1 Public Records and Excluded Personal Information

Question Answer (YES,
NO,
UNKNOWN)
Identify any personal information that will be maintained for the purpose of creating NONE

a record that is available to the general public. What is the type of personal
information, and why and how is it made available to the general public? (Please
explain in row below.)

No personal information will be available to the public.

3.1

Indicate whether or not you will proceed with the PIA process and the reasons for your
decision.

YES

The PIA process will be continued as there is personal information collected and used and a PIAis a
good way for the Master Thesis Report to examine how privacy can be impacted and protected in a
smart home.

QUESTIONARY B: PROJECT ANALYSIS QUESTIONNAIRE

1 Scope of PIA

This PIA review is for the smart meter that is considered in the smart home architecture created for our
case used in the master thesis. The scope of the PIA includes the Smart meter and it’'s communication
with other parties. The other parties are the user, power suppliers as well as communication with the
smart hub. (Next is not decided) Business aspects are considered out of scope as this master report
focuses more on the technical aspects. And the only legal aspects considered are the GDPR as we are
stationed in Europe.



Define the scope of the PIA review and analysis, that is, what aspects of the

project

2. PROJECT AUTHORITY

Describe the regulatory and legal framework for the project (for example, applicable legislation and
regulations, bylaws, memoranda of understandings, agreements, contracts and other relevant

instruments).

| All services that use, store or move personal data are under the regulation of GDPR.

3. PROJECT CHARACTERISTICS

3.1 Identify key characteristics of the project (check all that apply).

internal staff

Question Answer (YES,
NO,
UNKNOWN)
Involves creating a new program, process, service, technology, information system YES
or other type of IT application
Involves a change to an existing program, process, service, technology, information NO
system or other type of IT application
Involves procuring goods or services NO
Involves outsourcing or contracting for services related to the collection, use,
disclosure, processing, retention, storage, security or disposal of personal NO
information
Involves developing a request for bids, proposals or services NO
Involves a process, system or technology for which the privacy risks are not known or YES
well documented
Involves creating an information system or database containing personal YES
information, and/or the matching, merging, combining or centralizing of databases
Involves information sharing (internal and external) YES
Involves the need to identify, authenticate or authorize users — public and/or YES

Other activities that may impact privacy. (Please explain below.)

3.2 If you answered yes to any of the above, explain the identified process or activity. Attach all

relevant documentation to your completed Project Analysis Questionnaire.




1. The service is set up by us for a case study and has no previous PIA assessments so all programs,
processes, and services can be considered new.

2. The privacy issues with a smart home and by extinction a smart meter are not well enough
documented / explored and smart home devices are ever increasing in complexity as well.

3. Adatabase of user interaction is stored on the device itself as well as user data in the clouds
needed to service the user.

4. Information is shared between the smart meter and the user as well as between the smart
meter and the smart hub (change of state or order to change state).

5. Users will have to use login credentials to connect to the smart meter from outside of the same
network and to access cloud services.

3.3 Identify any changes that will result from the project (check all that apply).

Question Answer (YES,
NO,
UNKNOWN)

Involves a change in business owner NO

Involves a change to legislative authority NO

Involves procuring goods or services NO

Involves a change in users (internal and external) of a related process or system NO

Involves a change in partners or service providers (internal and external) NO

Involves a change in the amount, type of or ways that personal information is NO

collected, used, disclosed, retained, secured or disposed of

Involves a change to the purposes for which personal information will be collected, NO

used or disclosed

Involves a change from direct to indirect collection of personal information NO

Involves a change in roles and responsibilities, that is, who can do what, when, NO

where, why, and how with personal information

Involves a change to, or elimination of, existing practices of anonymizing or de- NO

identifying information

Involves a change in the process or technology used to collect, use, disclose, retain, NO

secure or dispose of personal information, for example, hardware and software

Involves a change to an information system or database containing personal NO

information




Involves a change of medium or service delivery channels, for example, the NO
automation of manual process, conversion from paper to electronic records or the

creation of a new website to provide services to clients

Involves a change in the security requirements or measures NO
Other (Please specify change or proposed change below.) NO

The answer is no to all of them as there are no changes made.
(Might change to all yes as everything is new)

3.4 If you answered yes to any of the above, explain the change, that is, what specifically will change and
why it is necessary. Attach all relevant documentation to your completed Project Analysis

Questionnaire.

3.5 Document any additional business processes identified from your analysis of the

factors identified in the guide. Attach all relevant documentation to your completed Project

Analysis Questionnaire.

[ N/A

4. TECHNOLOGY

4.1 Identify technology-related characteristics of the project (check all that apply).

an individual or their transactions, for example, video
cameras, cell phones and geospatial or location-based

services

Question Answer (YES, NO,
UNKNOWN)
Involves technology designed to monitor, track, or observe YES




Involves logging information, usage or preferences, for YES
example, IP addresses, traffic data, access, or transaction
logs, cookies, or other mechanisms for recording an
individual’s use of technology

Involves public-facing Internet communications, services YES
or transactions, including websites, blogs, forums, bulletin
boards, or social media

Involves using analytics or performance measurements, YES
for example, web analytics, social media analytics, or
business intelligence tools

Involves processing or storing personal information in a YES
virtual environment, for example, cloud computing

Involves acquiring, or customizing, commercial software, NO
hardware or IT support services by external vendors

Involves developing, or customizing, software, hardware or YES

IT support services “in-house”

Involves creating information systems or other types of IT NO
applications that will be populated by others, for example,
clients of system or service will supply information

Involves a system or application that will automatically YES
collect, use, disclose or retain personal information

Other (Please explain below.)

4.2 If you answered yes to any of the above, provide an explanation of the technology (that is,
purposes, why necessary and how used). Include your answers to the technology questions in the guide.
Attach all relevant documentation to your completed Project Analysis Questionnaire.

1. The smart meter has been developed with some technology that provides power suppliers
with the ability to know users’/smart meter location. In addition, the smart meter will
measure overall users’ power usage and then generate billing based on that.

2. Smart meters users have logging information to login to the web-portal to monitor their
power usage when they are outside of their homes.

3. The smart meter does involve public-facing internet communication and services, where users
power consumption transfers from smart meter to the power suppliers.

4. The smart meter involves using analytics and performance measurements. It measures users
power consumption usage. Additionally, the smart meter can analyze power used each hour,
and by using analytics it can detect any data tampering.

5. The smart meter data will be stored in a cloud-based service, where user can access data via
their phone.

6. The smart meter and its software are created and owned by the same company.

7. The smart meter automatically collects user power usage, uses the collected data and
transfers it to the power suppliers and retains it.




5. ROLES AND RESPONSIBILITIES

5.1 List other institutions or other third parties involved in developing or implementing the project and

describe their role

INSTITUTION/THIRD PARTY

PROJECT ROLE

The smart hub Can be used to monitor and control
communication between the smart meter and
other smart appliances.

Cloud services Smart meter data will be collected then

transferred to the cloud services where users can

remotely access these data via phone when they
are outside their smart home.

5.2 List all institutions or other third parties that will collect, use/process, retain, store, disclose secure

or dispose of personal information on behalf of your institution

INSTITUTION/THIRD PARTY RELATIONSHIP TO INSTITUTION

PROJECT ROLE

NONE (must defend in report)

5.3 Identify any location outside of the EU where personal information may be retained or stored, and

the third parties involved.

PERSONAL INFORMATION LOCATION

THIRD PARTY

None

5.4 List all other parties that will have access to, or use, the personal information, for example, other

program areas, IT staff, legal counsel, etc.

PARTY Relation RELATIONSHIP TO
PROJECT

PROJECT ROLE

N/A




5.5
Identify how other institutions or third parties will be bound to follow relevant

privacy and security requirements (check all that apply).

NAME OF IN PLACE BEING UNKNOWN
INSTITUTION DEVELOPED
OR THIRD
PARTY

Contracts N/A N/A N/A N/A
Memoranda of N/A N/A N/A N/A
Understanding
Agreements N/A N/A N/A N/A
(service level and
trade)
Other (Please N/A N/A N/A N/A
explain below.)

6. RELEVANT INFORMATION
Document what and how all types of information relate to each business process and
activity relevant to the project. Consider the factors identified in the guide. Attach all

related documentation to your completed Project Analysis Questionnaire.

| N/A

7. PERSONAL INFORMATION FLOWS

7.1 Document, in detail, the lifecycle of the personal information involved in the project in a manner
that suits the project’s and your institution’s needs. This can be done by an information flow table or
diagram. Specify the personal information involved in the project from creation and collection to final
disposition. Attach any documentation needed to support your definition of personal information flow
throughout the project to your completed Project Analysis Questionnaire

| See DFD and extra tables included in main report
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Process description
Screening questions
Consultation

Privacy risk assessment
Principles questionnaire

Review

COMPLY
SMART FRIDGE DPIA REPORT

Issued 18 May 2022



Process description

1. What type of processing is involved?
The fridge takes not of when a food item is added to the fridge, and when the food item is used.
The fridge collects user patterns to deliver shopping lists, meal suggestions and set the fridge settings to
limit power consumption.

2. What categories of personal data do you process?
Account details, Authentication details, Behavioural information, Device details, Location, Ownership
details, Preferences and interests, Other

3. What type and volume of personal data do you process?
Personal data items: Address, Email address, IP address, Login/username, Name, Phone number, Voice
recording

4. What is the extent and frequency of the processing?
Several times a day

5. What is the duration of processing?
Not answered

6. How many data subjects are involved? 0-10
O 10-50 O 50+

7. What is the geographical area covered?
Norway

1. How do you collect personal data?
Personal data is collected upon initial setup of the accompanying app as well as collecting user logs when
the user uses the smart fridge and app.

2. How do you store personal data?
Personal data is stored on the smart fridge as well as on the phone with the accompanying app.

2



. How do you use personal data?
Personal data is used to create a personalized experience for the user with custom shopping lists and
meal plans suggestions.

. Who has access to personal data?
The user and the smart fridge with app.

. Who do you share personal data with?
The app can share the created shopping list with a shopping service along with needed user account
information.

. Do you use any processors?
No other entity processes the PIl for the fridge.

. How long is personal data retained for?
Not answered

. What are the security measures for protecting personal data?
The data is encrypted during transit and storage.

. Where do you source the personal data from?
Data Subject

. What is the nature of the relationship with individuals?
the individual is the user of the fridge.

. To what extent do individuals have control over their personal data?

The user can choose if they want to share the shopping list and other necessary data with the shopping
service.'

The user can choose for there not to be collected user data needed for the user patterns.

This would remove functionalities of the fridge.

. To what extent are individuals likely to expect the processing?
The user will be asked if they want to have their data collected and will be asked or have to actively
choose if they want to share and use the shopping service as well.

3

O Yes No



. Do you have any previous experience of this type of processing?
Neither writer of this master thesis have no experience with this type of processing?

. Does the process make use of any relevant advances in technology or security?
This process uses only standard security technology. This PIA is done to find security and privacy
risks and thereafter find relevant advances in technology or security to be used.

. Are there any current issues of public concern?
The privacy implications from smart homes and subsequent smart appliances are not
documented enough.

. Have you considered/complied with any relevant codes of practice?
No

. What does the process aim to achieve?
The process aims to help the user with making meal plans, shopping list and keep order on what food
items they have in the fridge.

. What are your legitimate interests (if applicable)?
Our (imaginary for the assignment) interest is to sell more smart fridges while making sure that the users
will have their privacy.

. What is the intended outcome for individuals?

The intended outcome for the user is for them to have a easier time dealing with food and planing of
shopping for food as well as planing dinners.

. What are the expected benefits of processing for you or society as a whole?
For people to have an easier time keeping track of food items in their fridge.

O Yes

O Yes

Yes

O Yes

No



Screening questions

BTG

Arcticle 35, clause 1 of the GDPR states that a DPIA is required if the “type of processing in
particular using new technologies,

and taking into account the nature, scope, context and purposes of the processing,

is likely to result in a high risk to the rights and freedoms of natural persons”.

Is a data privacy impact assessment required:

Does the processing involve a systematic and extensive evaluation of personal aspects relating to natural
persons that is based on automated processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly affect the natural person?
(Article 35(3)(a))

. Does the process involve large-scale processing of special categories of personal data or of personal data

relating to criminal convictions and offences? (Article 35(3)(b))

. Does the process involve systematic monitoring of a publicly accessible area on a large scale? (Article

35(3)(c)

Does the process involve the use of new technologies, or using technologies in an innovative way?
Does the process use profiling or special category data (sensitive data) to decide on access to services?
Does the process involve profiling individuals on a large scale?

Does the process involve biometric data?

Does the process involve genetic data?

O Yes No
Yes O No
O Yes No
O Yes No
Yes O No
O Yes No
O Yes No
O Yes No
O Yes No



6. Does the process match data or combine datasets from different sources?

7. Does the process involve collecting personal data from a source other than the individual without providing

them with a privacy notice (‘invisible processing’)?

8. Does the process involve tracking individuals’ location or behaviour?

9. Does the process involve profiling or targeting marketing to children or other vulnerable individuals, or

directly offering online services to children?

10.Does the process involve data that might endanger the individual's physical health or safety in the event of a

security breach?

According to your responses, a DPIA is mandatory

1.
2.

0 ® N o

Does the processing involve new or innovative technological or organisational solutions?

Does the processing involve the evaluation or scoring (including profiling and predicting) of
aspects specific to the individual?

Does the processing involve automated decision-making that produces a legal or similarly
significant effect on the individual?

Does the processing involve systematic monitoring of individuals, including in a publicly
accessible area?

Does the processing involve special categories of data (sensitive data) or data of a highly
sensitive nature?

Is the data being processed on a large scale?
Does the processing involve data sets being matched or combined?
Does the data relate to vulnerable individuals?

Could the processing prevent individuals from exercising their rights, using a service or fulfilling a
contract?

Yes
Yes

Yes

Yes

Yes

Yes
Yes
Yes
Yes

[EN LS LN N

O Yes
O Yes

Yes
O Yes

O Yes

No
No

No
No

No



Consultation

1.

Has the advice of the DPO been sought? (Article 35(2))
There is no DPO as this is a master thesis assignment.

Have the views of data subject(s) or their representative(s) been sought? (Article 35(9))
There are no real data subjects.

Have any processors involved been consulted/requested to assist? (ICO guidance)
This is a fictional processes.

Have all appropriate internal stakeholders been consulted? (ICO guidance)
This is a fictional processes.

Has any expert advice (e.g. from lawyers, IT experts, sociologists or ethicists) been
sought? (ICO guidance)
The assignment has two advisors.

O Yes

O Yes

O Yes

O Yes

Yes

O No

O No

O No

O No

O No

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable



Privacy risk assessment

Is a consultation with the supervisory authority required? O Yes No

Principles questionnaire

1. Is the personal data processed for specified purposes? (Article 5(1)(b)) Yes O No O Don't know
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The data is processed to give the user a personalized experience with custom
shopping lists and meal plans based on usage patterns.

. Is the personal data processed for explicit purposes? (Article 5(1)(b))
The data is processed to give the user a personalized experience with custom
shopping lists and meal plans based on usage patterns.

. Is the personal data processed for legitimate purposes? (Article 5(1)(b))
The data is processed to give the user a personalized experience with custom
shopping lists and meal plans based on usage patterns.

. Is the personal data not further processed in a manner that is incompatible with those
purposes? (Article 5(1)(b))

The data is processed to give the user a personalized experience with custom
shopping lists and meal plans based on usage patterns.
Data collected is minimized to only what is needed.

. Is the personal data processed lawfully? (Article 6)
The user is asked for permission, the data is only used for specified purposes.

. Is the personal data processed fairly? (Article 6)
We are not sure what constitutes fair processing.

. Is the personal data processed in a manner that is transparent to the data subject(s)? (Article 6)

The user will be explained how the data is used to give a custom experience.

. |Is the personal data adequate for the purposes of processing? (Article 5(1)(c))
The data collected should be no more and no less than needed.

. Is the personal data relevant to the purposes of processing? (Article 5(1)(c))
The data collected should be no more and no less than needed.

. Is the personal data limited to what is necessary for the purposes of processing? (Article

5(1)(c))

Yes OO No O Don't know

Yes OO No O Don't know

Yes OO No O Don't know

Yes O No

O Yes O No

Yes O No

Yes O No

Yes O No

Yes O No

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know



The data collected should be no more and no less than needed.

. |Is the personal data accurate? (Article 5(1)(d))

The data collected by the fridge is based on user patterns and data given by user can

be changes by user.
. Is the personal data kept up to date? (Article 5(1)(d))

Data given by user can be changes by user.

. Is the personal data kept in a form that permits identification of data subject(s) for no longer
than is necessary for the specified purposes of processing? (Article 5(1)(e))

The data is stored as long as the user is a customer/ user of the smart fridge.

. Is the personal data processed in a manner that ensures appropriate security? (Article 5(1)(f))

The data is encrypted during storage and sending of data. And only stored on the users

own devices.

. |s fair processing information provided to the data subject(s)? (Article 12, Article 13, Article 14)

The user will be informed when setting up their account and can read later as well.

. Is there a suitable process for responding to a valid data subject access request? (Article 15)

There will be an automated process for giving the subject their data when requested.

. Is there a suitable process to update data following a valid rectification request? (Article 16,
Article 19)

There will be one for the account however there will be none for the user patterns.

. Is there a suitable process to erase data following a valid erasure request? (Article 17, Article

19)
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]

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know



For the account there will be. For the fridge the user must do it themself.

. Is there a suitable process to restrict processing following a valid request? (Article 18, Article
19)

The user will be able to retract permission to process and collect their data.
This will remove functionalities from the fridge.

. Can the data subject(s) obtain and reuse their personal data with a different service provider?
(Article 20)
The user will be able to download all their data.

. Can the data subject(s) object to processing? (Article 21)
This will remove functionalities.

. If the process constitutes automated decision making, can the data subject(s) obtain human
intervention? (Article 22(3))

The user can decline this would however limit functions of the fridge.
. If the process constitutes automated decision making, can the data subject(s) express their
point of view? (Article 22(3))

There is not a set plan for the user to give their point of view.

10.If the process constitutes automated decision making, can the data subject(s) challenge the

decision? (Article 22(3))
The user can decline this would however limit functions of the fridge.

. Are processors bound by a suitable contract or legal act that outlines the processor’s data
protection obligations? (Article 28(3))
We have not created or decided on any legally binding contract for this assignment.

. Do processors have sufficient technical and organisational measures in place to protect the
rights of the data subject(s)? (Article 28(1))
This PIA and subsequent risk analysis is to find out this.

. Are processors given the specific or general authorisation of the controller? (Article 28(2))
The processor and controller are the same company.
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Yes No O
Yes No O
Yes No O
Yes No O
Yes No
Yes No
Yes No O

Not applicable

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know

Don't know

Yes O No Don't know
Not applicable

Yes O No O Don't know
Not applicable



4. Are any transfers to third countries or international organisations made only to locations that O Yes O No O Don't know
have been subject to an EC adequacy decision or, if not, is transferred data protected by Not applicable
appropriate safeguards or only transferred in the exceptional circumstances detailed within
Chapter V of the GDPR? (Chapter V)
The data is stored in the location of the fridge and the connected smart phone.
Account information is only stored in the EU.
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Review

1. Has the content of the DPIA been reviewed and approved by the DPO or another person with sufficient Yes O No
authority and expertise?
The DPI has been reviewed by the writers.

2. Is the processing authorised to go ahead? Yes O No
Yes.
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gmail.com
Issued 01 June 2022

Risk report

Smart Fridge

Risk Owner: The manufacturer of the Smart Fridge

Risk applies to: Confidentiality
Property that information is not made available or disclosed to unauthorised
individuals, entities, or processes. (ISO 27000:2018)

Integrity
Property of accuracy and completeness. (ISO 27000:2018)
Availability
Property of being accessible and usable on demand by an authorised entity. (ISO
27000:2018)

Initial risk to B Intolerable

organisation:

Initial risk to data No initial risk to data subject selected

subject:

Response: Amend/Treat

Residual risk to Tolerable

organisation:
Residual risk to data No residual risk to data subject selected
subject:



Segregation in networks

NIST 800-53 CA.1
Security Assessment and Authorization Policies and Procedures

NIST 800-53 CA.6
Security Authorization

NIST 800-531A.1
Identification and Authentication Policy and Procedures

NIST 800-53 1A.3
Device Identification and Authentication

NIST 800-53 1A.7

Cryptographic Module Authentication

NIST 800-531A.8

Identification and Authentication (Non-organizational Users)

NIST 800-53SC.13
Use of Cryptography

ISO/IEC 27032:2012 12.2.f
User authentication of service

ISO/IEC 27032:2012 12.3.b
Testing and deploying security updates

ISO/IEC 27032:2012 12.4.h.2
Customer firewalls and HIDS

ISO/IEC 27032:2012 12.4.i
Enable automated updates

ISO/IEC 27032:2012 12.5.5.a
Strong authentication

CSACCM V3 IPY.04
Standardized Network Protocols

ISO/IEC 27018 A.11.6
Encryption of Pll transmitted over public data-transmission networks

SOC2TSC CC6.1G
Manages identification and authentication

SOC2TSCCCé6.1l

Uses encryption to protect data

SOC2TSCCCé6.1J

Protects encryption keys

SOC2TSC CCé6.6B

Protects identification and authentication credentials

SOC 2TSC CC6.6C
Requires additional authentication or credentials

SOC2TSCCCé6.7B
Uses encryption technologies or secure communication channels to protect data

SOC2TSCP5.2B

Permits data subjects to update or correct personal information
NIST SP 800-171 3.1.13

Encryption of remote access sessions

NIST SP 800-171 3.1.16

Wireless access authorization

NIST SP 800-171 3.1.17
Wireless authentication and encryption

NIST SP 800-171 3.1.19
Encryption of mobile data

NIST SP 800-171 3.5.3
Multifactor authentication

NIST SP 800-1713.5.4
Replay-resistant authentication

NIST SP 800-171 3.5.7
Password complexity

NIST SP 800-171 3.5.8
Prevent password reuse



NIST SP 800-171 3.5.10
Password encryption

NIST SP 800-171 3.13.6
Network access and control

NIST SP 800-1713.13.11
Use of cryptography

NIST SP 800-171 3.14.4
Antivirus and anti-malware updates

ISO/IEC 27001:2013/27701:2019 - Privacy A.13.1.2
Security of network services

Cyber Essentials (2021) CES4.a
Firewalls

Cyber Essentials (2021) CES4.e
Firewall rules

Cyber Essentials (2021) CES4.f
Permissive firewall rules

Cyber Essentials (2021) CES4.g
Host-based firewalls

Cyber Essentials (2021) CES4.c
Internet access to firewall configuration

Cyber Essentials (2021) CES5.c
Change default passwords

Cyber Essentials (2021) CES5.g
Technical password control

Cyber Essentials (2021) CES5.i
Minimum password length

Cyber Essentials (2021) CES5.j
No maximum password length

Cyber Essentials (2021) CES5.k
Password compromise

Cyber Essentials (2021) CES8.b
Anti-malware software - automatic updates

Cyber Essentials (2021) CESé6.d
Automated software updates

NIST CSF PR.AC-5

Network integrity

NIST CSF PR.PT-4

Communication and control networks

ECC 2018 2-5-4
Review of requirements for network security management



Threats: o Compromise of information: Eavesdropping
e Compromise of information: Position detection
o Compromise of information: Remote spying
o Compromise of information: Tampering with software
o Databecomes corrupted or ransomed
e Databreach
e Denial of service attack
e Hacking
e Lack of monitoring (resulting in breaches)
e Malicious code - Virus / Trojan Horse infection
e Malware
e Network intrusion
e Transmissionerrors
e Unabletoaccess data
e Unauthorised access to exposed weakness
» Unauthorised access to facilities
» Unauthorised access to records
e Unauthorised actions: Corruption of data
e User device compromised or unusable
e Usersnotabletologin

Vulnerabilities: ¢ Compromise of assets
o Compromise of security
o Datacould be shared inappropriately with a third party
o Default factory settings not changed
» Development process does not identify vulnerabilities
e Disgruntled or disruptive employee(s)
e Failure to apply relevant software patches
o Failure to comply with legal/contractual requirements
o Failure to comply with policies, standards and technical compliance
» Hacked or stolen password
e Inadequate Intrusion Detection System(s)
* |nadequate anti-malware software
e Inadequate anti-malware software updating
e Inadequate confidentiality agreements (third parties)
e Inadequate control/management of cryptographic keys
» Inadequate controls & procedures for remote access
e Inadequate controls for data processing
e Inadequate firewall
e Inadequate firewall policy
» Inadequate identification/authentication
» Inadequate incident reporting arrangements
e |nadequate information security policy
e |nadequate mechanisms to anonymize user
» Inadequate monitoring mechanisms
» |nadequate network capacity
* |nadequate network infrastructure
» Inadequate or insufficient software testing
e Inadequate or poor specifications for developers

e Inadequate password management



Inadequate physical access controls

Inadequate physical protection for the premises

Inadequate physical security

Inadequate policy to ensure return of asset(s)

Inadequate proof of message receipt

Inadequate security awareness/training for suppliers

Inadequate segregation of networks

Inadequate software malfunction handling

Inadequate software testing

Inadequate software updating

Inadequate systems documentation

Inadequate testing of new systems before release

Inadequate updates for malicious code protection

Inadequate validation of processed data

Inadequate wireless network security controls

Inadequately configured / maintained firewall

Inadequately constructed contracts with third parties

Inadequately documented software

Inadequately maintained operating system

Inadequately maintained security features

Inappropriate use of cryptography

Information corrupted due to systems failure

Insecure configuration of Remote Access clients

Lack of policies and procedures around access to source code

Loss of telecoms

Lost or stolen mobile device

Network: Unprotected sensitive traffic

Operating system vulnerabilities

Organization: Lack of established monitoring mechanisms for security breaches
Organization: Lack of fault reports recorded in administrator and operator logs
Organization: Lack of procedures for reporting security weaknesses
Organization: Lack of proper allocation of information security responsibilities
Software failure

Software: Lack of identification and authentication mechanisms like user
authentication

Software: Poor password management

Software: Unprotected password tables

Software: Well-known flaws in the software

Transmission of confidential data

Unauthorised equipment connected to network

Unauthorised software

Unauthorised use/access to systems by visitors etc.
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