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In agriculture supply chain management, traceability is a crucial aspect to ensure food safety for increasing customer loyalty and
satisfaction. Lack of quality assurance in centralized data storage makes us move towards a new approach based on a decentralized
system in which transparency and quality assurance is guaranteed throughout the supply chain from producer to consumer. The
current supply chain model has some disadvantages like a communication gap between the entities of the supply chain and no
information about the travel history and origin of the product. The use of technology improves the communication and relation
between various farmers and stakeholders. Blockchain technology acquires transparency and traceability in the supply chain,
provides transaction records traceability, and enhances security for the whole supply chain. In this paper, we present a blockchain-
based, fully decentralized traceability model that ensures the integrity and transparency of the system. This new model eliminated
most of the disadvantages of the traditional supply chain. For the coordination of all transactions in the supply chain, we proposed
a decentralized supply chain model along with a smart contract.

1. Introduction

Agriculture is a need for the majority of people worldwide to
survive [1]. Improvements in agriculture productivity and
quality, adequate marketing infrastructure, and assistance,
and efficient food management are all prerequisites for
agriculture growth [2]. Food safety appears to be an essential
aspect that both producers and consumers are concerned
about. Transparency in supply chains helps to improve the
procedures engaged in manufacturing [3]. Traceability is
also crucial as it allows us to determine the product’s origin,
including data such as the producer, harvesting and pro-
duction dates, and so on. To meet the growing demands, the

agricultural system has to be vastly improved [4]. To address
the complicated agricultural issues, advanced technologies
are being developed. Blockchain is the most recent addition
to these technologies. A cryptographic hash is the base of
blockchain technology. It is a transaction ledger system that
is decentralized and immutable [5]. This guarantees that the
user’s transactions and identity can never be affected. If a
forged transaction takes place, the decentralized mining
mechanism will prevent it from entering the encrypted chain
[6]. The supply chain logistics industry is the most visible
implementation of blockchain technology [7]. In the field of
logistics, blockchain moves ahead with a lot of options re-
garding the shipment of data. Every product or item can be
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tracked, which helps in precautions for any possible delay in
shipment [8]. Internet of things can be utilized with
blockchain to track the supply of perishable goods. Block-
chain has various trading applications as well. The trans-
action in agriculture supply chain management includes the
data about raw material and quantity etc. and blockchain
technology can maintain various crop insurance schemes
with the help of proof of records for a claim during the loss of
crop in any case. The use of smart contracts is helpful for
settling transactions and eliminates intervene of any third
party, and this could be considered the main advantage of
blockchain technology [9].

2. Literature Review

In this particular section, we review the work related to
blockchain in the agriculture supply chain found in the
literature. Blockchain has gained massive popularity in the
banking and finance industry, but it is growing steadily in
agriculture. In [10], the authors proposed a hazard analysis
and critical control points based agriculture food supply
chain traceability model with the collaboration of blockchain
and IoT. A use case of tracking a product from producer to
consumer is implemented through hyper-ledger, and
Ethereum is presented in [11]. Moreover, the authors in-
troduced a traceability solution for the food value chain. The
authors discussed how to apply blockchain technology in the
agriculture food supply chain and also raise the trust, se-
curity, and integrity issues in [12]. In [13], the authors
reviewed the Agri-ICT concept in blockchain and presented
an improved model of ICT in the agriculture blockchain. For
increasing efficiency in smart contracts and DLT, an ap-
proach is introduced in [14]. Furthermore, the authors
highlighted the challenges and barriers while adopting
blockchain technology in agriculture. In [15], researchers
introduced an efficient blockchain agriculture food-man-
agement supply chain with smart contracts. Potential risks
and challenges while adopting blockchain in the food supply
chain are discussed in [16]. In [17], the authors proposed a
new blockchain approach that is based on an IPBFT algo-
rithm to optimize trading for food supply chain buyers. In
[18], researchers presented an approach to measure the grain
quality using blockchain smart contract. Authors explored
in [19] how to blockchain-based systems promote value
transfer in small-scale agricultural farms. To increase
transparency and automate the process of blockchain in
agriculture, authors in [20] introduced an advanced proto-
type. The authors studied challenges in the implementation
of blockchain in the dairy industry in [21]; moreover, they
introduced a hyper-ledger-based solution for blockchain-
based traceability. As seen by the linked study, there is a
strong trend toward using blockchain technology in food
and agricultural supply chains to improve information se-
curity, transparency, and verification of different criteria
[22]. The literature demonstrates how blockchain and smart
contracts can provide supply chains with an efficient,
trustworthy, safe, and decentralized trace and track. Table 1
describes the proposed methods and their attributes by
various researchers.
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3. Challenges

(i) There is no way to change or update data in a
blockchain if, at any step, someone makes a mistake.
The immutability of blockchain is one of the major
advantages. However, as opposed to traditional
database systems, blockchains are hard to amend or
manipulate.

(ii) A verified transaction cannot be altered by security
schemes.

(iii) Using smart contracts, the system can be controlled
and the steps can be automated. Smart contracts
cannot be modified after they are deployed.

(iv) The blockchain environment will require some
money during its initial setup.

(v) It is possible for IoT devices to be hacked.

(vi) The acquisition of data requires IoT devices. Data
collection can be affected if devices are damaged.

4. Traditional and Centralized Supply Chain

As shown in Figure 1, supply chains have a traditional
structure. A central database containing data regarding all
processes is created by using this approach. An adminis-
trator manages the database. Several limitations apply to this
approach. This system uses a server to manage the database.
Therefore, if that server fails, the entire system will go down.
An administrator who is dishonest could change the data
without the stakeholder’s knowledge [4]. Those manipula-
tions are inadmissible to trackback. Thus, this centralized
approach is opaque and untraceable as well. Among the
major challenges of the traditional supply chain ecosystem
are traceability of products, transparency of stakeholders,
and trust in collaborative systems. In the traditional ap-
proach, there are a lot of intermediaries, causing trust
problems and performance problems [7]. Various supply
chain entities include farmers, distributors, retailers, etc.
Consequently, any outbreak involving food products will be
extremely difficult to trace [10]. It is essential to examine the
functional impact, social impact, and economic impact of
emerging technologies in the supply chain ecosystem.
Furthermore, the traditional supply chain ecosystem is
highly centralized. This leads to trust issues when multiple
organizations collaborate. A centralized process makes it
easy to manipulate data without the knowledge of other
stakeholders. Any carelessness in the food supply chain may
put the lives or health of people at risk [8]. This is a big
concern when it comes to traceability. Trust issues within the
supply chain can result in significant losses for companies.
Companies put the utmost effort into creating trust among
consumers. Providing access to data while protecting it from
being altered by others should resolve these issues. By uti-
lizing emerging technologies in the supply chain, we can
resolve these issues. With blockchain technology, supply
chain performance can be improved, and issues can be
eliminated. Furthermore, it has some features that make it
useful for addressing supply chain concerns beyond its use of
distributed ledger technology. As a result of its immutability
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TaBLE 1: Literature proposed methods and their attributes.
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FiGure 1: Centralized food supply chain.

and distributed nature, it provides a secure and reliable
record that cannot be altered or altered. Food supply chain
ecosystems can be improved by transparency and the use of
emerging technologies [14].

5. Blockchain in the Agri-Food Supply Chain

Many difficulties have plagued agriculture and food (agri-
food) supply chains, including a lack of traceability, poor
visibility, and inefficiency [27]. These challenges have a direct
and considerable impact on management efforts to ensure
agri-food production compliance, enhance food safety and
quality, reduce food waste, and decrease supply chain

operation expenditures [29]. The advancement of a traditional
supply chain becomes imperative in the case of unexpected
growth of a product’s demand [30]. Moreover, customer
satisfaction can be improved with the help of supply chain
management. A supply chain comprises operations such as
product flow, information, and product travel history. Fig-
ure 1 portrays a traditional food supply chain that includes
producers, suppliers, manufactures, distributers, and retailers
working in a chain to deliver products from producer to
consumer. Traditional supply chains based on centralized
systems lacks traceability, transparency resulting in data loss,
data tempering, and security threats. There are the following
drawbacks of a traditional supply chain:



(i) No traceability and transparency.
(ii) No details of product origin.
(iii) No food safety is assured at any stage.

(iv) No record of any transaction in the whole supply
chain.

The upper stated issues can be solved by blockchain
technology; over distributed networks, it acts as a public
ledger and overcomes information maintenance issues like
verification and validation. Blockchain technology provides
security, maintains temper proof record, avoids any kind of
the third party of middle man in transactions, helps to
reduce the overall cost of trans-action, and improves the
product quality. The cryptographic approach followed here
develops user confidence, resulting in increasing the
product’s demand [31]. Cryptocurrency-related encryption
methods assist in the validation and verification of users and
new blocks; that is why each block in the blockchain network
contains the details of the transaction. The chain contains a
ledger from the beginning to the creation of a new genesis
block [32]. Each block has a reference to the preceding block
due to a hash value. The peer-to-peer network assists in the
verification of new transactions and users [33]. Among the
emerging technologies, blockchain technology is likely to
have a significant impact on many areas of collaboration. By
using distributed ledger technology, entities can commu-
nicate without a middleman in a peer-to-peer network. By
virtue of its numerous features, it promotes trust and
transparency in cooperative environments. The decentral-
ized nature of its operation means that it is not controlled by
a single party or entity. A consensus refers to an agreement
reached between all parties regarding how to carry out a
transaction. This feature permits the traceability of any
transaction. Whenever a transaction is made, the distributed
ledger is updated so that all nodes can see it. One of the most
important features of immutability is that it makes it im-
possible to tamper with [34]. Unlike traditional databases,
the distributed ledger cannot be modified or deleted once it
has been written. Smart contracts can also be implemented
on the distributed ledger. These are computer programs used
to specify the logic of a contract between two or more
parties. After the contract is executed, certain conditions
must be satisfied.

5.1. Provenance Tracking. Blockchain technology can be
useful to resolve discrepancies in transactions when his-
torical information is required. The blockchain-based so-
lution can track the provenance of transactions.
Transactions can be tracked from when they were initiated.

5.2. Transparent Procurement. A company looks for a
middleman every time it is in the procurement process. It is
almost impossible to track the exact volume or quantity
between partnership firms, subsidiaries, etc., using the
traditional approach. With the blockchain, this process can
be automated. With the blockchain, virtually all transactions
are visible and continually updated. Companies can check
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their orders by using distributed ledgers. Auditing em-
ployees are usually hired just for the auditing process [26].
As a result of blockchain, auditing will become much easier
and faster without involving so many people.

5.3. Transacting Immutably. Authorized nodes can execute
multiple transactions. Attackers cannot delete or modify the
transactions. Transactions in the blockchain cannot be al-
tered or deleted once they are recorded in the decentralized
ledger since they are immutable [5]. It is impossible to delete
or update transactions that have already been executed, not
even the administrator. As part of blockchain technology,
the hash function is used, which means modifying the data
can affect the hash.

5.4. No Rogue Frauds. There is a decentralized ledger shared
by all connected nodes on the blockchain. Each node’s ledger
reflects these transactions. Rogues who try to execute
transactions for their own benefit are doomed to failure [21].
Each transaction must be approved by all stakeholders due
to the consensus feature of blockchain. Table 2 illustrates the
major challenges that exists with the agri-food supply chain
system, apart from that all those challenges which currently
opted supply chain process in the agri-food.

6. Use of Smart Contracts for Blockchain-Based
Agriculture Supply Chain

The blockchain allows us to eliminate intermediaries, but the
promises and trust boundaries between the contributing
parties typically require something called a smart contract.
In the same way that traditional contracts regulate trust
between the parties, smart contracts provide organizational
terms and conditions that govern trust within the scope of
the contract. A smart contract is only different because it is
coded in a programming language [7]. Using controlled
coding, the rules, terms, and conditions reflected in the
agreement are implemented exactly as agreed by all parties.
A smart contract concept has existed since the 1980s, but all
it lacked was the removal of intermediaries. Smart contracts
were introduced in 1996 by Nick Szabo [35]. A smart
contract embeds the contractual terms within a combination
of hardware and software, making it difficult for them to be
breached, and making them cost-prohibitive. As such, smart
contracts increase safety by reducing attacks. Ethereum
blockchain popularized the notion of smart contracts and its
implementation in real life in 2016. The Ethereum network
combines a decentralized Turing-complete blockchain with
a smart contract environment and integration tools. Figure 1
shows the steps involved in building a smart contract. In
other words, a smart contract automates processes in
blockchain technology. By storing the contract within the
blockchain, we can potentially use blockchain in other real-
world situations. To automate the steps involved in the
system, the authors in [18] use smart contracts as their core
technology. Real-time tracking of products in a supply chain
and a comprehensive view of the process are both part of the
automation. Using a smart contract, [7] incorporates
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TaBLE 2: Challenges and opportunities while adopting block chain in agriculture.

Opportunities and potential benefits

Challenges and barriers

Food-borne disease risks are reduced when items
are of higher quality

User friendly for farmers

Fewer number of frauds due to transparent
transactions

Financial transaction facilitation for every entity in
the supply chain

Enhanced sustainability and reduction of waste

A valuable platform for reducing emissions
Pricing is more equitable across the whole value
chain

Purchase decisions are made by well-informed
consumers

Platforms for education and training are limited

Market fluctuations and ambiguity

Small businesses lack of competence

New users may be unable to access marketplaces due to a lack of information
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As the technology ahead forms trigonal methods, SMEs have various issues and

difficulties while adopting

Understanding issues among policymakers and technical support staff

Requirements of IoT/computing equipment

Digital gap between developing and developed countries

Consumers are well informed about what they are Cryptocurrencies market share is dwindling, and there is a lot of volatility (reputation

purchasing
Less reliance on intermediates and third parties

Insurance policies and financial aids for rural area
farmers

Traceability and transparency in value chains

issues)

Open technological questions and scalability problems for example transactions

latency

Limited flexibility in design decisions [19]

Some food quality factors, particularly environmental indicators, cannot be assessed

using objective analytical methods

industrial spare parts traceability research to implement the
necessary functions, modifiers, and events to implement the
logical flow mechanism to automate the entire process. By
securing contracts within the blockchain, smart contracts
can satisfy the fundamental need for trust between parties.
The paper [2] proposes implementing an IoT-based auto-
mobile insurance ecosystem known as CAIPY, which im-
plements step-by-step processes and communicates with
tamper-proof IoT devices in order to monitor a car’s con-
dition. Smart contracts can be used for intellectual property
rights management. Paper [36] presents BMCProtector, a
music copyright management platform using blockchain
and smart contracts. From song creation until royalty dis-
tribution, their smart contract system implements all the
necessary functionality. It is nearly impossible to alter a
smart contract that has been distributed within a blockchain
because they are distributed inside the block chain, so you
need to deploy them within a blockchain environment for
maximum security. When coding smart contracts, you will
frequently come across terms like attribute, function, event,
and modifier. Here is an explanation of these terms.

Attribute: a variable that holds a value in memory is an
attribute. Various primitive data types are supported in
solidity: integers, chars, strings, doubles, and mappings,
addresses, and enumerators.

Function: in a system, functions represent mechanisms
and tasks. If a function is called, the task it contains will
be executed.

Modifiers: actors or components have access power
through modifiers. Although the contract owner has
ultimate control over modifications, other actors or
components can be granted some specific rights to
modify or gain access.

Event: a blockchain transaction log stores anything that
happens as part of an event. In the transaction logs of
the blockchain, in response to an event taking place or
being emitted, any argument that is passed along with
that event gets recorded. This mechanism allows for the
subsequent retrieval of historical information about the
system. The system is auditable through this
mechanism.

Smart contracts are computer programs that run when
certain conditions are met and recorded on a blockchain
[15]. They are often utilized to automate the execution of a
contract so that all parties are instantly in-formed of the
results, without the need for any middlemen or time waste.
Traditional contracts are no longer efficient for blockchain
technology [15]. The traditional supply chain also contains a
huge amount of paperwork and documents which is not a
good approach for tracking and records proofs. Smart
contracts are automatically executed and triggered when
preset criteria are fulfilled, can assist to address these
drawbacks of transparency, efficiency, security, and tracking,
and eliminate the role of a mediator [18]. These auto-exe-
cuted code-based contracts enable agreed-upon activities
(such as payments) to occur quickly upon the completion of
the terms of the contract. This is a major function that
differentiates blockchain from Ethereum. For example,
when a client verifies their shipment, according to the in-
structions a smart contract will transfer money to the carrier.
Smart contracts are unique in that they allow you to write
code that executes itself without the need for a third party,
which helps to save a lot of money, time, and effort, also no
chance of errors or frauds. In comparison to a traditional
contract, a smart agreement between two parties partici-
pating in a transaction holds each participant responsible for
their participation in the transaction and also ensures that



the contract is implemented. Smart contracts increase a
supply chain’s transparency, traceability, and efficacy,
allowing it to be more flexible in establishing connections
between partners. A unique address is assigned to every
smart contract. This address never changes one of the
contracts deployed in the blockchain. User transactions can
only send to a contract address. Every consensus node in the
network will execute the transaction to achieve a consensus
on its output. The two forms of smart contracts are deter-
ministic and non-deterministic smart contracts [29]. A
deterministic smart contract executes without the need for
any information from a third party. A non-deterministic
smart contract relies on third-party data (database). A smart
contract works by following simple “if/when ... then ...”
statements which are written into the blockchain code.

An action is executed by a network of computers when
certain conditions have been met and verified. A blockchain is
then created to record the transaction. Parties who have already
been granted permission are the only ones who can see the
results of a transaction unless permission is granted [37]. The
participants in a smart contract can specify as many conditions
as necessary to ensure a successful outcome. By defining how
transactions and their data will be represented on the block-
chain, establishing the “if/when...then... rules” that will
govern the transactions, exploring all alternative possibilities,
and establishing the dispute resolution framework, participants
are in the process of setting the conditions as shown in Figure 2.
Supply chain management is expected to benefit from
blockchain technology to reduce the number of coordination
challenges [38]. Smart contracts can handle multiple trans-
actions between parties, which reduces complexity, enables
greater transparency across the supply chain, and enhances the
trust-less verification process. The supply chain will be
streamlined and made more flexible, and stronger partnerships
will be fostered [39]. Considering the above discussion of the
use of blockchain and smart contract in various fields and use
cases, it is quite clear that the combination of blockchain and
smart contract results in an automated, highly secure, and
ingenious system. Rather than storing and tracking data in a
blockchain, smart contracts implement the business logic and
control access to the data.

7. Benefits of Smart Contract over the
Traditional Supply Chain

7.1. Transparency. Through smart contracts, the provenance
of goods can be recorded, enhancing supply chain trans-
parency. The blockchain stores information such as the date,
location, and quality, which are helpful in verifying a
product’s origin. Consumers will have more confidence that
they are purchasing good products, and manufacturers will
have the assurance that their raw material comes from a
reliable source [40]. Smart contracts can also be used to
enable transparent credentialing among supply chain
partners by creating and storing digital forms of identifi-
cation. With this system, parties can easily verify that other
parties have the requisite certifications to be able to do their
duties [41]. Blockchain technology can also be used to
manage reputations and reliability.
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7.2. Traceability. Using smart contracts, traceable inventory
can be tracked from its raw material source to its delivery to
its end-user, which can improve supply chain traceability. A
serial number, RFID tag, or smart sensor can be used to
accomplish this. In addition to location and environmental
data, smart sensors can provide information about product
quality (especially for perishable goods). The ability to make
better and faster decisions will be improved with real-time
information and updates about product status. In this case, it
is easier to activate a reserve batch of goods midway through
the supply chain process rather than to wait until the bad
batch arrives before making a decision. As a result, delays can
be reduced, and the supply chain can remain agile [35].
Natural disasters, factory strikes, and delivery accidents will
also be dealt with well by the organizations. With the increase
of product competition, ensuring continuity of supply can
significantly enhance a brand’s image among consumers.

7.3. Efficiency. A smart contract can improve the efficiency
of the supply chain from both an operational and cost
perspective. Using distributed ledgers to perform smart
contracts simplifies multi-party supply chains, improving
process efficiency. Because smart contracts execute them-
selves automatically, they can automatically execute “con-
tractual rights and obligations, including payment and
delivery terms” [42]. Reduced processing time and work are
the results of reducing paperwork. Cost reduction is another
way to enhance efficiency. As contractual agreements are
executed using trusted computer code that can easily be
customized, fewer physical documents need to be created
and maintained by each party’s purchasing, accounting, or
legal departments. By eliminating physical records, a great
deal of manual work can be reduced [43].

8. Process of Blockchain
Implication in Agriculture

Consumer-to-provider solutions provide a database in-
cluding an efficient structure as well as a public ledger that
holds digital data about items, persons, and events that can
be viewed or examined by a large number of people in the
blockchain [44].

Using blockchain technology in supply chain manage-
ment, we can overcome issues like the following:

(i) Overall management of the system.
(ii) System errors.
(iii) Product delay.
(iv) Transparency.
(v) Traceability.

(vi) Improving communication between all entities in

the supply chain.

(vii) Increasing the trust between consumer and
supplier.

Improvement in the supply chain is needed to tackle the
changing and increasing demand of customers. Also, we can
normalize the use of blockchain in the food supply chain to
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make a better marketing environment. The food product’s
data, such as its harvesting date and price, is uploaded by the
supplier and then an RFID chip is embedded in the product
as shown in Figure 3 [5]. These tags consist of an antenna
and a microchip. Special printers are used to print identi-
fying information on tags. The information on tags can be
utilized for a variety of purposes. When RFID scanners scan
a product, information from the tag is read, which might
include essential information for preserving the item and
managing the supply chain, such as the following:

(i) Components of product.
(ii) Product ID number.
(iii) Location history.
(iv) Order status.
(v) A serial number of an individual product.

Figure 3 illustrates how RFID receiver can be used to
update and send this information and the data is not restricted
to only containing serial numbers and ID. As the goods pass
through warehouses and vehicles, the information provided by
RFID will be linked to the system automatically tracking
shipping and stock positions. By incorporating RFID into these
systems, it is possible to verify the correct items and quality of
products. Product information could be tracked throughout
the whole shipping process and storage with the collaboration
or IOT that increases accountability and accuracy. Supply chain
networks fully utilizing RFID can detect the location of the
goods, allowing theft and other unlawful actions to be found
and punished instantly. After tagging by the supplier, the
manufacturer gathers product information and adds a QR code
to the package [41]. The product then moves towards the
distributor, who is automatically notified of the arrival of food
goods. Then, based on completely accessible data on customers,
like delivery dates, and other user information, distributors
select a suitable 3PL (Third Party Logistics) [45]. The origin and
destination of food goods are then communicated to 3PL. It
optimizes network flows flexibly. The product now transferred
to the retailer uses machine intelligence to anticipate sales and
also provides a mobile application to customers. The product is
now ready for sale. Product information remains the same
throughout the chain [17]. The store provides full transparency
on delivery time. Each company now scans the RFID at each
step of the manufacturing process and updates the information
on the blocks in the cloud using a mobile app [6]. As a result,
the cloud plays an important role in storing blocks. The app or
website is used for verification, validation, and transactions,
among other things [12]. A communication plat-form is
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Figure 3: Traditional food supply chain.

provided through a website and a mobile app. When the
genesis block is formed, the information is saved in it, and the
very first transaction is carried out, and the blockchain tech-
nology begins to operate. Customers may access product data
such as origin, aging, duration, and expiry by scanning the QR
code using an app.

9. Blockchain-Based Proposed Model for
Agriculture Supply Chain Using
Smart Contracts

In this paper, a new model for tracking and traceability is
presented. Block chain smart contract is involved in this
proposed model to coordinate traceability of food in the
agriculture supply chain. The implementation of this model
improves the traditional blockchain-based supply chain.
There are 4 layers in this model. In the first layer, the
producer agent manages all the operations that come in their
domain like buying materials and selling products. The next
layer deals with processor agents who process the products
like sorting, packaging, and processing. In the transport
layer, all the tasks regarding transport between whole supply
chains are managed by transport agents. In the next layer,
the retailer agent purchases a product from the processor
agent and sells it further to customers. All the entities in the
whole supply chain are interconnected in a decentralized
blockchain with a smart contract. And every transaction in
the whole system can be traced through blockchain network.
Everyone in the whole supply chain can trace the product as
portrayed in Figure 4.

A consumer can check the origin and processing of the
product. This new supply chain model enables the agri-
cultural industry to gigantically grow [24]. The use of



blockchain enables the consumer to trace all the products
from origin to delivery. The main benefit of this model is the
confidence of the final consumer that will increase the sales a
lot. Figure 5 shows the sequence diagram for the proposed
model.

10. Outcomes of the Proposed Model

After having examined enough literature survey and ex-
periments from numerous researchers, we proposed our
conceptual model that has components that are being used
in the manual/current agri-food supply chain processes and
the other which would be a blockchain-based model. We
have constructed a detailed Table 3 that explains the possible
outcomes of the blockchain-based system and how this
system can ensure transparency, traceability, security, and
immutability in the entire agri-food supply chain process.

11. System Flow Analysis

Consider the supply of rice from the farmer to the consumer.
The farmer first purchases seeds from seeds suppliers. The
seeds are grown on the farmer’s farm. After harvesting the
crops, he uploads the detail document to the network, which
contains information about the seeds, the seed suppliers, and
the crops. The blockchain will record the transactions re-
lating to this document. After reviewing all the details of a
farmer’s seeds and crops, the rice processor can place a
purchase order directly with him. Unprocessed rice is sent to
the processor with a document containing details about the
processing. After the processor receives the order, the dis-
tributor oversees the contract. The distributor then inspects
the retailer’s buy order. Upon completion, the distributor
ships the orders to the retailer [46]. A document with the
shipment information is uploaded by the distributor. Upon
receiving the rice from the distributor, retailers sell it to
consumers. All information about the rice, from its starting
date to its end process, can be viewed by the customer. Smart
contracts permit communication between two entities.
Proof of authority is established using a consensus mech-
anism in this model. The consensus determines which nodes
are permitted to validate transactions. For example, an entity
sending the data to the validator node for validation will be
notified by the validator node [43]. A notification will be sent
to the validator node once the transaction is complete. A
transaction is approved by them if it is deemed legitimate.
When a validator finds that a transaction is not authentic, it
can be declined. The information flow of whole system is
presented in Figure 6.

Apart from that, the diagram of the entity relationships is
depicted in Figure 7. These depictions are for the reference of
our system’s work flow and events occurring at any stage of
the whole process.

12. Contribution

In this paper, we have proposed a permissioned blockchain
model that is essentially validated with the Ethereum
blockchain. The blockchain supply chain model is full
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FIGURE 5: Sequence diagram of food supply chain.

decentralized model, in which we have introduced certain
concepts that are vital for the effective process of supply
chain using novel technologies like blockchain.

13. Validation of the Model by Ethereum
Blockchain Smart Contact

Although we have studied and researched theoretical aspects of
using smart contracts, still we are giving a testing and validation
of the proposed model. Validation can also be performed by
having an experiment with those stake holders who are cur-
rently using these systems. But here we are going to have some
smart-contract-based technical validations. In order to give
some sort of validation for our proposed model, we have used
Ethereum blockchain and wrote a simple smart contract which
has shown the possibility of using blockchain technology and
its relevant tools for the innovation of the current agri-food
supply chain process; our validation helps to identify the
potential of blockchain technology. Below are a few shots of the
smart contract and how that smart contact got compiled.
Figure 8 shows the first part of our smart contract that we wrote
for the validation of our proposed model.

Figure 9 depicts the smart contract for the proposed
activity of supply chain process of agri-food process.

Figure 10 is again a representation the functions dec-
larations and their calls for the specified events.

Figure 11 is for the reports that would be the ultimate
source of transparency and through which we can have a
detailed track of our supply chain procedure. Figure 12 is the
last part of our smart contract.
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TaBLE 3: Outcomes of the proposed blockchain-based agri-food supply chain system.

Attributes BC-based proposed system Traditional method
s . Lo . . Information can be easily manipulated by the
Immutability The information in a transaction cannot be changed even by the admin a dmi}1’1 P Y
Consensus Stakeholder agreement is taken into account No consensus available
Provenance Transaction histories are available No history, no information record
Structure Fully decentralized Centralized
Trust Increasing trust in a collaborative environment Centralized approaches impose trust issues
Storage Distributed storage Centralized
Farmer processor Distributer Retailer
Validation and Verification (IOT RFID) g
@
g
S
£=
<
g
-
it
=
=
Block chain network ( Ethereum)
v
Provider Consumer (software)
FIGURE 6: Information flow throughout the system.
*‘E Consumer
Consumer ID: String
Retailer ID: String
LotID: String
Purchase Date: String
Quantity: Int
BuytromRetailern)
.
ﬁ Retailer
i Seed Supplier
£ Retailer ID: String
Company ID: String Destributor 1D; String
Seed Brand- String LotID : String
Variables | e String Purchase Date: String
Cartifying Agency: String Quantity: int
T A BuyfromDistributor()
Function SellSeed() -.- Smart Contract SelitoConsumer()
Attributes of Contract
Soll Seed()
Buy Seed)
SellRawRice()
BuyRawRice{)
Sell Soedi)
Buy Seed(]
SelitoRstaller()
BuyfromDistributor)
SelitoConsumen)
Fanmer BuyfromRetailer()
Farmer ID: String 2 T
Feild ID: Stri h .
Company ID nglrinn H Distributor
D String
Chemical Used: String Distributor ID: String
Guantity: Int Processor 1D: String
Lot ID: String Quantity: Int
Buy Seedi) Purchase Date: String
SeliRawRice() T Lot ID: String
il Processor Distributor ID: String
Processor ID: String Processor ID: String
Guantity: Int
Farmer ID: String >
Pur'!l:a':o Date: String Purchase Date: String
Lot ID: String Lot ID: String
BuyRice()
BuyRawRice() SelitoRetailer()
SC“RIC."

FIGURE 7: Entity relationship diagram of proposed model.
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FiGURE 8: Part 1 of the smart contract.
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( =>qualityReport)) qualityReports;

( => ( =>processorReport))) processorReports;
) lotToBatch;
(

=>retailerReport)) retailerReports;

addFarmer( _farmer, _farmerkey)
isFarmer[_farmer] = 5
farmerMapping[_farmer] = _farmerKey;
farmerAddition(_farmer,_farmerKey);

addProcessor( _processor, _processorKey)
isProcessor[_processor] = B
processorMapping[_processor] = _processorKey;
processorAddition(_processor,_processorkey);

FiGure 10: Part 3 of the smart contract.

[
erMapping

ai

_farmer, i _lotNumber, _remarks, _sampleS
_farmer][_lotNumber].

_farmer, _lotNumber)

FIGURE 12: Part 5 of the smart contract.

While checking the issues in the deployed smart con- Figure 14 shows the real-time working mechanism of the
tract, we have then complied it with the available Ethereum  deployed smart contract where all the defined instances of
test network and this can be seen in Figure 13. the smart contracts are being called and executed.
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The last part of the validation section is Figure 15; this
part shows all the sections, i.e., the components of the as-
sumed blockchain-based agri-food supply chain system, and
how this can be tested with the help of Ethereum test
networks.

14. Conclusion and Future Work

Researchers are trying hard to develop such systems that can
bring innovation in the current scenarios. Blockchain
technology is one of the developing and emerging tech-
nologies nowadays as this technology is disrupting every
field and also it can make a lot of revolutionary changes in
the agriculture field by improving the supply chain and
ensuring the integrity, security, and traceability of data. It
has the potential to improve the country’s economic situ-
ation by lowering corruption and improving producer and
customer satisfaction. Blockchain establishes an efficient and
transparent system by eliminating the middleman in supply
chain management. In this paper, we introduce an advanced
blockchain approach to enhance the traditional supply
chain. For managing the whole supply chain efficiently, we
use a multi-agent system with smart contracts because they
eliminate intermediaries, allowing the circular economy
market to thrive. Our methodology is automated; it can be
used to optimize any supply chain, resulting in increased
security and efliciency. Utilizing blockchain technology, we
give robust security characteristics to the agriculture system.
Origin of product can be verified, shipment of product can
be monitored, and proof of all transactions can be saved with
this model. Agents who verify that both parties are following
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the terms and conditions of smart contact are another
novelty of this study. Fine or penalties are imposed if the
agent detects that a participant does not fulfill the condi-
tions. This makes our models more reliable and efficient
compared to other models; furthermore it can also track and
authenticate orders. Apart from that, we have developed a
smart contract in solidity using Ethereum blockchain to
validate our model. Researchers can test this kind of proof of
concepts as well as model using hyper ledger fabric com-
poser or multi-chain tools that are exclusively designed to
work with the permissioned blockchain where all the entities
are known. The article addresses two main research ques-
tions. We first examine some of the most important issues of
the traditional supply chain ecosystem, and then we explore
how blockchain technology can be used to resolve these
issues. This was done by looking at published research ar-
ticles in the field. Our second question required an analysis
of the benefits of integrating blockchain technology with
supply chains. In conjunction with Ethereum’s blockchain
and the proof of authority consensus algorithm, an inter-
planetary file system is used. In smart contracts, payments
can be processed directly and without intermediaries, which
improves performance. An overview of the proposed smart
contract model is presented in this paper, together with
entity-relationship diagrams, sequence diagrams, and
practical implementations. With the immutable nature of
block chain technology, trust, transparency, and security can
be enhanced within the supply chain. It is possible to adapt
this model to a wide variety of supply chains in various
domains.
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