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Marine Data Collection and Transmission

Abstract:

A great interest of boat manufacturers is to improve their products by knowing how the boats
are used after sale. In order to gather information about the condition of usages, a system
needs to be developed in order to collect data from different marine electronics mounted on
the boat. Through this thesis work, we developed such data collecting system for leisure boats
which support CAN Bus the message-based protocol. The data collection system has been
developed and installed on a Linux-based embedded system connected to the CAN Bus
network through a gateway in our laboratory. Through the data collection system, all data
generated from different marine electronics in the network can be captured, filtered,
transmitted, displayed and then stored in the system. For data transmission and access, we
have implemented three methods through wired or wireless networks, i.e., the fixed Internet,
3G/LTE cellular networks and Wi-Fi networks.

Furthermore, the prototype implementation has been extensively tested in both lab and real-
life environment.

Keywords: CAN Bus, NMEA 2000, embedded system, data filtering, data transmission
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1 Introduction

In Section 1.1, the motivation of this thesis is introduced. Section 1.2 illustrates the problems
need to solved while Section 1.3 describes our solution. At last, Section 1.4 gives the outline
of this thesis.

1.1 Background and Motivation

In recent years, the market of leisure boats is on steady growth. Especially in North America
and Europe, there are a large number of leisure boats in use. Meanwhile, Asian market is
becoming more active. Therefore, it has become the main interest for boat manufacturers to
improve their products according to various market demands. For that reason, monitoring
data on boats is required for analysing operation state of equipment, user preference and
security.

Now marine sensors are widely implemented on leisure boats to provide monitoring
information. However, as far as we know, there is not any data collection and management
system on the market. Thus, we aim at developing such a system for boat manufacturers
and owners.

1.2 Problem Statement

The main task of this thesis is to develop an embedded system which can be used to collect,
filter, transmit and store the data from different marine electronics. Furthermore, with the
Internet accessibility, the system can transmit the data to the appointed server, so that the
data can be used for commercial or safety analysis. The problems to be solved can be
summarized as follows:

e To create a testbed — a CAN Bus network with sensors connected to it;
o To select a proper embedded platform with Linux installed on it;
e Toinstall CAN Bus gateway on embedded system;

e To develop a program to implement the functionalities of data collection, filtering,
storage and publishing.

e To set up a server receives the data from the embedded systems.

These requirements are the functional demands of the system, which will be described in the
next chapter.

1.3 Approaches

In this thesis, we design a marine data collection and transmission system. It is based on an
ARM-based single-board computer, which is small in size but provides excellent performance.

Figure 1 illustrates the overall structure of the data collection and transmission system. The
system can be implemented on boats, being connected to CAN Bus. In the CAN Bus network,
there are NMEA 2000-compliant sensors generating monitoring data and broadcasting it
through the bus. The embedded system is designed to collect the data, and store it after
filtering. Furthermore, the data will be transmitted to the designated remote server through
Internet. It is worth mentioning that, the embedded system supports flexible connectivity, so
that we can choose wired or wireless connection according to circumstances.
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Figure 1 Application scenario of data collection and transmission system

For developing the data collection and transmission system, we have done the following:
o To build a CAN Bus testbed with different sensors and an NMEA 2000 gateway.

e To develop and an embedded system to fulfil the requirements of data collection,
filtering, storage and transmission.

e To set up a server which receive the data from embedded system and publish the
data on the Internet.

e To improve the system with data/transmission security and remote control.
And the prototype of the system has been tested in experiments.

1.4 Thesis Outline
The remaining thesis is structured as follows.

e In Chapter 2, a brief introduction of background technologies adopted in this project is
given.

o Chapter 3 describes the functional requirements of the system as well as the system
architecture.

e Chapter 4 and 5 present the basic functionalities and advanced features of the
system respectively.

o In Chapter 6, tests on the system and results are presented.
o Discussions is in Chapter 7

e Chapter 8 gives the conclusions and future works in this thesis.
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2 Technology Background

As mentioned in the previous chapter, this data collection system is designed for NMEA
2000-compliant devices in a CAN Bus network. In the following paragraphs, we will introduce
these two standards. Then we will give a description on the cellular network and Web service
technology, which enable the data transmission and data publishing.

2.1 CAN Bus and NMEA 2000

CAN is the abbreviation for Controller Area Network. CAN Bus is originally developed for the
automobile industry. However, CAN Bus standard is now also widely implemented in boat
manufacturing. There are even some specific messages that are specially designed for the
marine use [1].

The main advantage of a CAN Bus is that devices connected to it may exchange data in all
directions. And the transmission via CAN Bus is very quick and fulfill the requirements for
most devices. It is worth mentioning that the CAN Bus is a worldwide standard, which means
that all CAN Bus-compliant devices can exchange data regardless of manufacturer. The
CAN Bus system operates in a manner that all devices may listen to the messages
transmitted in CAN Bus. Devices only accept the messages which are needed, while discard
the others [2].

NMEA 2000, which is defined by National Marine Electronic Association, is a data network
for communications between marine electronic devices. It is based on CAN Bus which
connects devices together in a common channel. It means that different devices such as
temperature sensors, GPS and fuel monitor can exchange the data between each other. The
main goal of the standard is to share marine information in an easy way. We can say that the
NMEA 2000 is a language defined based on CAN Bus. In an NMEA 2000 network, the data
transmitted in CAN Bus should follow the frame structure defined in NMEA 2000 standard.

In the NMEA family, there are NMEA 0183 and NMEA 2000. NMEA 0183 standard is the
predecessor of the other and it is not based on CAN Bus. One advantage of the new
standard is that it has higher data rate, i.e., 256000 bps compared with 4800 bps in NMEA
0183. Another advantage is that more compact binary messages are used in NMEA 2000,
which makes it more efficient than NMEA 0183. In this project, all the devices we use comply
with NMEA 2000 standard.

2.2 Access Modes

In order to transmit the sensor data from the embedded system to the dedicated remote
server, we need them both connected to the Internet. In this section, we will introduce three
access modes for the embedded system which apply to different application scenarios.

2.2.1 Wired connection

When anchoring at the harbour, it is possible to find wired connection to the Internet. It
requires that there is an RJ45 port on the embedded system so that wired access mode can
be adopted.

Normally, wired connection can support higher data transmission rate than wireless
connection. Take optical network for example, the data rate in uplink can reach 2.4 Gbps and
1.2 Gbps in downlink according to the standard of GPON [3].

However, when sailing, it is not possible to obtain wired connection. Thus we need to adopt
wireless technology which is suitable for mobile devices.
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2.2.2 Wi-Fi

Nowadays Wi-Fi is widely used in our daily life. It enables electronic devices to exchange
data wirelessly at a high data rate. For example, according to IEEE 802.11n standard, the
maximum data rate can reach 600 Mbps in theory by increasing the transmission bandwidth
and adopting MIMO.

Although Wi-Fi is a good solution of wireless transmission, the problem lies in the limitation of
transmission range and interference due to license free. In the outdoor environment, the
transmission range is usually around 160 m. When sailing, it will be natural that boats sail out
of the range. And because the frequency band of Wi-Fi is free to use, so it may be shared by
many users and interference may occur.

Besides the Internet access, Wi-Fi can be used for local communication, e.g., establishing
connection between the embedded system and a mobile router or a laptop.

2.2.3 Cellular networks

Today, mobile phones are so popular that almost every person has one. According to BBC
news, there have been about 6 billion mobile phone subscriptions all over the word at the
end of 2011 while the world population was nearly 7 billion [4]. By using a data-service-
enabled mobile phone as the wireless access point (AP), we can easily access to the
Internet via cellular networks.

The transmission range in cellular networks is about 10 to 15 km. By deploying more base
stations, the coverage of cellular network is close to 100% coverage along Norwegian coasts,
i.e., nearly all the offshore areas where leisure boats usually sail are under the coverage of
cellular networks.

The data rate of cellular network is quite high. Take 3G networks for example, the theoretical
maximum data rate is 384 kbps while moving. And under practical situation, the data rate is
normally higher than 200 kbps. In an LTE network, the data rate is even much higher.

Since it is easy for us to get access to the Internet via cellular network and the data rate and

coverage meet the requirements of data transmission, the cellular network can be
considered as the most popular Internet access mode.

2.3 Web Service

Web-Service is a standard-based system that makes applications to communicate with an
API, which transmits formatted requests from other remote machines through different
transport protocols.

Generally, Web service has following characters:

e Communication over network

¢ Communication among multiple applications

e Interoperability between disparate systems

e Enables loosely coupled design

e Open protocol is used for establishing communication

e Exposed interface is platform independent

Page 14 of 64 1.0
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In our case, we used Restful Web service [5] as application for collect and check real-time
data from embedded system.

Restful Web service: Representational State Transfer (REST) is an architecture style
described by a researcher named Roy Fielding. In Restful service, once its functionality is
enabled, service expose resources as a URI and clients can access the resources and
invoke them by four HTTP verbs, which are GET, PUT, POST and DELETE, respectively.

Restful architectures have following basic principles:

e All resources use four HTTP verbs

e The Restful service is stateless

e The protocol is cacheable

e By standard URIs, resources are addressable and can be used as hypermedia links
e ltis layered system

e Uniform interface

RESTful Web service allows that resources have different representations, such as JSON,
TXT and XML. The RESTful client can send request for specific representations via the
HTTP protocols.

2.4 Secure Shell

Nowadays, more and more people have multiple computers, such as working laptop in office
and stationary desktop at home. Thus it would be much more convenient if people can make
connections between these computers. For instance, you might want to execute commands
in your remote computer, or transfer files between machines over network. There is variety of
protocols for these functions. For example, Telnet for remote login, RCP and FTP for file
transfer.

However, these protocols basically meet an inevitable problem, which is the security risk.
When you transmit any important files through ftp, a potential intruder can intercept and
obtain the data. Moreover, if you use telnet to access another machine and remotely execute
an application, your username and password can be intercepted during the transmission.

To improve security, SSH, the secure shell was standarized by IETF, which is a popular,
software-based approach [6]. Whenever the data transport through the network, SSH
automatically encrypts it. After the data reached its destination, SSH automatically decrypts it.
Although it has encryption and decryption during the transmission, the users can work
normally and locally regardless of the process of transmission. In addition, SSH uses secure
and modern encryption algorithms to provide enough protection during transmission.

2.5 Netcat

Netcat is a network debugging tool, which helps in reading and writing data cross network
connections. In Netcat, it uses TCP/UDP for its functionality working across the networks. In
addition, it is configurable and can be driven by scripts. There are a lot of inbuilt commands
that can add different features to the utility.
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The following figure shows the description of various command parameters when Netcat is
working:

BN C\Windows\system32\cmd.exe |i‘ﬂﬂﬁj

somevhere : nc [—options] hostname portls] [ports] ...
inhound: nc —1 —p port [options]l [hostnamel [port]

detach from console. stealth mode

prog inbound program to exec [dangeroust?]
gateway source—routing hop pointls]l., up to 8
num source—routing pointer: 4. 8, 12, ...
thisz cruft
secs delay interval for lines sent. portsz scanned
listen mode, for inbound connects
listen harder. re—listen on socket close
numeric—only IP addresses,. no DHE
hex dump of traffic
local port numher
randomize local and remote ports
-5 local source address
. answer TELMET negotiation
—u UDF mode
—u verhose [use tuwice to be more verbozel
— Secs timeout for connects and final net reads
e zero—I-0 mode [used for scanningl
port numbers can be individual or rangez: m—n [inclusivel

C:snetcat>_

Figure 2 Description of command parameters in Netcat

In our project, it acts as a port listener that keeps listening to a specific port to check whether
there is an in-coming connection request. Once the client side creates an active TCP
connection to the host on the specified port, we will get a prompt on the server side and can
successfully control client afterwards.

2.6 MySQL
MySQL is a relational database management system that can helps us to create a database
with tables, columns and indexes. It can be used to store, sort, manage and display data
content, which is reliable, fast, easy to use and suitable for application of any size.

The following features show the advantages of MySQL database:

e MySQL has an open source license, therefore it is no cost for the users.
e MySQL uses a uniform standard SQL data language
e MySQL has fast working performance and also works well with large data sets.

e MySQL widely opens interface to PHP, which contributes a lot in Web service
development

e MySQL runs on more than 20 operation systems

Because of its reliability and consistent fast performance, it becomes the most popular open
source database and a new choice for the LAMP stack applications (Linux, Apache, MySQL
and PHP).

2.7 Secure Sockets Layer

The SSL, Secure Sockets Layer protocol is originally developed by Netscape to provide
protection for the Web browser. After 20 years development, it has become the most
accepted Web security standard. The main role of SSL is manage authentication and
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encrypted communication for Web traffic. It provides the security in terms of message
integrity, authentication and confidentiality [7].

o Confidentiality, by encrypting the data message, only application endpoints
understand the data

e Integrity, where the protocol will detects if any data was changed or loss during the
transmission
e Authentication, which validate the identity of endpoint users or applications.
SSL achieves above security features through the use of digital signatures, certificates and
cryptography.

2.8 Advanced Encryption Standard

Advanced Encryption Standard (AES) is an encryption algorithm to process the data block by
using a single as a part of the encryption process. The size of key can be 128 bits, 192 bits
or 256 bits. In AES, both encryption and decryption procedure are performed using the same
key.

There are 6 different ways to use symmetric key in AES encryption method, which are

named Modes of Operation. The following list shows different modes of operation that can be
used in AES encryption [8].

e Counter (CTR)

e Cipher block chaining (CBC)
e Counter (CTR)

e Cipher feedback (CFB)

e Output feedback (OFB)

e Galois/Counter Mode (GCM)
By these modes, AES provides strong encryption mechanism and thus it is widely used in
the field of data encryption.

In the next chapter, we will introduce the requirements to the data collection and
transmission system and the structure of the system.
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3 Requirements and System Design

In this chapter, we will introduce the requirement and design goal then present the overview
of system architecture.

3.1 Requirements

As the main goal of this project is to develop a system used to collect, filter and store the
data of marine sensors as well as to transmit data to a remote server from which people can
obtain the data for analysis. The system should fulfill the following functional requirements.

Basic functionalities:

1. Data collection: to collect NMEA 2000 messages from CAN Bus network and
translated the binary raw message in to the format which is human readable.

2. Data filtering: to filter data by predefined criteria.
3. Data storage: the filtered data should be properly stored and managed.
4. Data transmission: to transmit data from the embedded system to the server.

5. Data publishing: to publish the data on the Internet, users can access the appointed
web page for the data.

For data transmission, there are two different working modes: real-time data transmission
and historical data transmission. The former occurs immediately after the data collection and
filtering while the latter is performed after the startup of Ubuntu.

Advanced features:

1. Data security: to encrypt the data in MySQL.
2. Transmission security: to encrypt the data in transmission.
3. Local control: to access and control the embedded system by using SSH.

4. Reverse control: to enable the remote server to obtain the control on the embedded
system.

Basic functionalities are the needs for implementing basic operation of the system, and the
advanced features are the improvements on security, local and remote control. The
requirements on them are the main goals of our design, which will be introduced in detail in
the next two chapters. In the following section, we will present the architecture of the system.

3.2 System Architecture

The system consists of two physical entities, one is embedded data collection system and
the other is the remote server. They together form a total solution for collecting data from
marine electronics on boats and publishing the data online.
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3.2.1 Local component

The local component indicates the embedded system. As shown in Figure 3, the embedded
system collects data from CAN Bus and then filter it. The filtered data will be stored in the
local database. Meanwhile, if the embedded system and remote server are both online, the
data will also be transmitted to the remote server and stored in the server’s database.

Boat

| Client

Data Retrieval .
Data Transmission

f (Local) B
| Database |

p ~ Data Collection

. _. PR B - ~

. |
Web-Service =~ Remote | !
Server , :

I
(Remote) | :
—> Database I |
& Data Publishing ' I |
N J

. w
Figure 3 System architecture

3.2.2 Remote component

The remote component refers to the server which stores the data transmitted from the
embedded system and publishes it online through Web service.

In the following sections, these two components will be described respectively.

3.3 Embedded System

The embedded system consists of both hardware and the software installed on it. In the
following subsections, we will introduce them respectively.

3.3.1 Hardware

In the initial stage, two development boards are tested as the hardware platform of our data
collection system as shown in Figure 4. One is BeagleBoard-xM and the other is
PandaBoard ES. Both of them have good enough performance for running the Linux-based
system.

However, as there is no integrated wireless adaptor on the BeagleBoard-xM, so we have to
add a USB adapter to it. We have tried Belkin N150 micro wireless USB adapter and Edimax
EW-7811Un Nano USB adapter, both are powered by Realtek’s WLAN chip. During the test,
it is found that the USB adapters are not well supported by Ubuntu. When transmitting the
data, the embedded system disconnects from the network frequently and the connection
cannot recover automatically unless rebooting the BeagleBoard-xM or re-plug the USB
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adapter. We check this problem on Internet and find that it is very common among Ubuntu
users. It also happens to other wireless USB adapters.

After reinstalling the drivers and manually configuring the wireless network, the problem
remains. Since the stability of wireless network is important for data transmission, we have to
abandon it and look for a new platform.

BeagleBoard-xM PandaBoard ES
Figure 4 BeagleBoard-xM and PandaBoard ES

PandaBoard ES is a high-performance single-board computer with an on-board wireless
adapter which supports IEEE 802.11 b/g/n standards. The processor is the dual-core ARM-
based OMAP4460, operating frequency of which is up to 1.2 GHz. For more technical
specifications, please refer to Table 1.

Table 1 Technical specifications of PandaBoard ES
OMAP4460
Processor 1.2 GHz dual-core ARM Cortex-A9 MPCore
with SGX540 384 MHz Graphics Core
Memory 1 GB low power DDR2 RAM
Extension Memory | Full size SD/MMC card
Displa HDMI v1.3 connector
play DVI-D connector
2x USB 2.0 High-Speed host ports
USB Ports 1x USB 2.0 High-Speed On-the-go port
Connectivity On-board 10/100 Ethernet (with RJ45 interface)
\C/:V|reless_ . On-board wireless adapter (compatible with IEEE 802.11 b/g/n)
onnectivity
Length 114.3 mm
Width 101.6 mm
Weight 81l5¢g

With the help of on-board wireless adapter, the wireless connection between PandaBoard
ES and the wireless access point is stable. Even when disconnecting from the network, the
on-board wireless adapter can automatically re-establish the wireless connection if the
access point remains.

Due to the high performance, small size and low power consumption, the PandaBoard ES is
adopted as the hardware platform for the embedded system.
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3.3.2 Software

The software to be installed on PandaBoard ES includes the operating system, database,
FTP client and the data collection software developed by us.

Operating system

We choose Ubuntu as our operating system as it is a popular Linux-based system. After
installing different version on PandaBoard ES and BeagleBoard-xM, we find that only Ubuntu
12.04 LTS (desktop version for OMAP board) is available on them. The image of install CD
can be found on the official website of Ubuntu [9]. There are two versions for OMAP3 and
OMAP4 respectively. According to the model of processor, we choose OMAP4 version for
PandaBoard ES.

Database

We adopt MySQL (version 5.5.22 for Ubuntu) to store and manage the data on the
embedded system. Hereinafter, the database installed on the PandaBoard ES is called local
database while the one on the remote server is called remote database.

In Ubuntu system, MySQL can be downloaded in the Software Center. After installing it on
PandaBoard ES, we need to log in the database and create a device list table by typing the
following command before perform the data storage.

CREATE TABLE device(id INT NOT NULL AUTO_INCREMENT UNIQUE KEY, deviceid INT UNSIGNED);

The data collection system will record the IDs assigned to the sensors in the NMEA 2000
network in this table. According to this table, the data collection system can detect new
devices in the network and create new tables for storing the data generated by them.

FTP client

We use FTP tool to transfer the data stored on the PandaBoard ES to the remote server.
Since the data contains no real-time information, it is hereinafter called historical data.

In this project, we use LFTP for historical data transmission. Because it is a command-line
FTP client, by shell scripting, we can have automatic data uploading which will be introduced
in Section 4.5.

Data collection software

We develop this data collection software in C by referring to part of an open source program
called CANboat [10]. The files we refer to are actisense-serial and analyzer. The actisense-
serial is used for retrieving the raw NMEA 2000 messages from the Actisense NGT-1
gateway while the analyzer is used for translating the raw data to human-readable formats.

All the message formats are defined in NMEA 2000 Appendix B — PGN (NMEA Network
Messages) Database [11]. We have purchased NMEA 2000 Appendix B in order to use it for
data translation.

We also add new features to analyzer. One is data filtering, which helps users to concentrate
on the data of interest and reduce the traffic of unnecessary data transmission. Furthermore,
by invoking the MySQL API for C, the filtered data will be store in the local database.
Meanwhile, if the embedded system and remote server are both online, the data will also be
transmitted to the remote server and stored in server’'s database. Since the data is
transmitted right after being received, it is hereinafter called real-time data.
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All functionalities of the software will be described in details in Chapter 4 as well as the
usages.

PHP

Since we need to run a PHP script to establish the connection with the remote server for
reverse control, we have to install the PHP developing environment beforehand by using the
command

sudo apt-get install php5 libapache2-mod-php5 php5-cli php-pear php5-mysql php5-pgsql

3.4 Remote Server

In order to collect real-time data and monitor it in any place with Internet access, we must
configure a full-function remote server that can deal with these tasks. We will elaborate our
configuration of server in terms of hardware and software.

3.4.1 Hardware

In thesis, we use our own laptop as a server. The laptop is powered by an Intel Core i5
processor, and with4GB 1333 MHz RAM and 500GB storage, which support all the software
we need and work smoothly.

3.4.2 Software
On the remote server, we need to install the following software and applications.

Operating system
The default operating system on the laptop is Windows 7 Professional (64-bit).

Web service developing environment

In order to provide Web service, we install the latest Netbeans version 7.3 on the laptop as
development environment. In our thesis, Java is used as our main developing language for
Web service establishment.

From Java EE 6 and Java EE 5, Web service standards are supported by Netbeans. We use
GlassFish open source edition as our server to make service access available from external
Internet. Since RESTful service is stateless for server and have a simple architecture
between client and server, we decide to use it as our Web service style. Moreover, Netbeans
IDE assists us to create RESTful Web services directly from MySQL, thus this functionality
helps us to wrap entity beans and provide easy CRUD (create, read, update and delete)
operation. Figure 5 shows the different architecture types for RESTful Web service in
Netbeans.

File Types:
U1 Forms A 5] web service b
wns Objects |i!‘,| Web Service Fram WSDL
——_" 65 RESTRUI Web Services From Entity Cla-
EY RESTRul ‘Weh Services From Patterns
&
L &Y RESTRUI Java Client
te &Y RESTRul JavaScript Clienk
rvices @ web Service Client
(18] Secure Token Service (5TS) N
h | sl |
Figure 5 Types of RESTful Web service in Netbeans
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Database
Similar to the embedded system, MySQL (version 5.5.31 for Windows 7) is installed on the
remote server for receiving and storing the data transmitted from the embedded system.

Since the default setting of access control in MySQL only allow the access from local IP
address 127.0.0.1, we need to make the database can be accessed from any IP address. By
using the following commands after log in MySQL:

using mysql;
update user set host = ‘%’ where user = ‘root’ and host = ‘localhost’

flush privileges;

Netcat installation for reverse control

Besides the function of Web service, the reverse control on the embedded system needs to
be performed on the remote server. For reverse control, we installed Netcat as a role of
scanner and listener on the server side.

FTP server
For historical data transmission, we need to install a FTP server on the remote server. In our
case, Serv-U (version 14.0.0.6) is adopted for providing FTP service.

In this chapter, we have presented the requirements and architecture of the system. And the
requirements are divided into two parts: basic functionalities and advanced features, which
will be introduced in Chapter 4 and 5 respectively.
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4 Implementation of Basic Functionalities

The basic functionalities meet the design requirements mentioned in Section 3.1, which
includes:

1. Data collection: to collect NMEA 2000 messages from CAN Bus network and
translated the binary raw message in to the format which is human readable.

2. Data filtering: to filter data by predefined criteria.
3. Data storage: the filtered data should be properly stored and managed.

4. Data transmission: to transmit data from the embedded system to the server. It
consists of two parts: real-time data transmission and historical data transmission.

5. Data publishing: to publish the data on the Internet, users can access the appointed
web page for the data.

Function 1, 2, 3 and real-time data transmission are implemented by programming in C using
MySQL API for C. For the implementation of historical data transmission, Linux shell scripting
is used with LFTP. And the data publishing on the remote server is implemented by using
RESTful Web service architecture with MySQL.

With these functionalities, the embedded system and the server constitute an integral system
which provides data collection and transmission service.

4.1 Data Collection

As mentioned above, using the program CANboat [10], we are able to collect data from CAN
Bus. Before performing data collection, we need to install the NGT-1 gateway on
PandaBoard ES. Refer to Appendix B for the installation guide. Then input the following
command in the terminal to display the collected messages.

actisense-serial /dev/ttyUSBO | analyzer

The actisense-serial reads the raw data from the ttyUSBO (NGT-1 gateway) and output it to
the standard output stream. If we use actisense-serial alone, the raw data will be displayed in
the terminal. When used with analyzer, the output of actisense-serial will become the input of
analyzer and the raw data will be translated into human-readable message.

2012-10-01-12:28:55.666,0,262386,0,0,33,01,0e,00,b4,03,02,00,00,00,00,00,02,02,02,00,00,00,00,00,00,

00,00,05,26,02,01,00,00,00,01,00,00,00

Data Translation &

2012-10-01-12:28:55.666 0 <] O 262386 Actisense: System status: SID = 2; Model ID
D = 132020; Error ID = @; Indi channel count = 2; Chl Rx Bandwidth = 2; Chl Rx Load =
ered = O; Chl Rx Dropped = 8; Chl Tx Bandwidth = ®; Ch1l Tx Load = 8; Ch2 Rx Bandwidth =

Ioma

count = 2; Ch1l Bandwidth
andwidth = 2; Ch2 Deleted

2; Ch1l peleted = ©; ch1l BufferLoading = @; Chl PointerLoading = 8;
®; Ch2 BufferLoading = ©@; Ch2 PointerLoading = @

ad = 0; Ch2 Rx Filtered = ©; Ch2 Rx Dropped = 0; Ch2 Tx Bandwidth = 6; Ch2 Tx Load = 38;

Figure 6 Translate raw data to human-readable message

As shown in Figure 6, the raw data mainly consist of a group of 8-bit binary data which can
be translated according to the definitions in NMEA 2000 Appendix B [11].
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4.2 Data Filtering

The first functionality we add to the system is data filtering. Because there could be different
types of sensors in an NMEA 2000 network while every sensor sends multiple types of
messages, there will be abundant of messages generated and transmitted in a short period
of time. Data bursts onto the screen and updates at a high frequency, which leads to high
data traffic and it is impossible for human eye to catch the information. Furthermore, we
sometimes want only to store the data in which we are interested. Therefore, data filtering is
a necessary feature for our system.

We develop the system in the way that data can be filtered according to different criteria set
by users. In Table 2, we can see that there are criteria apply to different scenarios.

Table 2 Filtering criteria and application scenarios

Criteria Application Scenario
Filtering by device ID of desired or undesired device is known
Filtering by type of message PGN of designed message type is known
Filtering by message update interval | Message update frequency needs to be set

The filtering criteria can be adopted individually or concurrently. If multiple criteria are
designated simultaneously, they will be performed according to the priority illustrated in
Figure 7.

Collected Data

y

-. Filtered by device
(Blacklist)

\

: Filtered by message
update interval

\

-. Filtered by device
. (Specified device) |

v

Filtered by type ‘
of message

\

Filtered Data

Figure 7 Priority of filtering criteria

For the instructions on using the criteria, Please refer to the following subsections.

4.2.1 Filtering by device

Every device in an NMEA 2000 network will be assigned with a unique 8-bit device ID [12],
which is an integer ranges from 0 to 254 (255 is broadcast ID). And when a message is
transmitted, the device ID of the transmitter is included in the message. Thus the messages
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from different devices can be distinguished according to the transmitters’ IDs. We define two

different filtering rules for filtering by device.

Specified device

Rule 1 is used to retrieve data only from the specified device. Refer to Table 3 for the usage.

Table 3 Rule 1: Specified device

Purpose | To extract the messages from a specified device
Usage actisense-serial /dev/ttyUSBO | analyzer —src <Device ID>

For instance, this rule applies to the scenario that only GPS information are needed, and the

device ID of GPS receiver is known (ID is 32), the following steps should be performed:
Step 1: Open the terminal and go to the directory of actisense-serial and analyzer.

Step 2: Type the following command:

Jactisense-serial -r /dev/ttyUSBO | ./analyzer -src 32

By specifying the device ID 32, all the messages from the GPS receiver will be captured and

displayed on the screen as shown in Figure 8.

2012-12-09-23:21:00.665 6 32 255 129540 GNSS Sats in View: SID = 109; Sats in
View = 12; PRN = 19; Elevation = 71.0 deg; Azimuth = -189.5 deg; SNR = 28.80 dB;
Status = Tracked; PRN #2 = 3; Elevation #2 = 67.0 deg; Azimuth #2 = 183.0 deg;
SNR #2 = 327.67 dB; Status #2 = Tracked; PRN #3 = 22; Elevation #3 = 58.0 deg; A
zimuth #3 = 128.0 deg; SNR #3 = 15.00 dB; Status #3 = Used; PRN #4 = 6; Elevatio
n #4 = 55.0 deg; Azimuth #4 = 152.0 deg; SNR #4 = 327.67 dB; Status #4 = Tracked
; PRN #5 = 18; Elevation #5 = 43.0 deg; Azimuth #5 = 67.0 deg; SNR #5 = 327.67 d
B; Status #5 = Tracked; PRN #6 = 11; Elevation #6 = 25.8 deg; Azimuth #6 = -111.
5 deg; SNR #6 = 25.80 dB; Status #6 = Used; PRN #7 = 16; Elevation #7 = 19.0 deg
; Azimuth #7 = -181.5 deg; SNR #7 = 19.00 dB; Status #7 = Tracked; PRN #8 = 8; E
levation #B8 = 16.0 deg; Azimuth #8 = -64.5 deg; SNR #8 = 18.00 dB; Status #8 = U
sed; PRN #9 = 15; Elevation #9 = 14.0 deg; Azimuth #9 = 26.0 deg; SNR #9 = 16.00
dB; Status #9 = Used; PRN #10 = 21; Elevation #10 = 14.0 deg; Azimuth #1808 = 80.
@ deg; SNR #10 = 20.00 dB; Status #10 = Used; PRN #11 = 1; Elevation #11 = 9.0 d
eg; Azimuth #11 = -120.5 deg; SNR #11 = 12.00 dB; Status #11 = Tracked; PRN #12
= 28; Elevation #12 = 6.0 deg; [&E’Lmuth #12 = -40.5 deg; SNR #12 = 20.080 dB; Stat
us #12 = Tracked
2012-12-09-23:21:16.0693
G Reference = True:; COG
2012-12-09-23:21:108.190
3339356; Longitude = ©8.
2012-12-09-23:21:10.594 55 126992 sSystem Time: SID = 209; Source = GPS;
Date = 2012.12.12; Time = 089:59:51.62560
2012-12-89-23:21:108.595 7 32 255 127258 Magnetic Variation: SID = 289; Source
= WMM 2010; Age of service = 2012.12.12; Variation = 1.4 deg

55 COG & S0G, Rapid Update: SID = 204; CO
2 de S = 8.15 m/s
255 Position, Rapid Update: Latitude = 58.
T7

I Ww kIl

Figure 8 Messages from specified device

Blacklist

Rule 2 is used to discard the data from the device(s) listed in the blacklist, the remaining of

the data will be captured and displayed.
Table 4 Rule 2: Blacklist

Purpose | To extract the messages from devices which are not in the blacklist

actisense-serial /dev/ttyUSBO | analyzer —nsrc <Device ID1>< Device ID2
(optional)>...

Usage
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Take our testbed for example, there are four devices connected by a CAN bus: a DST110
Triducer (ID is 112), a GPS receiver (ID is 32), a TLM100 tank level monitor (ID is 35) and an
Actisense NGT-1 USB Gateway (ID is 0). In this NMEA 2000 network, if users are only
interested in the messages from the tank level monitor and Actisense NGT-1 USB Gateway.
Then the following command should be used for collecting data only from these two devices.

Jactisense-serial -r /dev/ttyUSBO | ./analyzer -nsrc 32 112

By listing all the unwanted devices in the blacklist, the messages sent by the GPS receiver
and DST110 Triducer will be discarded. On contrary, the messages from the tank level
monitor and NGT-1 Gateway, which are not in the list, are retrieved and displayed on the
screen as shown in Figure 9.

2012-12-89-22:35:43.110 0 ] 0 262386 Actisense: System status:
el ID = 14; Serial ID = 132020; Error ID = 0; Indi channel count =
®; Chl Rx Filtered = 8; Chl Rx Dropped =
B; Ch2 Rx Load = @:
46

dwidth 1; Chl Rx Load
dwidth @; Chi Tx Load ®; Ch2 Rx Bandwidth
red = 8; Ch2 Rx Dropped = ;ulnz Tx Bandwidth 1; Ch2 Tx Load = Uni channel
count = 2; Chl Bandwidth = 1; Chl Deleted = 8; Chi BufferLoading = @; Ch1 Point
erLoading = 0; chz Bandwidth = 1; Ch2 Deleted = ©; Ch2 BufferLoading = @; Ch2 P
interLoading =

2012-12-89- 2;.)5 43.375 5 35 255 130310 Environmental Parameters: SID

ater Temperature = 20.76 C ( 69.4 F)

2012-12-09-22:35:43.874 3 35 255 128267 Water Depth: SID = 9; Depth =

Offset = 0.080 m

2012-12-89-22:35:43.877 7 35 255 65408 Airmar: Depth Quality Factor:

urer Code = Airmar; Industry Code = Marine Industry; SID = 9; Depth

or = 5

2012-12-09-22:35:43.880 7 35 255 65409 Unknown PGN: Manufacturer

r; Industry Code = Marine

2012-12-89-22:35:43.881 7 35 255 65410 Airmar: Device Information: Manufactur
er Code = Airmar; Industry Code = Marine; SID = 81; Internal Device Temperature
= 25.44 C ( 77.8 F); Supply Voltage = 11.67 V

2012-12-09-22:35:43.883 2 35 255 128259 Speed: SID = 81; SPEEd Water Reference
d = 0.00 m/s; Speed Water Referenced Type = -0

Figure 9 Messages from devices not in the blacklist

Please note that multiple devices can be put into the blacklist while only one can be selected
as the specified device. And if a device is designated as the specified device while it is in the
blacklist, then the messages from this device will be filtered out since Rule 2 has higher
priority than Rule 1 as shown in Figure 7.

4.2.2 Filtering by type of message

The messages transmitted in the NMEA 2000 network are organized into parameter groups
that are identified by Parameter Group Number (PGN), i.e., the PGN identifies the types of
messages. Thus we can differentiate messages according to their PGNs.

Table 5 Filtering by PGN

Purpose | To extract a specified type of messages
Usage actisense-serial /dev/ttyUSBO | analyzer <PGN>

Take the TLM100 tank level monitor as example. It generates six types of messages and
each one has a PGN. One of them contains the information of fuel level. When users are
only interested in this type of information, the following command can be used for obtaining
the specified type of messages (PGN is 127505). The parameter and argument —itv 5 will be
explained in the next subsection.

Jactisense-serial -r /dev/ttyUSBO | ./analyzer 127505 —itv 5
The output is shown in Figure 10.
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2012-12-09-23:33:41.831 6 2 2 2 Fluid Level: Instance
; Level = 75.748 %
2012-12-09-23:33:47.130 6 Fluid Level: Instance
; Level = 75.748 %
2012-12-89-23:33:52.428 6 112 ; ' Fluid Level: Instance

; Level = 75.748 %
2012-12-09-23:33:57.726 6 2 2 Fluid Level: Instance
; Level = 75.748 %
2012-12-09-23:34:03.025 6 127505 Fluid Level: Instance
; Level = 75.748 %

Figure 10 Messages with a specified PGN

For another example, a TLM100 (device ID is 112) is installed in the main tank and another
one (device id is 113) in the auxiliary tank respectively, if users only care about the fuel level
in the main tank, the following command can be used:

Jactisense-serial -r /dev/ttyUSBO | ./analyser —src 112 127505

Only the fluid level messages from the main tank will be displayed. It is also an example of
data filtering under multiple criteria. The software can automatically distinguish PGNs from
Device IDs, because the Device ID ranges from 0 to 254 while PGNs are all greater than 256.

4.2.3 Filtering by message update interval

Message update interval is the time interval between two messages which are of the same
type and from the same sender. As mentioned in Section 4.2, it is conventional that marine
electronics generate messages at a high frequency. Thus a large number of messages need
to be stored or transmitted. If users want to reduce the memory consumption or the
transmission data traffic, the command in Table 6 will be useful.

Table 6 Filtering by update interval

Purpose | To change the update frequency of messages
Usage actisense-serial /dev/ttyUSBO | analyzer —itv <Update Interval (0-59)>

The message update interval can be set in the range from 0 to 59 (in seconds). Set O for
storing and displaying all the messages. If another value n is set, message will be updated
only once during each update interval (which is equal or larger than n seconds). For example,
as shown in Figure 10, the messages updates every 5 seconds. If we set the interval to 10
second, within the same duration, the output data will be half-sized.

4.3 Data Storage

After being filtered, the data will be sorted by device and stored in the local MySQL database.
If the data is from a new device, the system will create a new table automatically and then
insert the data into it.

int(11) auto_increment |
date |
time |
int(1@) unsigned |
int(10@) unsigned : |
int(10) unsigned |
int(1@) unsigned |

|

varchar(8200)

Figure 11 Table structure in local database
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All the tables for storing data are named by the ID assigned to devices in NMEA 2000
network, e.g., the data generated by GPS receiver (ID is 32) will be put into the table src32
while the information of engine (ID is 17) will be stored in table srcl17. These tables have an
identical structure which is shown in Figure 11.

The definitions of the parameters in table are as follows:

o id: a serial number for each message in table;

date: the date on which the message is received;

e time: the time when the message is received,;

e src: ID of the device by which the message is generated;

e dst: D of the device to which the message is sent. 255 is the broadcast ID;
e prio: priority of the message;

e pgn: PGN of the message which defines the message type;

e data: content of the message.

Except the message serial number, all the other parameters are intercepted from messages.
It is useful for the user who searches for specified messages.

4.4 Data Transmission

In order to publish the data online, the data collected by the embedded system needs to be
transmitted to the remote server. According to the timeliness of data, we have two data
transmission modes.

Internet Real-time Data

Transmission
(Tcr/IP)
Historical Data
Transmission
s ~ (FTP)
T server
Web-Service 5
=1
£
Y v
(Remote) (Local)
Remote
Database Database
Server
N o/
Figure 12 Two modes for data transmission
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As shown in Figure 12, the collected data will be immediately transmitted to the remote
server and simultaneously stored in the local database on the embedded system. The data in
local database is called historical data and the one transmitted in real time is called real-time
data.

4.4.1 Real-time datatransmission

The real-time data transmission starts together with data collection. And it is implemented by
establishing TCP/IP connectivity between the embedded system and remote MySQL
database.

The source code for real-time transmission in analyser.c is as follows.

1 MYSQL re_connection;

2 intres;

3 mysql_init(&re_connection);

4 if (mysql_real_connect(&re_connection, <IP of remote database>, <username>, <password>,
<name of database>, 0, NULL, CLIENT_FOUND_ROWS))

5{

6  charsql_insert_re[8400];

7 sprintf(sql_insert_re, "INSERT INTO b_001 values(NULL, '%s', '%s', '%s', %u, %u, %u, %u,

'%s');",<boatname>, strdate, strtime, prio_sql, src_sql, dst_sql, pgn_sql, mbuf);
8 res =mysql_query(&re_connection, sql_insert_re);

9 if(res)

10 o

11 printf("Fail to write to REMOTE database\n");
12}

13}

14 else

15¢

16  printf("Fail to connect to REMOTE database\n");
17}

18 mysql_close(&re_connection);

Each filtered message will be passed to the function with above codes for real-time
transmission. The first line of the codes defines a MySQL connection, and then it is initialized
in Line 3. In line 4, function mysqgl_real_connect() is used to establish the connect to the
remote database with correct IP of remote database, username, password and database
name. The 7th line is for insert the message to the remote database according the data
structure. After transmitting the message, use mysql_close() to close the connection. The
process will repeat when another message is passed to the function.

If no available connection between the embedded system and remote server, after a few
seconds, the operation will be time-out and return an error message -- Fail to connect to
REMOTE database. However, the message will still be stored into the local database and
then the system will begin to process the next message.

4.4.2 Historical data transmission

The messages in the local database contain the past information of boats, and are uploaded
to the server through FTP transmission. Although the historical data contains no real-time
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information, it includes complete information on the running state of boats which holds value
to boat manufacturers and owners for data analysis.

In order to simplify the operation of FTP uploading, we develop the following shell script
upload.sh.

1 #lbin/bash
2 mysqldump —u<MySQL username> -p<MySQL password> b_001 > <directory of exported
data>/b_001-S(date +%y%m%d).sql
3 Iftp -e "set net:timeout 10;set net:max-retries 3" <<EOF
4 open <IP of FTP server>:<port no>
5 user <FTP username> <FTP password>
6 put <directory of exported data>/b_001-S(date +%y%m%d).sql
7 bye
8 EOF
9 rm <directory of exported data>/b_001-5S(date +%y%m%d).sql
10 rm <directory of exported data>/b_001-S(date +%y%m%d -d "1 day ago"”).sql

The first line defines the script compiler. The second one is used to export the data from
MySQL and save it as an sql file under the appointed directory. Line 3 is used to set the
timeout and retry limit for connecting to FTP server in avoiding infinity reconnection. Line 4, 5
and 6 are for logging in FTP server login and transferring the file of exported data. Finally,
the last two lines are used for deleting the files created on the day and the day before.

With the shell script, we still need to type the following command manually in the terminal to
start the operation.
cd <directory of upload.sh>

sh upload.sh

In order to make the embedded system self-running, we find a solution which will be
described in the next section.

4.5 Automatic Operation of Data Collection and Transmission

For setting up automatic operation, refer to the instructions bellow.

Step 1: Create a shell script data.sh for running the data collection system on
PandaBoard ES.

1 #!bin/bash
2 cd <directory of actisense-serial and analyzer>
3 ./actisense-serial /dev/ttyUSBO | ./analyzer -itv 30

Step 2: Click the system button on the top right corner and select Startup Applications
as shown in Figure 13.
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Figure 13 Configuration of startup applications

Step 3: Click Add button, then input the name and command for adding data.sh.

Additional startup programs:

| Add
Name: Data Collection
Command: |sh/home/bbxm/Deskt |Browse...
Comment: || |
| cancel Add {}
| Close
Figure 14 Add startup program

The command should be in the following format:
sh <path name to the script>

Step 4: Repeat Step 3 to add upload.sh to startup programs.

™ Startup Applications Preferences

Additional startup programs:

Y Data Collection | Add
% Data collection For NMEA 2000

= FTP Upload | Remove
T History data upload through FTP =
|
s
Figure 15 List of startup programs
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Now, after system startup, the data collection and real-time transmission will be started and
keep running in background. Meanwhile, historical data will be exported from database and
uploaded to the FTP server. The process will be terminated when either the exported data is
successfully transmitted or connecting requests exceed the limit.

4.6 Data Browsing

Since data is already filtered and transmitted by embedded system, users need to check it
both from the server and external Internet. For boat administrative staff, browsing the data on
the server can help them know whether data is successfully transmitted to the server and
check the boat's current state. For the people who only have the Internet connection but
want to browse the data, they can directly access the Web-service. It displays all the
sensors’ parameters which are exactly same as it in the server side.

4.6.1 Data browsing on the embedded system

For the boat owners, it is easy to log in the local database and view the data by using
following MySQL commands on the embedded system.

Step 1: Open the Ubuntu terminal and type:
mysql —u<username> -p<password>
Step 2: Choose the database in which the data is stored.
use <database name>;

Step 3: There could be multiple tables in the selected database. Show all tables by
typing:

show tables;
Step 4: View the data in a dedicated table.

Select * from <table name>;

4.6.2 Data browsing on the remote server

As we mentioned in data storage part, the real-time data is stored both in local embedded
system and remote server. In our thesis, we have designed two approaches to view data in
server side: by using MySQL command application or viewing it from Netbeans IDE.

Viewing data though MySQL command line client

Firstly, we launch the MySQL command line client and type the enter password to access.
Using the ecoboat database, then type the command show tables. As shown in Figure 16, it
displays all the current tables in our ecoboat database.

By using the following command, we can see table structure in Figure 16.
describe b_001;
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mysgl>» desc h_B81;

int{di>
varchar(g>

auto_increment
hoatname

time

int{i@> unsigned
int<1@> wunsigned
int<1@> wunsigned
int<1@> wnsigned
varchar(82600>

——————— —

time
SPC
dst
prio
pyn

+
!
+
=
=
date i date
=
1
1
H
H
H
H

L i il Tk )
4 omm omm mm e mm mm e e ome ==
B mm omm omE mm omm mm omm omm mm o omm
4 omm omm mm e mm mm e e ome ==

? rows in set (B_B0 sec)>

nysgl> i
Figure 16 Table structure on remote server
In order to view the real-time data in this table, we need to enter the command:
select * from b_001;
Then all the collected data in client will be displayed as illustrated in Figure 17.

B MySQL 5.5 Command Line Client | = %&
=

1 2651 1 A 1 2813-A5-16 | @9:11:27 | I 32 1 2855 1 129829 | 2013
-A5-16-89:11:27.824 3 32 255 129829 GNSS Position Data: SID = 425 Date = 2813.
A5 .163 Time = B9:11:45; Latitude = 58.392086086; Longitude = B8.7171568; Altitude
= —1.700888 m; GHSE type = GPE; Method = GMES fix; Integrity = Mo integrity chec
king; Rezerved = BxB; Humber of SUs = 12; HDOFP = B.84; PDOF = 1.35; Geoidal Sepa
ration = 41.78 m; Reference Stations = B; Reference Station Type = GPE; Referenc
e Station ID = 8

12652 1 A I 2813-A5-16 | A9:11:27 | 6 1 32 1+ 2855 1 1295460 § 2813

-A5-16-89:11:27.887 & 32 255 129548 GHES Sats in Wiew: SID = 42; Sats in View
= 125 PRN = 25 Elevation = 7.8 deg; Azimuth = -15%2.5 deg; SHR = 41.88 dB; Status
= Useds; PRM #2 = 21; Elevation #2 = 8.8 deg; Azimuth #2 = -33.5 deg; SMHR #2 =23

8.80 dB:; Status H2 = Used; PRN #3 = 5; Elevation #3 = 62.8 deg; Azimuth

3.5 degs; SNR #3 = 43.88 dB; Status #3 = Used; PRN #i4 = 28; Elevation #4

eq; Azimuth #4 = 155.0 deg; SMR H#4 = 36.88 dB; Status #i4 = Used; PRN #i5 =

evation #5 = 15.08 deg; Azimuth #5 = ?25.8 deg; SHR #5 = 37.88 dB; Status

d; PRN #i6 = 9; Elevation #6 = 35.8 deg; Azimuth #6 = -156.5 deg; SNR #i6

dB; Status H#H6 = Used; PRN #7 = 7; Elevation #7 = 57.8 deg; Azimuth #7 = V7.8 degjiy

m

Figure 17 Viewing data on remote server

Viewing data though Netbeans IDE

Another approach to see data on the server side is to use our Netbeans IDE since the IDE
has integrated and synchronized the MySQL database. It is a user-friendly graphic interface
so that the data structure and contents will be showed more clearly in it.

As shown in Figure 18, by opening the Netbeans and choosing Database in the left bar, to
launch java database driver ecoboat and choose the Tables under the ecoboat directory.
There are 2 tables in the list: b_001 and src32, right click on b_001 and view data, we can
observe that all the data that will be display in the IDE.
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select * from b_001 8

EHE K€ P M peesize 2 | Total Rows) 2650 Page! 132 of 1331 Matching Rows

# id  boatname date time sre dst prio pgn  data @
1 2621 & 2013-05-16 09:10:57 2 17 255 127489 2013-05-18-09:10:57. 494 2 17 255 127489 Engine Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port; 0il presswre ... 4
2 2622 A 2013-05-16 09:10:57 0 0 0262386 2013-05-16-09:10:57.511 0 0 0 262386 Actisense: System status: S5ID = 1; Model ID = 14; Serial ID = 132348; Error ID = 0; Indi chamn. ..
3 2623 A 2013-05-16 09:10:57 3 35 255 128267 2013-05-18-09:10:57.609 3 35 255 128267 Water Depth: Offset = 0.000 m

4 26245 2013-05-16 09:10:57 T 35 255 654082013-05-16-09:10:57.611 7 35 255 65408 Airmar: Depth Quality Factor: Memufactwrer Code = Airmar; Industry Code = Marine Industry

5 26254 2013-05-16 09:10:57 35 255 654092013-05-18-09:10:57.613 7 35 255 85409 Unlmown PGN: Manufacturer Code = Airmar; Industry Code = Marine

& 2628 A 2013-05-16 09:10:57 7 35 295 B54102013-05-18-09:10:57.616 7 35 255 65410 Airmar: Device Information: Manufacturer Code = Airmar; Indnstry Code = Marine; SID = 224; Int. ..
7 HB2TA 2013-05-16 09:10:57 7 35 295 128259 2013-05-16-09:10:57.618 2 39 259 128299 Speed: SID = 224; Speed Water Referenced = 0.00 nfs; Speed Water Referanced IType = -0

8 26284 2013-05-16 09:10:57 3 32 255 126992 2013-05-16-09:10:57.811 3 32 255 126992 System Time: SID = 244; Source = GPS; Date = 2013.05.16; Time = 09:11:15

9 2629 & 2013-05-16 09:10:57 T 32 255 127258 2013-05-18-09:10:57.814 7 32 235 127258 Magmetic Variation: SID = 244; Sowrce = WMM 2010; Age of service = 2013.05.16; Variation = 1.5...
10 26304 2013-05-16 09:10:57 6 32 255 129538 2013-05-16-09:10:57.818 6 32 255 129539 GIISS DOPs: SID = 244; Desired Mode = Auto; Actual Mode = 3D; HDOP = 1.11; VDOP = 1.15

11 2631 A 2013-05-16 09:10:57 3 32 255 129029 2013-05-16-09:10:57.824 3 32 255 120029 GIISS Position Data: SID = 244; Date = 2013.05.16; Time = 09:11:15; Latitude = 55.3921151; Long ..
12 26324 2013-05-16 09:10:57 6 32 255 129540 2013-05-16-09:10:57.889 6 32 255 129540 GISS Sats in View: SID = 244; Sats in View = 12; PRI = 2; Elevation = 7.0 deg; Azimuth = -152....
13 26334 2013-05-16 09:11.00 6 112 295 127505 2013-05-16-09:11.00.581 6 112 255 127905 Fluid Level: Instance = 0; Type = Fuel; Level = 1.272 %

14 28344 2013-05-16 08:11:01 2 17 255 127508 2013-05-16-09:11:01. 488 2 17 255 127508 Battery Status: Battery Instance = 0; Veltage = 12.35 ¥

15 2635 A 2013-05-16 09:11:27 2 32 255 129026 2013-05-16-09:11:27.062 2 32 255 120028 COG & 506, Rapid Update: SID = 34; COG Reference = Irue; COG = 137.7 deg; 506 = 0.10 n/s

18 2638 A 2013-05-16 09:11:27 6 17 255 127493 2013-05-16-09:11:27.087 & 17 255 127493 Iramsmission Parameters, Dynamic: Engine Instance = Single Engine or Jual Engine Port; Transmi...
17 2637 A 2013-05-16 09:11:27 2 17 255 1274882013-05-16-09:11:27.089 2 17 255 127488 Engine Parameters, Rapid Update: Engine Instance = Single Engine or Dual Engine Port; Engine 5...
18 2638 A 2013-05-16 09:11:27 § 35 255 1303102013-05-16-08:11:27. 114 § 35 255 130310 Envirormental Parameters: SID = 6; Water Temperatwre = 21.33 C (70.4 F)

19 2639 & 2013-05-16 09:11:27 2 32 255 1290252013-05-18-09:11:27.171 2 32 255 129025 Position, Rapid Update: Latitnde = 58.3920811; Longitude = 08.7171575

20 28404 2013-05-16 09:11:27 6 17 295 127505 2013-05-16-09:11:27.235 6 17 255 127505 Fluid Level: Instamce = 0; Type = Fuel; Level = 21.664 %; Capacity = 450.0 L

Figure 18 Viewing data in Netbeans

4.6.3 Data browsing from external Internet connection

For the users who are away from administration office or the server, but still want to view the
data through the Internet, they can access our Web service, which is designed for external
users to browse the data at any time and location.

In order to publish the Web service, we install the Netbeans 7.3 IDE and make several trials
under Java developing environment. Here are our steps to publish the RESTful Web service:

Firstly, we create a MySQL table class, which defines the different sensors’ parameters such
as id, boatname, date, pgn and src.

Then we can invoke these parameters to see the data by the command NamedQueries. For
example, @NamedQuery(name = "B001.findByld", query = "SELECT b FROM BO001 b
WHERE b.id = :id").

Next, we compile table b_001 into RESTful Web service class. By using 4 operations (GET,
POST, PUT, DELETE), we can easily invoke the specific parameter and view its content.
Here we choose three main episodes in my codes to explain how the RESTful service works
with MySQL database.

@Stateless
@Path("boattest.b001")
public class BOO1FacadeREST extends AbstractFacade<B001> {
@PersistenceContext(unitName = "boattestPU")
private EntityManager em;
public BOO1FacadeREST() {
super(B001.class);

This segment of codes illustrates that class BOO1FacadeREST is defined to have the same
method as table class BO01 and makes the class BOO1FacadeREST to be stateless.
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@POST
@Override
@Consumes({"application/xml", "application/json"})
public void create(B001 entity) {
super.create(entity);

!

The segment of codes above shows that a selection function is added into class, which we
can decide the type of data content in RESTful Web service. In our case, there are two types
of format: xml and json.

@GET
@Path("count")
@Produces("text/plain")
public String countREST() {
return String.valueOf(super.count());

/

The last segment of codes is invoking the GET operation to count the total number of data in
our database.

After the RESTful Web service class setup, we need to design our Web service interface. It
is a web-page that the clients can access from external Internet and choose which data they
want to view. Because of the time limitation, we used the Netbeans default RESTful web-
page in our thesis. As shown in Figure 19, it has 3 functions: select a single id to view, select
a range of id to view and count the total number of data.

hitp:/flecalhost: /boattestiwebresources/application. wadl

Test RESTful Web Services

;,@ boattest boattest = boattest.b001 = {id}

Resource: boattest b001/id}

#[3 boattest.xbee (boattest 6001 4id)

S boattest b001

@ {id} Choosemethodte  [geT o] "™E [appiicationsmi [<]
1€ {fromy/fta}
@ count id:

Figure 19 Functions of Web service

Once we want to check a specific data, for example the data content of id 38. We can use
the {id} function: to type 38 in id blank, then click Test. It shows entire information of id 38, as
shown in Figure 20.
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BEO boattest xbee Resource: boattest b0014id}

= (boattest bO01/Mid})
=& boattest b001

& {id} i:ehscipsemelhodto GET  [=] "MME [appiicationsmi [=] Add Parameter
© fromytoy
& count id: [3g

Status: 200 (OK)

Response:

Tabular View ‘ Raw View | Sub-Resource ‘ Headers | Hitp Menitor

<7xml version="1.0" encoding="UTF-8"?=
=0p001=
<boatname=A<boatnames=
=data=2013-05-15-14:00:24.612 6 32 255 129539 GMSS DOPs: SID = 137, Desired Mode = Auto; HDOP = 327.67, VDOP = 327.67 </data=
=date=2013-05-15T00:00:00+02:00=/date=
=dst=32</dst=
=id=38</id=
=pgn=129539=/pgn=
=prio=255=/prio=
=sre=f=/src>
=time=1970-01-01T14:00:24+01:00=fime=
=/b001=

Figure 20 Inquery for single message

The {from}/{to} function in middle of left bar has the similar viewing ability as the previous {id}
function, but it can display all the ids’ content in a range. Figure 21 shows that we choose the
id range from 10 to 12 and all the data in this range will be displayed.

from: [

to: 12

Status: 200 (0K)

Response:

Tabular View ‘ Raw View ‘ Sub-Resource ‘ Headers ‘ Http Monitor

ZBO0Ts>
<b001=
<boatname=A</boatname=
<data=2013-05-15-14:00:15.359 6 112 255 127505 Fluid Level: Instance = 0; Type = Fuel; Level = 1.896 % </data>
<date=2013-05-15T00:00:00+02:00«/date=
<dst=112</dst>
<id=11</id>
<pan=127505</pgn=
<prio=255</prioz
<ErC=6< /e
<time=1970-01-01T14:00:15+01:00</time=
</b001=
<b001=
<boatname=A</boatname=
<data=2013-05-15-14:00:19.056 2 32 255 129025 Position, Rapid Update: </data=
<date=2013-05-15T00:00:00+02:00«/date=
<dst=32«/dst>
<id=12</id>
<pgn=129025</pgn>
<prio=255</prioz
<srC=2</src>
<time=1970-01-01T14:00:19+01:00</time=>
</b001=

Figure 21 Inquery for multiple messages

The last function is to count the total number of data. We can observe that we have 2654
lines of data in current database as shown in Figure 22.
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Test RESTful Web Services

G2 boattest boattest = boattest.b001 = count

&'J boattest. xb Resource: boattest.b001/count
E.lg bEZtt:st EDE? (http://localhost: 8080/ boattest/ webresources/boattest.b001/count)

.' Jid} Choose method to test: [ cETiexiplain) :|
“ 8 fromy/fta}
: count

Status: 200 (0K)

Response:

Tabular View ‘ Rawr View ‘ Sub-Resource ‘ Headers ‘ Http Monitor
2634

Figure 22 Message count
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5 Implementation of Advanced Features

Comparing with the basic functionalities introduced in the previous chapter, advanced
features are not obligatory for the system but the improvement on information security and
remote control. As mentioned in Section 3.1, the advanced features of the data collection
and transmission system include:

1. Data security: to encrypt the data in MySQL.
2. Transmission security: to encrypt the data in transmission.
3. Local control: to access and control the embedded system by using SSH.

4. Reverse control: to enable the remote server to control the embedded system.

Function 1 is implemented by using the AES encryption and decryption provided by MySQL.
Using the SSL encryption on FTP and MySQL, we can implement transmission security.
Local control is based on SSH while reverse control is implemented by using port listening.

5.1 Data Security

As the database may be hacked, some privacy information may be exposed, e.g., the current
location of the boat. For this reason, data encryption needs to be introduced to the system.

MySQL supports data encryption and decrytion based on AES, which is a standard for the
encryption of electronic data. AES is a reliable solotion for data security and has been widely
adopted.

mysgl> insert inte sprc3b valued’beoat A’ . .null.’28013-85-25%'_.'12:868:88' . 3,35,.255.12
8267 . aes_encrypt{’AES_ENCRYPT_TEST' .*KEY¥'>>;
Query OK. 1 row affected <H_H? seck

mysgl> select * from src35;

1 § 2813-85-25
i e

e —————— —_——

1 row in set (B_AA zec)

mysigl> select “hoatname’, id"
(‘data’.’KEY' > from src35;

i hoatname 1§ id

ypt ¢ data” .’ KEY'’

12:86:80 128267

Figure 23 AES encryption and decryption in MySQL
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As shown in Figure 23, when storing the data into MySQL, we can use aes_encrypt() to
encrypt the message string (AES_ENCRYPT_TEST) with a key string (KEY). Then the
unreadable encrypted data will be stored in the table. If anyone wants to decrypt the data, he
must have the key.

By implementing AES encryption, the data stored in MySQL is secured as only the key
holders can decrypt it.

5.2 Transmission Security

During the transmission on the Internet, data may be intercepted by hackers. Thus
establishing a secure connection between the embedded system and remote server
becomes a requirement.

As we have two different connection modes, the introductions will be given respectively.

5.2.1 Secure connection for MySQL

MySQL supports SSL connections between server and client. The following steps should be
performed.

Step 1: Create SSL files, including Certificate Authority (CA) certificate, certificates and
key files for MySQL server and client.

Step 2: Move CA certificate, server certificate and server key files to the server side.
Step 3: Move CA certificate, client certificate and client key files to the client side.
Step 4: Enable SSL connection on both server and client.

Step 5: Start server and client with their SSL files respectively.
For more details, please refer to the reference manual on the official website for MySQL [13].
After finishing the above operations, we also need to modify the source code in analyzer.c.

Before calling mysqgl_real_connect(), use the mysql_ssl_set() function to specify the path to
the certificate and key files for the client side.

1 MYSQL re_connection;

2 intres;

3 mysql_init(&re_connection);

4 mysql_ssl_set(&re_connection, <path name to the key file of client>, <path name to the
certificate file of client>, <path name to the CA file>, NULL, NULL);

5if (mysql_real_connect(&re_connection, <IP of remote database>, <username>, <password>,
<name of database>, 0, NULL, CLIENT_FOUND_ROWS))

5.2.2 Secure connection for FTP

Serv-U and LFTP support SSL connections as well. Similar to the MySQL SSL connection,
FTP SSL connection requires the following operation.

Step 1: Create SSL files, including CA certificate, certificates and key files for FTP
server and client.

Page 40 of 64 1.0


http://dev.mysql.com/doc/refman/5.5/en/mysql-ssl-set.html
http://dev.mysql.com/doc/refman/5.5/en/mysql-ssl-set.html
http://dev.mysql.com/doc/refman/5.5/en/mysql-ssl-set.html

Marine Data Collection and Transmission

Step 2: Move CA certificate, server certificate and server key files to the server side.
Step 3: Move CA certificate, client certificate and client key files to the client side.

Step 4: Configure Serv-U to enable SSL connection. Refer to the website of Serv-U for
details [14].

Step 5: Configure LFTP to enable SSL connection by typing the following commands in
terminal.

Iftp

set ftp:ssl-force true

set ftp:ssl-protect-data true

set ssl:verify-certificate no

set ssl:ca-file < path name to the CA file>

set ssl:key-file <path name to the client key file>

set ssl.cert-file <path hame to the client certificate file>

By now, all the transmission between the embedded system and remote server has been
secured by SSL encryption.

As illustrated in Figure 24, with the encryption on both data and transmission, the data is
always under the protection. Only the key holders, which could be either human or
applications) can decrypt the data.

Internet Real-time Data
Transmission

Transmission (TCP/IP)
Encryption Historical Data
(SsL) | | Transmission
& ~ (FTP)
[F7eservr|
. e
Web-Service g
E
\ 4
(Remote) (Local)
Remote
e Database () encreption Database
(AES)
L
Figure 24 Encrypted data and transmission

5.3 Local Access and Control by Using SSH

By establishing SSH connection, an authorized user can logging into the embedded system
remotely by using a laptop or even a smart phone. If the device you use is in the same local
area network (LAN) as the embedded system, you can take the control over the system with
knowing its IP address. An example on using an Android phone to control the system will be
given in Section 6.4.
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5.4 Reverse Control

Reverse Control is a function that can remotely control a non-public IP machine from a local
machine with public IP address.

As mentioned in Chapter 3, the reverse control enables the administrative users who are
close to the server to remotely control the embedded system even it does not have the public
IP address. Figure 25 illustrates the basic procedures of reverse control: firstly, the remote
server opens a specific port as scanner and listener. Once the embedded system actively
launches a connection to the server, the in-coming connection will be detected by the server.
A notice of successful connection will pop out in the command line in which we can send
commands to control the embedded system.

(1)

(2)
Port e
Remote Server : Embedded System

(with public IP) - (without public IP)

L

(1) Create a listening port on the Remote Server
(2) Send connection request to the remote server through the listening port
(3) Reversely control the embedded system

Figure 25 Flow chart of reverse control

In this scenario, we use Netcat and PHP script to fulfil the reverse control between our server
and system. Netcat is used to be a tool that can scan and listen to a specific port on the
server side, which has been introduced in Section 2.5.

= e - 2 e

C:~lUserssasus>cd C:xlzerssasussDesktoprnec

C:sUserssasus“Desktopncinc.exe —1lp 4431 —v
listening on [anyl 4431 ...

Figure 26 Netcat listening port

Figure 26 reflects the working status of Netcat when it was scanning and listening to the port
4431 on the remote server.

In PHP scripts, we firstly defined the server’s public IP address, port number, chunk size and
daemon process as following code episode:
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set_time_limit (0);

SVERSION = "1.0";

Sip ='128.39.202.145";

Sport =4431;

Schunk_size = 1400;

Swrite_a = null;

Serror_a = null;

Sshell = 'uname -a; w; id; /bin/sh -i';
Sdaemon = 0;

Sdebug = 0;

episodes:

Then we open the reverse control and spawn the shell process, which is achieved by

Ssock = fsockopen(Sip, Sport, Serrno, Serrstr, 30);
if (1Ssock) {

printit("Serrstr (Serrno)");

exit(1);
}
// Spawn shell process
Sdescriptorspec = array(

0 => array("pipe", "r"), //stdin is a pipe that the child will read from

nmon n

1=>array("pipe", "w"), //stdout is a pipe that the child will write to

mon

2 => array("pipe", "w")  //stderr is a pipe that the child will write to
)
Sprocess = proc_open(Sshell, Sdescriptorspec, Spipes);
if (lis_resource(Sprocess)) {
printit("ERROR: Can't spawn shell");
exit(1);

}

If nothing blocks the above process, we will have a prompt on the client side to inform users

whether this connection is success or not. It is achieved by following codes:

stream_set_blocking(Spipes[0], 0);
stream_set_blocking(Spipes[1], 0);
stream_set_blocking(Spipes[2], 0);
stream_set_blocking(Ssock, 0);
printit("Successfully opened reverse control to Sip:Sport");
while (1) {
// Check for end of TCP connection
if (feof(5sock)) {
printit("ERROR: Connection terminated");
break;
}
// Check for end of STDOUT
if (feof(spipes[1])) {
printit("ERROR: Process terminated");
break;

1.0
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Once the PHP script is running on the embedded system, the prompt of successfully
connection will automatically pop out, which is shown in Figure 27. Then Figure 28 shows
that we can enter any Linux commands on the server side as we do in the Ubuntu terminal.

Terminal = ) wWedMay1517:28:53 L bbxm %
P = @ o bbxm@bbxm-desktop: ~/Desktop

Install List
Install Lis

ng
rsecontroll.sh-
reverse.php
reverse.php~
h

sntffer:xbeel.c
if xbeel.c~
png
TN_101_Customising_FTDI_WID_PID_In_Linux(FT_080081).p
Ur Folde
¥ lupload.sh
uplo:d.sh~
bbxm@bbxm-desktop:-/Desktops php reverse.php -f
g |bbxm@bbxm-deskt /Desktops PHP Notice: Undefined
%m/Desktop/reverse.php on line 136
successfully opened reverse shell to 128.39.2083.149:

7 >

X
ST B U

Figure 27 Reverse control on the embedded system

C:slzerssasus 2ed C:xlzersrasusslesktopsnec ‘

crnc.exe —lp 4431 -y
wy] 4431
[128.39.283.149] from 2.158.17.162.tmi.telenormobil.no [2.158.17.1621

desktop 3.2.8-1412-onapd #16-Ubuntu SHP PREEMPT Tue Apr 17 19:38:42 U

7?1 armu?]l armnv?l GHUALinux
44 up 9 min, 1 uwser. load average: 2.81. 2.38B. 1.41
Iy FROM M 1DLE JCPU PCPU WHAT
8.0 1.88s O.66z B.66= h
hxm}» groun 3 wdm?  2B8Cdialout ), 24Ccdrond  27¢
121872 ¢ 1padmin i PE D
B: can't

e e ——

Figure 28 Control terminal on the remote server
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We have tested this function in three ways of Internet connection of embedded system: cable
connection, Wi-Fi connection and 3G/4G Router respectively, more details will be given in
Chapter 6. It works well in all scenarios, which the connection is stable and the control
performance is effective.
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6 Test and Validation

In order to evaluate the availability and performance of the system, we have conducted a
number of tests for different scenarios, some of which will be presented in this chapter.

In the first three cases described in the following sections, the tests are concentrated on the
critical functionalities and feature. The fourth one is an on-site test on the boat provided by
Marex AS, the overall performance of the system is validated in practical use.

6.1 Test Scenarios

For testing the system, we set up a testbed consists of one Actisense NGT-1 USB Gateways,
one GPS receiver, one DST110 Depth/Speed/Temperature Triducer and one TLM100 Tank
Level Monitor. These devices are connected to the CAN Bus as shown in Figure 29. The
testbed is also used in the examples of data filtering mentioned in Section 4.2.

(1) PandaBoard ES
(2) NGT-1 gateway
(3) CAN Bus

Figure 29 Testbed
The testbed is used in the following experiments.

e Experiment on access modes
o Experiment on real-time transmission
e Experiment on Local access and control using Android phone

o Experiment on Boat
In the following sections, the test scenarios will be introduced in detail.
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6.2 Experiment on Access Modes

An available connection to the Internet is a prerequisite for data transmission. Therefore, the
Internet connectivity under different access modes is our first concern.

(1) (2) (3)

(1) Wired connection to the Internet
(2) Wireless connection to the Internet through an AP
(3) Wireless connection to cellular network through an 3G/4G mobile router

Figure 30

Under the access modes shown in Figure 30, all the Internet-dependent activities between
the remote server (which has a public IP) and embedded system have been conducted. And
the tests have been repeated for three times, the results are listed in Table 7.

Table 7

Access modes

Internet-dependent functionalities under different access modes

Functionality

Access Mode

(€0)

Access Mode

&)

Access Mode

(©)

Real-time data transmission succeed succeed succeed
Historical data transmission succeed succeed succeed
Reverse control succeed succeed succeed

The real-time data is received in the remote server as well as the historical data in the file

b_001-130515.sgl as shown in Figure 31.

Real-time data

2013-05-15-13:28:35.668 2 32 255 129025 Position, Rapid Update:
2013-05-15-13:28:35.671 3 32 250 126992 System Time:
2013-05-15-13:28:35.671 7 32 255 127258 Magnetic Wariation:
6 32 255 129539 GISS DOPs:
3 32 255 129029 G35 Position Data:
6 32 255 129540 GNSS Sats in View:
2013-05-15-13:29:05.089 2 32 255 129025 Position, Rapid Update:
2
3

2013-05-15-13:28:35. 671
2013-05-15-13:23:35. 671
2013-05-15-13:28:35. 671

2013-05-15-13:29:05. 138
2013-05-15-13:29:05. 388

Historical data

b_001-130515.5q]

SQL i
287 KB

Figure 31

32 255 129026 COG & S0G, Rapid Update:
32 255 126992 System Time:
2013-05-15-13:29:05.391 7 32 255 127258 Magnetic Variation:
2013-05-15-13:29:05. 385 & 32 255 129539 GUSS DOPs:
2013-05-15-13:29:05. 402 3 32 255 129029 GUSS Position Data:

SID = 208; Desired Mode = Auto; Actusl Mode = 3D; HDOP = 0.83; VDOP = 1.28

SID = 208; Date = 2013.05.16; Time = 085:02:10; Latitude = 58.39203. ..
SID = 208; Sats in View = 12; PRN = 2; Elevation = 33.0 deg: Azimut...
Latitude = 5§ 3920393: Longitude = 08 T171623
SID = 13; COG Reference
SID = 16; Source = GPS; Date = 2013,

Data received in the remote server

SID = 16; Sewrce = WHMM 2010;
SID = 18; Desired Mode = Auto; Actual
SID = 16; Date = 2013.05. 16;

Latitude = 58. 3920568: Longitude = 08. T171643
SID = 208; Sowrce = GP5; Date = 2013.05.16; Time = 08:02:10
SID = 208; Sowrce = WMM 2010; Age of serwice = 2013.05.16; Variati...

= True; COG = 77.3 deg:; 50G = 0.01 m/s
05.16; Time = 08:02:41
Age of service = 2013.05.16; Variatio...
Mode = 3D; HDOF = 0.83; VDOP = 1.27

Time = 08:02:41; Latitude = 58 392039...

1.0
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The results indicate that available connections to the Internet are established and the
Internet-dependent features function correctly under all the three access modes.

6.3 Experiment on Real-Time Transmission

Under the Access Mode (3) described in the last section, we conduct tests on the real-time
transmission as follows.

Step 1: Start the remote server with connection to the Internet.
Step 2: Make sure the IP address of the server is globally routable.

Step 3: Start the embedded system with connection to the cellular network by using a
mobile router.

Step 4: Connect the embedded system to the NMEA 2000 network and then launch the
data collection system.

Step 5: Observe the messages added to the remote database.

After repeating the above steps for 20 times, it is observed that the filtered data on the
embedded system can be transmitted to the remote server through cellular network.

6.4 Experiment on Local Access and Control using Android Phone

By using a smart phone with an SSH client installed, boat owners can easily log in the
embedded system on their boats to perform any operations by following the steps.

Step 1: Enable the Wi-Fi access point (hotspot) on the phone after setting the SSID and
password.

Step 2: Connect the embedded system to the access point through Wi-Fi and note
down the IP address.

M S Network

)

All settings Network Airplane Mode

~ Wireless [ on |
% Connected-18 Mb/s

Hardware Address 2E:20:EA:34:4E:01
Security WPA2

iop Network proxy
Network Name .HTC Portable Hotspot e

Forgek Network

IP Address 192.168.1.129
Default Route 192.168.1.1

DNS 192.168.1.1
* - |Useas Hotspot.. |Options...
Figure 32 Connect the embedded system to mobile phone through Wi-Fi
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Step 3: Start a SSH client application on the phone (In this example, we use VX
ConnectBot for Android which is free and can be found in the application market)
and log in by typing:
<username>@-<IP of the embedded system>:<port number of SSH>

& ) G .0 17:39

@< VX ConnectBot: Hosts ;

Use the quick-connect box
below to connect to a host.

root@192.168.1.129:22

Figure 33 Login screen

Step 4: After inputting the password, the login information will be displayed on the
phone.

@ [ & @ G . CH17:46

lelcome to Ubuntu 12.04 LTS (GNU/Linux 3.2.0
1412-omap4 armv7l)

* Documentation: https://help.ubuntu.com/

571 packages can be updated.
195 updates are security updates.

Last login: Fri May 24 17:45:12 2013 from 192
.168.1.1
root@bxm-desktop: ~# I

Figure 34 Log in the embedded system
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Now we have obtained the control on the embedded system and can access the data in the
local database or perform FTP uploading. Through SSH, all operations can be performed by
inputting corresponding commands on the phone in the same way as they are done on the

PandaBoard ES.

| [a] & @

G . 11751

| 615 | 2013-05-16 | 09:11:27 | 2
255 | 127488 | 2013-05-16-09:11:27.089 2 1
7 255 127488 Engine Parameters, Rapid Update:
Engine Instance = Single Engine or Dual Eng
ine Port; Engine Speed = 2200; Engine Boost P

ressure = 0.000 bar (

| 616 | 2013-05-16 | 09:11:27 |

0.0 PSI)

6|

17 |

17

255 | 127505 | 2013-05-16-09:11:27.235 6 1

7 255 127505 Fluid Level
= Fuel; Level = 21.664 %; Capacity

I
| 617 | 2013-05-16 | 09:11:27 | 2

255 | 127489 | 2013-05-16-09:1

Instance

480.0

1
27.493 2

7 255 127489 Engine Parameters, Dynamic:
ine Instance = Single Engine or Dual Engine P

ort; 0il pressure

1.240 bar ( 85.5 PSI); Te

mperature = 80.00 C (176.0 F); Alternator Pot]

ential = 12.45 V; Fuel Rate
Engine hours

0.8 L/h;
Discrete Status 1 =

Total

; Discrete Status 2 = 0; Percent Engine Load

=0
|

| 618 | 2013-05-16 | 09:11:31 |

2

17 |

255 | 127508 | 2013-05-16-09:11:31.493 2 1
Battery Instand

7 255 127508 Battery Status
e = 0; Voltage = 11.95 V

Figure 35

6.5 Experiment on Boat

Local access

For estimating the system performance in practical use, we implemented our data collection
system on a leisure boat and take an on-site test at sea.

The remote server is placed in the campus of University of Agder in Grimstad while the boat

sails from Fevik to Arendal and go back to Fevik.

The embedded system is connected to a NMEA 2000 network through the NGT-1 gateway
and Telenor’s cellular network via the 3G/4G router. And in the NMEA 2000 network, there
are other two devices: a GPS receiver and an engine.

During the voyage, we can see the collected data on the screen as illustrated in Figure 36.
The data are generated by either the GPS receiver or the engine. Meanwhile, we contact our
partner who is monitoring the remote server in the campus by mobile phone for verifying
whether the data transmission is successfully performed.
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Figure 36

The trip took about 60 minutes, during which there is only one failed attempt to transmit the
real-time data to the remote server. It occurs when the mobile router disconnects from
Telenor's network. Then right after the recovering of connection, the real-time data

transmission resumes.

Real-life experiment

The data transmitted by the embedded system was successfully received and stored by the
remote server, part of which is shown in Figure 37.

select # from b_001 % ‘

HEEEGE @K <> M PageSize: 2

| Total Rows: 2654 FPage: 132 of 133! Matching Rows

# id  bostname date time prio src dst pgn  data

1 2621 & 2013-05-16 09:10:57 2 17 255 127489 2013-05-16
2 26224 2013-05-16 09:10:57 0 0 0262386 2013-05-16
3 26234 2013-05-16 09:10:57 3 35 255 128267 2013-05-16
4 26244 2013-05-16 09:10:57 7 35 255 65408 2013-05-16
s 2625 4 2013-05-16 09:10:57 7 35 255 65409 2013-05-16
] 2626 & 2013-05-16 09:10:57 7 35 255 65410 2013-05-16
7 2627 4 2013-05-16 09:10:57 2 35 255 128259 2013-05-16
] 26284 2013-05-16 09:10:57 3 32 255 126992 2013-05-16
] 2629 4 2013-05-16 09:10:57 7 32 255 127258 2013-05-16
10 2630 & 2013-05-16 09:10:57 § 32 255 129539 2013-05-16
11 2631 & 2013-05-16 08:10:57 3 32 255 129029 2013-05-15
12 2632 4 2013-05-16 08:10:57 6 32 255 129540 2013-05-16
13 2633 & 2013-05-16 08:11:00 6 112 255 127505 2013-05-16
14 26344 2013-05-16 09:11:01 2 17 255 127508 2013-05-16
15 2635 & 2013-05-16 08:11:27 2 32 255 129026 2013-05-15
16 2636 & 2013-05-16 08:11:27 6 17 255 127493 2013-05-16
17 2637 & 2013-05-16 08:11:27 2 17 255 127488 2013-05-16
18 2638 & 2013-05-16 08:11:27 5 35 255 130310 2013-05-16
19 2639 & 2013-05-16 08:11:27 2 32 255 129025 2013-05-16
20 2640 & 2013-05-16 08:11:27 6 17 255 127505 2013-05-16

Figure 37

-09

-09:
-09:
-09:
-09:
-09:
-09:
-09:
-09:
-09:
—09:
—09:
—09:
—09:
—09:
—09:
—09:
—09:
—09:
—09:

110:57,

11

10:57,
10:57,
10:57,
10:57,
10:57,
10:57,
10:57,
10:57,
10:57,
10:57
10:57
100
101
127
127
227
127
127
127

112

127489
2623868
128287

85408

85409

85410
128259
128992
127258
129539
129029
128540
127505
127508
128026
127483
127488
130310
128025
127505

Engine Parameters, Dymamic: Engine Instance = Single Engine
Actisense: System status: SID = 1: Model ID = 14; Serisl ID
Water Depth: Offset = 0.000 m

Airmar: Depth Quality Factor: Manufacturer Cods = Airmar; Industry Code = Marime Industry

Unkmown PGIT:  Manufacturer Code = Airmar; Industry Code = Marine
Mirmar: Device Information: Mamufacturer Code = Airmar; Industry Code = Marine: SID = 224: Int...
Speed: SID = 224: Speed Water Referemced = 0.00 n/s; Speed Water Referenced Type = —0

System Time: SID = 244: Sowrce = GPS: Date = 2013.05.18: Time = 09:11:15
Magnetic Variation:
GISS DOPs: SID = 244: Desired Mode = Auto: Actual Mode = 3D; HDOP = 1.11: VDOP = 1.15

GISS Position Data: SID = 244; Date = 2013.05.16; Time = 08:11:15; Latitude = 58.3921151; Long
GITSS Sats in View: SID = 244; Sats in View = 12; PRF = 2; Elevation = 7.0 deg: Azimuth = -152
Fluid Level: Instance = 0; Type = Fuel; Level = 1.272 %

Battery Status: Battery Instance = 0; Voltage = 12.35 ¥

COG & 506, Rapid Update: SID = 34; COG Reference = True; COG = 137.7 deg: 506G = 0.10 nfs

Trensmission Parameters, Dynamic:

Engine Instance = Single Engine or Dual Engine Port; Transmi

Engine Parameters, Rapid Update! Engine Instance = Single Engine or Dual Engine Port; Fngine §
SID = 6; Water Temperature = 21.33 C (70.4 F)
Position, Repid Update: Latitude = 58 3920811; Lengitude = 08.7171575

Fluid Level: Instance = 0; Type = Fuel; Level = 21 664 %, Capacity = 480 0 L

Environmental Parameters:

Real-time data in real-life experiment

or Dusl Engine Port: 0il pressurs ...
= 132346; Error ID = 0: Indi chann...

SID = 244; Source = WMM 2010: Age of service = 2013.05.16; Variation = 1.5...

»

1.0
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From the figure above, we can see the state of the engine (ID is 17), GPS coordinates as
well as other information. For more information collected in this experiment, please refer to
Appendix E.

The system performance shown in this experiment is inspiring as it gives evidence that this
marine data collection system has the potential to be put into commercial use.

To summarize, the results of the tests described in this chapter reflect that the system has
good availability and stability, which strengthen our confidence to make it a commercial
product.
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7 Discussions

There are several topics in which we are interested. During the system development, we
come across difficulties which even lead to changes in design. After repeated attempt and
modification, the difficulties are solved and the design goal is fulfilled. In addition, the
experience we have gained may be helpful to improve our work in the future.

7.1 Operating System

In this thesis, we have tested different versions of Ubuntu as shown in Table 8. Statistically,
Linux systems operate better on PandaBoard ES than on BeagleBoard-xM. When we install
Quantal Quetzal or Oneiric Ocelot on BeagleBoard-xM, there are occasional freezes after
booting the system. Only Precise Pangolin operates stably. When installing Precise Pangolin
server edition on PandaBoard ES, we cannot log into the system. The only available version
is Ubuntu 12.04 Precise Pangolin desktop edition.

Table 8 Compatibility of operating system on the embedded system
Platform Distribution ID Version Code Kerr]el Compatibility
Name Version
Precise
PandaBoard ES | Ubuntu for OMAP4 Desktop 12.04 = . 3.2.0 Yes
angolin
PandaBoard ES | Ubuntu for OMAP4 Server 12.04 PreC|se_ 3.2.0 No
Pangolin
BeagleBoard-xM | Ubuntu for OMAP3 Desktop | 11.10 82;'2;3 3.042 | No
BeagleBoard-xM | Ubuntu for OMAP3 Desktop 12.04 Precise_ 3.2.0 Yes
' Pangolin -
BeagleBoard-xM | Ubuntu for OMAP3 Desktop 12.10 83:?;2: 3.5.0 No

7.2 Wi-Fi Stability on BeagleBoard-xM

Since there is no integrated Wi-Fi chip on BeagleBoard-xM, we must use a USB Wi-Fi
adapter instead. However, we find that USB Wi-Fi adapters are not well supported in Ubuntu
system. The BeagleBoard-xM will be disconnected from access point irregularly and it is
unpredictable. We use Belkin and Edimax’s Wi-Fi adapter with Realtek RTL8188CU. By
checking on the Internet, the same problem also happens on Broadcom and D-Link’'s
products.

Therefore, for connection stability, we recommend to use PandaBoard ES as the hardware
platform.

7.3 Device ID Assignment

After many tests, we find that in a CAN Bus network the same Device ID is always assigned
to a specified device even if the network topology is changed. Take the GPS Receiver for
example, its ID in the CAN Bus network is always 32 regardless of system reboot or the port
in which it is installed. Such quasistatic distribution facilitates to set up a mapping between
devices and their Device IDs.

7.4 Portability of Software

Our software is programmed in C, therefore, it has excellent portability, i.e., the software can
be used in any Linux device as long as there are USB interfaces on that device.
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7.5 |IP Address Allocation

As the IP address of the remote server is required for establishing connection, it should be
consistent and routable. |.e., a static and public address is required for the remote server so
that the embedded system can transmit data to the dedicated server.

Page 54 of 64 1.0



Marine Data Collection and Transmission

8 Conclusions and Future Work

In this project, we have developed a marine electronics data collection system for NMEA
2000-compliant electronics on boats. Based on other’s work, we make our own contributions
and create a multifunctional data collection system. Furthermore, we integrate various
technologies on it for adding advanced features. And the prototype of the system has been
implemented and tested in both library and real-life experiments. The test results indicate
that the system is functional and stable in practical use. It is very possible that the system will
be used commercially and brings actual value to both manufacturers and owners.

8.1 Contributions
Our main contributions in this thesis include:

e Design and develop the system architecture

e Implement data filtering

¢ Data storage and management in MySQL database
e Automatic data transmission via the Internet

o Data publishing through web service

e Data and transmission security

e Local control and data browse by using SSH

e Reverse control over the embedded system

All the features above make the system an integral solution for marine data collection and
transmission, which has been tested in real-life experiments.

8.2 Future Work

For the future work, we need to further simplify the operation by providing a graphical user
interface (GUI) for the system, so that users can perform tasks by simply clicking a button
instead of inputting a command.

Furthermore, we can invoke Google Map API in the remote server side, so that boats can be
located with knowing the real-time GPS coordinates. Or with a set of historical GPS data, we
can even illustrate the sailing route on the map and estimate the current location.

In addition, we may adopt satellite communication as a new Internet access mode in the
future so that the transmission range will be greatly extended.
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Appendix A Installing NGT-1 gateway on embedded system

The guide for installing the NGT-1 Gateway on a Linux embedded system is shown as
follows.

Step1l Connect Actisense NGT-1 to the embedded system through USB interface. At
this stage, the virtual COM (ttyUSB) for NGT-1 has not yet been created.

Step 2 Add product information to ftdi_sio by typing the following command in Ubuntu
terminal:

sudo modprobe ftdi_sio vendor=0x0403 product=0xd9aa
Step 3 Add ftdi_sio to the system modules for the change to take effect.
echo ftdi_sio >>/etc/modules
Step 4 Create a configuration file for the NGT-1 gateway:
echo options ftdi_sio vendor=0x0403 product=0xd9aa >>/etc/modprobe.d/actisense.conf

Step 5 The virtual COM port (/dev/ttyUSBO) can be found under the directory /dev by
using the command below:

Is -al dev/ttyUSB*

Step 6 If you do not log in as a root user, please remember to add your username to
the dialout group, so that all these changes will take effective in your account.

sudo usermod -aG dialout <your-username>

BRLTTY is a Linux/Unix-console access application for blind users. Please uninstall it first if it
is installed on the system, or else the virtual COM port will not be accessible [15].
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Appendix B Remote control on embedded system through SSH

Initially, we use PUTTY on a Windows laptop to enable remote control on the embedded
system via SSH, which requires that the embedded system should be reachable, i.e., a
public IP address is required. In order to make connection between our server and
embedded system, the following steps are performed:

Step 1: As shown in Figure 38, enter the IP address of the embedded system, which is
in the same LAN or has a public IP address.

PuTTY Configuration 28 |

Cateqgary: |
[=I- Session Basic options for your PuTTY session
&1 Ten |_.Dg|§|il'|§| Specify the destination you want to connect to
Smin= Host Mame (or [P address) Port
- Keyboard
- Bell 152.168.1.101 22
- Features Connection type: |
= Window (Raw () Telnet (O Rlogin @ 5SH () Segial
;’-‘-.ppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions |
- Selection
- Colours :
Default Settings
=+ Connection Load
- Prosy
- Rlogin
- 55H |
-~ Serial Close window on exit:
) Mways () Never @ Only on clean exit
About | Open  J[  Cancel |
Figure 38 PUTTY configuration

Step 2:  Once it successfully connects to the embedded system, a control terminal will
pop up, in which we need to enter the password of remote embedded system.

Step 3: After the password is verified, we can type any command to control the remote
embedded system.

However, in practical scenario, the cellular network is often selected as the access mode
when sailing at sea. In cellular networks, the IP address of the embedded system is usually a
dynamic address assigned by the operator. It is difficulty for the remote server side to obtain
the address. In addition, operators of cellular networks may restrict the SSH access in terms
of security consideration. Consequently, SSH is not a proper approach for our case.
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Appendix C Improvement on user experience

For the users who are not familiar with the Ubuntu terminal operations, it might be difficult to
memoarize the commands. Thus we develop a shell script to simplify the operation. When a
user intends to manually launch data collection and transmission on the embedded system
or through local control, he should follow the following steps.

Step 1: Open the terminal and go to the directory of the shell script and type the
command in Figure 39 to launch it.

bbxm@bbxm-desktop:~/Desktop$ sh guide. 5h|:|

Figure 39 Execute the shell script

Step 2: Set message update interval according to the actual demand.

bbxm@bbxm-desktop: ~/Desktop

bbxm@bbxm-desktop:~/Desktop$ sh guide.sh
Please follow the guidance to setup the data filter.
set the update-interval of data (©-59 sec, 8: show all update‘s}:ml

Figure 40 Set message update interval

Step 2: Select filtering mode.

As shown in Figure 41, mode 1 is used for collecting message from all the electronics in the
NMEA 2000 network while mode 2 is adopted for data collection from a specific device. If
mode 1 is selected, the data collection and transmission will start imediately. Or else go to
Step 3 if mode 2 is selected.
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@@ bbxm@bbxm-desktop: ~/Desktop

bbxm@bbxm-desktop:~/Desktop$ sh guide.sh

Please follow the guidance to setup the data filter.

set the update-interval of data (8-59 sec, 8: show all updates):30
30

select Mode 1:all devices Mode 2:one given devicezl

Figure 41 Select filtering mode

Step 3: Enter the device ID of the device, in which the user is interested.

@S bbxm@bbxm-desktop: ~/Desktop

bbxm@bbxm-desktop:~/Desktop$ sh guide.sh

Please follow the guidance to setup the data filter.

set the update-interval of data (©-59 sec, 8: show all updates):36@
30

select Mode 1:all devices Mode 2:one given device2

Specify the desired device: 32

Figure 42 Specify device ID

Then only the data from the selected device will be transmitted to the remote server and
stored in both sides.

This script can also be used in the scenarios of local control by using SSH.

Page 60 of 64 1.0



Marine Data Collection and Transmission

Appendix D Integration with other systems

The data collection and transmission system can be integrated with other systems: the
wireless sensor network (WSN) and the graphical user interface (GUI) for the remote server.

The WSN system developed by another two master students is used for collecting data from
wireless sensors installed on boats. A coordinator needs to be connected to the embedded
system in order to receive the data from the sensors through wireless transmission.

Coordinator Wireless sensor

Figure 43 coordinator and wireless sensor

The GUI for the remote server is an enhancement to the remote server. It provides more
user-friendly interface and better performance on data search.
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Appendix E Results of real-life experiment

We have real-life experiments on a Marex 320 boat on 16 May 2013. There are five devices
connected to the CAN Bus: a NGT-1 gateway (ID is 0), a GPS receiver (ID is 32), an engine
(ID is 17), a tank level monitor (ID is 35) and a DST110 Triducer (ID is 112). As the tank level
monitor and DST2110 Triducer are not installed properly on the boat, so the data from them
are not accurate.

The following is part of the collected data stored in the remote server.

select * from b 0N

1%
i 1@ @ K € » M Pae:Size: 20 | Total Rows: 2851 Page: 121 of 133! Matching Rows:

# id boatname date time pric src  dst  pen data

1 2401 8 20130516 09:03:09 5 35 255 1303102013-05-16-09:03:09.051 5 35 255 130310 Eowironmental Parameters: 51D = 233, Water Temperature = 21.20 C (70.2 F) -
2 24028 2013-05-18 09:03:09 2 32 255 1290262013-05-16-09:03:09.051 2 32 255 129026 COG & 50G, Rapid Update: SID = 165: (G Reference = True; COG = 225.9 deg: 506 = 460 n/s

3 2403 8 2013-05-18 09:03:09 & 112 255 1275052013-05-16-09:03:09.051 & 112 255 127505 Fluid Level: Instancs = 0; Iype = Fusl; Level = 0.000 %

! 24048 2013-05-18  09:03:09 0 0 0 2623962013-05-16-09.03:09.052 0 0 0 262386 Actisemse: System status: 51D = 1; Medel ID = 14; Serial ID = 132346: Error ID = 0; Indi c..
5 2405 4 2013-05-18 09:03:09 & 17 255 1275052013-05-16-09:03:09.052 & 17 255 127505 Fluid Level: Instancs = 1; Iype = Water: Level = 76.044 %; Capacity = 320.0 L

5 2408 & 2013-05-18 09:03:09 3 35 255 1282672013-05-16-09.03:09.053 3 35 255 128267 Water Depth: Offset = 0.000 m

7 2407 4 2013-05-18  09.03:09 T 35 255 6540B2013-05-18-09.03:09.053 T 35 255 85408 Airmar: Depth Quality Factor: Mamufacturer Cods = Airmar; Industry Code = Marine Industry

] 2408 4 2013-05-18 09:03:09 T35 255 654092013-05-16-09.03:09.053 7 35 255 85409 Unkmown PGN: Manufacturer Cods = Airmar: Industry Cods = Marime

9 24098 2013-05-18  09:03:09 T 35 255 654102013-05-16-09.03:09.053 7 35 255 85410 Airmar: Devics Information: Wenufacturer Cods = Airmar; Industry Cods = Marine; SID = 242;..
10 2410 2013-05-18  09.03:09 2 35 255 1282592013-05-16-09.03:09.053 2 35 255 128259 Speed: SID = 242, Spaed Water Referenced = 0.00 nfs; Speed Water Refersmced Type = -0

1 24118 2013-05-18  09.03:09 3 32 255 1269922013-05-16-09.03:09.054 3 32 255 126992 System Time: SID = 173; Source = GPS; Date = 2013.05.18; Tins = 09:03:11

12 24121 2013-05-18  09.03:09 7 32 255 1272582013-05-16-09.03:09.054 T 32 255 127258 Magnetic Variastisn: SID = 173; Sourcs = WNW 2010; Ags of service = 2013.05.16; Variation =..
13 24138 2013-05-18 090309 8 32 255 1295392013-05-16-0903:09 054 6 32 255 129539 GISS DOPs: STD = 173; Desired Made = Auto: Actual Mode = 3D; HDOF = 0.92; VDOF = 1 28

14 2414 2013-05-18 090309 3 32 255 1290792013-05-16-09°03:09 054 3 32 255 129029 GISS Position Data: 5TD | Date = 2013 05 16; Time = 09°03'11; Latituds = 58 4230410

15 24158 2013-05-18 090309 8 32 255 1295402013-05-16-09 0309 054 6 32 255 129540 GISS Sats in Viea STD = 173; Sats in View = 12; PRI = 2; Flevation = 10.0 deg Azimuth =
18 24188 2013-05-18 090309 2 17 255 1275082013-05-18-09°03:09 082 2 17 255 127508 Battery Status' Battery Tnstance = 0; Valtags = 12 80 ¥

17 247 2013-05-18 090339 2 17 255 1275082013-05-18-08°03'39 007 2 17 255 127508 Battery Status' Battry Tnstance = 0: Valtags = 12 85 ¥

18 2a8a 2013-05-18 090339 & 17 255 1274932013-05-16-08 0339 009 & Transmission Paransters, Dynemic' Fngine Tnstance = Single Fngine or Dual Fngine Port: Tra
19 248 2013-05-18 090339 2 17 255 127489 2013-05-18-08 0339 019 2 Engine Farameters, Dymamic: Fngine Tnstanee = Single Fngime or Dusl Engine Fort: 0il prass
20 2m0a 2013-05-16 090339 2 17 9255 1274882013-05-16-08'03:39.019 2 17 255 127488 Engine Parameters, Rapid Update' Engine Tnstance = Single Engine or Dual Engine Port: Engi

selact * Erom b_001 ® |

FHEERD @K € » M reee size: |20 | Total Rows: 2654 Page' 122 of 1331 Matching Rows

# id  boatname date time prio src | dst  pgn data

1 24218 2013-05-18 09:03:39 5 35 255 1303102013-05-16-09 5 35 255 130310 Environmentel Parameters: 5ID = 74; Weter Temperatwe = 21.24C (70.2 F) -
2 2422 2013-05-16 2 32 255 128026 2013-05-16-09 2 32 255 129026 COG & S0G, Rapid Update: SID = 123; COG Referemce = True; COG = 229.9 deg: 506 = 6.30 n/s

3 24238 2013-05-18 2 32 255 1280252013-05-16-09 2 32 255 129025 Position, Repid Update: Latitude = 58.4218023; Longitude = 08. 7707398

4 24248 2013-05-18 0 0 0 2623862013-05-16-09:03:33.506 0 0 0 262336 Actizense! System status: SID = 1: Model ID = 14; Serial ID = 132346: Error ID = 0; Indi c.
5 24354 2013-05-18  09:03:33 3 35 255 128287 2013-05-16-09:03:39.548 3 35 255 128267 Water Depth: Offset = 0.000 m

1 2426 2013-05-18 09:03:39 7 35 255 654082013-05-16-09:03:39.551 7 35 255 65408 Airmar: Depth Quality Factor: Manufacturer Code = Airmar; Industry Code = Marine Industry

d 2013-05-18  09:03:33 7 35 255 654092013-05-16-08:03:38.553 7 35 255 5409 Unlmown FGN: Manufacturer Code = Airmar; Industry Code = Marine

5 2013-05-18 09:03:39 7 35 255 854102013-05-16-08:03:38.555 7 35 255 5410 Airmar: Device Information: Marufacturer Code = Airmar: Industry Code = Marine; SID =

9 2013-05-16 09:03:39 2 35 255 1282592013-05-16-08:03:39.558 2 35 255 128258 Speed: SID = 37; Speed Water Referenced = 0.00 m/s; Speed Water Referemced Type = -0

10 2013-05-16 6 17 255 1275052013-05-16-08:03:33.755 6 17 255 127505 Fluid Level: Instance = O; Type = Fuel: Level = 25.164 %; Capacity = 480.0 L

11 2013-05-16 3 32 255 1269922013-05-16-09:03:39.810 3 32 255 126992 System Time: SID = 131: Souwrce = GPS: Date = 2013.05.16: Time = 09:03:57

12 2013-05-16 7 32 255 1272562013-05-16-09:03:39.814 7 32 255 127258 Magnetic Variation: SID = 131; Source = WHM 2010; Age of service = 2013.05.16; Variation =.
13 2013-05-18 6 32 255 1285392013-05-16-09:03:33.818 6 32 255 120538 GINSS DOPs: SID = 131: Desired Mode = Auto: Actual Mode = 3D: DOP = 0.95; VDOF = 1.13

14 2434 2013-05-18 3 32 255 1280202013-05-16-09:03:33.824 3 32 255 120028 GIISS Position Data: SID = 131: Date = 2013.05.15; Time = 09:03:57: Latitude = 58. 4217745; .
15 24354 2013-05-18 6 32 255 1285402013-05-16-09:03:33.884 8 32 255 120540 GIISS Sats in View: SID = 131; Sats in View = 12; PRN = 2; Elevation = 10.0 deg; Azimuth = .
18 2438 4 2013-05-18 & 112 255 127505 2013-05-18-09 127505 Fluid Level: Imstance = 0; Type = Fuel; Level = 0. 424 %

7 24378 2013-05-18 & 17 255 1274932013-05-16-09:04:09.009 & Transmission Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port; Ira
18 2438 4 2013-05-18 2 17 255 1274892013-05-16-09:04:08.013 2 17 127489 Engine Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port; 0il press
19 2439 4 2013-05-16 2 17 255 1274882013-05-16-08:04:08.015 2 17 255 127488 Engine Parameters, Rapid Update: Engine Instance = Single Engine or Dual Engine Port; Engi
20 24408 2013-05-16 5 35 255 1303102013-05-16-08:04:08.053 5 35 255 130310 Environmental Parameters: SID = 134; Water Temperature = 21.28 € ( 70.3 F)

select # from b_001 22 ‘

I 1@ @K € > M Page size: 20 | Total Rows: 2654 Page! 123 of 133! Matching Rows

# id boatname  date time prie src¢  dst |pen data

1 2013-05-16  09:0 2 32 255 129026 2013-05-16 .058 2 32 255 129026 COG & 506, Repid Update: SID = 172 COG Referemce = Irue: = 233.1 deg: S0G = 12,53 nfs | &
2 2013-05-18 2 32 255 1290252013-05-16 160 2 32 255 120025 Position, Rapid Update: Latitude = 58.4199786: Longitude = 08. 7865500
3 2013-05-18 0 0 0 282386 2013-05-18 508 0 0 0 282388 Actisense: System status: SID = 1: Model ID = 14: Serisl ID = 132346; Error ID = 0; Indi ..
4 2013-05-18 3 35 255 1282672013-05-18-09: 35 255 128287 Water Depth: Offset = 0.000 m
5 2013-05-18 7 35 255 85408 2013-05-16-09 35 255 85405 Airmar: Depth Quality Factor: Mammfacturer Code = Airmar: Industry Code = Marine Industry
& 2013-05-18 7 35 255 65409 2013-05-16-09 35 255 85409 Unknown PGI: Manufacturer Code = Airmar; Industry Code = Marine
d 2013-05-18 7 35 255 B54102013-05-16-09 35 255 85410 Airmar: Device Information: Manufacturer Code = Airmar: Industry Code = Marine; SID =
8 2013-05-16 2 35 255 128259 2013-05-16-08: 35 255 128259 Speed: SID = 67; Speed Water Referemced = 0.00 m/s; Speed Water Referenced Type = —0
9 2013-05-18 6 17 255 1275052013-05-16-09:04:09.755 6 17 255 127505 Fluid Level: Inmstance = 0; Type = Fuel: Level = 25.164 %; Capacity = 480.0 L

10 2013-05-16 3 32 255 1269922013-05-16 3 32 255 126992 Systen Time: SID = 180: Sowrce = GPS; Date = 2013.05.16; Time = 09:04:27

11 2013-05-16 7 32 255 127258 2013-05-16-09: 7 32 255 127258 Magnetic Varistion: SID = 180: Source = WM 2010: Age of service = 2013.05.18: Variation ..
12 2013-05-16 6 32 255 129539 2013-05-16-09: 817 6 32 255 129539 GUSS DOPs: SID = 180; Desired Mode = Auto: Actual Mode = 3D; HDOP = 0.85: VDOP = 1.18

13 2013-05-18 3 32 255 1200292013-05-16-09:04:09.823 3 32 255 129029 GNSS Position Data: SID = 180: Date = 2013.05.16: Time = 09:04:27; Latitude = 58.4199281:..
14 2013-05-18 8 32 255 1295402013-05-18-09:04:09.883 & 32 255 129540 GNSS Sats in View: SID = 180; Sats in View = 12; PRN = 2: Elevation = 10.0 deg: Azimuth =..
15 2013-05-18 8 112 255 1275052013-05-16 .S71 6 112 255 127505 Fluid Level: Instance = 0; Type = Fusl; Level = 2.124 %

18 2013-05-18 2 17 255 1275082013-05-18-09:05:39.002 2 17 255 127508 Battery Status: Battery Instance = 0; Voltage = 12.85 V

17 2013-05-18  09:05:39 8 17 255 127493 2013-05-16-09:05:39.005 & 3 Transmission Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port: Ir
18 2013-05-18  08:05:39 2 17 255 127489 2013-05-18-09:05:39.008 2 9 Engine Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port; 0il pres
19 2013-05-16  09:05:39 2 17 255 1274882013-05-16-09:05:39.011 2 8 Engine Parameters, Rapid Update: Engine Instance = Single Engine or Dual Engine Port; Eng
20 2013-05-16  09:05:39 2 32 255 1290262013-05-16-09:05:39.058 2 32 255 128026 COG & 506, Rapid Update: SID = 68; COG Referemce = True; COG = 230.1 deg: 506 = 12. 44 /s

Page 62 of 64 1.0



Marine Data Collection and Transmission

select ® from b_001 ®

FAEHEED @K € > M o size: |20 | Total Rows: 2654 Page: 124 of 133! Matching Rows

# id  boatname date time prio sre  dst pgn data

1 24618 2013-05-18 09:05:33 5 35 255 130310 2013-05-16-09 05'39.085 5 35 255 130310 Envirommental Parametsrs: SID = 83; Water Temperaturs = 21.30 C (703 F) B
2 24628 2013-05-18 09:05:33 2 32 255 1290252013-05-16-09 05 39 181 2 32 255 129025 Position, Rapid Updats Latitude = 58 4134938 Longitude = 087512445

3 24634 2013-05-18 09:05:33 0 O 0 262388 2013-05-16-09 05.39.511 0 0 0 252388 Actisenss System status: SID = 1; Model ID = 14; Serial ID = 132348; Error ID = 0: Indi cha
4 24844 2013-05-18 09:05:33 3 35 255 128287 2013-05-16-09 05 39.585 3 35 255 128067 Water Depth: Offset = 0000 m

5 2485 A 2013-05-18 09:05:33 7 35 255 65408 2013-05-16-09 05 39.587 7 35 255 BS408 Airmar  Depth Quality Factor Manufactursr Code = Airmar; Industry Code = Marine Industry

5 2468 A 2013-05-18 09:05:33 7 35 255 65409 2013-05-16-09 0539570 7 35 255 65409 Unkmown PGN: Manufacturer Code = Airmar: Industry Code = Marine

7 2013-05-18 09:05:39 7 35 255 654102013-05-16-09 05 39.572 7 35 255 BS5410 Airmer  Dewics Information: Mamufacturer Cods = Airmar: Industry Cods = Marine: SID = 157; I
8 2013-05-18 09:05:39 2 35 255 128259 2013-05-16-09 05 39.574 2 35 255 128259 Spesd: 5ID = 157: Speed Water Referemced = 0.00 n/s; Speed Water Referenced Type = -0

9 2013-05-18 09:05:39 & 17 255 1275052013-05-16-0905'39.751 & 17 255 127505 Fluid Level: Instancs = 0; Typs = Fuel; Leval = 23 412 %; Capacity = 480.0 L

10 2013-05-18 09:05:39 3 32 255 128992 2013-05-16-09 0539809 3 32 255 126992 System Time: SID = 76; Source = GES: Date = 2013.05 18; Time = 08-05:57

11 2013-05-18 09:05:39 7 32 255 127258 2013-05-16-09 05 39.813 7 32 255 127258 Magnetic Variation: SID = 78; Source = WNM 2010; Age of servies = 2013.05 18; Variation = 1
12 2013-05-18 09:05:39 & 32 255 129539 2013-05-16-09 05 39 818 & 32 255 129539 GISS DOPs.  SID = 78; Desirzd Mode = Auts; Actual Mode = 3D; HDOF = 0 84: VIOF = 1 08

13 2013-05-18 09:05:39 3 32 255 129029 2013-05-16-09 05 39.821 3 32 255 129029 GISS Position Data: SID = 78; Date = 2013 05 16; Time = 09:0557: Latitude = 58 4134386; Lon
14 2013-05-18 09:05:39  © 32 255 129540 2013-05-16-09 05 39 883 & 32 255 129540 GISS Sats in View SID = 76: Sats in View = 12; PEN = 2; Elevation = 9.0 deg: Azimuth = -151
15 2013-05-18 09:05:42 & 112 255 127505 2013-05-16-09 05 42 857 & 112 255 127505 Fluid Level: Instance = 0; Typs = Fuel: Level = 0 424 %

18 2013-05-18 09:08:08 2 17 255 127508 2013-05-16-09 08 09.000 2 17 255 127508 Battery Statns Battery Instanes = 0; Voltags = 12 85 V

17 2013-05-18 09:08:08 & 3 2013-05-16-09 0809003 & Transmission Pavansters, Dynamic: Engine Instence = Single Engine or Dual Fngine Port; Trans
18 24784 2013-05-18 09:08:08 2 489 2013-05-16-09 08 08 007 2 Engine Parameters, Dynamic: Fngine Inctance = Single Engine or Dual Engine Port: 0il pressur
19 24788 2013-05-18 09:08:08 2 7488 2013-05-16-09 08 08. 009 2 Engine Parameters, Rapid Update: Fngine Instance = Single Engine or Dual Engins Port: Engine
20 26808 2013-05-18 09:08:08 5 35 255 130310 2013-05-16-09 08 09.072 5 35 255 130310 Enwiromnental Parsmeters: SID = 123; Water Temperature = 21.30 C ( 70.3 F)

select ¥ from b

FEEER @K € > M reesize 20 | Total Rows: 2651 Page: 125 of 133 | Matching Rows:

# id  boatname date time prie src  dst |pen data

1 24818 2013-05-16 09:06:09 2 32 255 129025 2013-05-16-09:06:09.160 2 32 255 12925 Position, Rapid Update: Latitude = 58 4112029; Longitude = 08.745439 -
2 24528 2013-05-16 09:08:09 0 0 0 2623862013-05-16-09:06:09.511 0 0 0 262386 Actizemse: System status: SID = 1, Medel ID = 14; Serial ID = 132346 Frror ID = 0: Indi ¢
3 24838 2013-05-16 09:06:09 3 35 255 128267 2013-05-16-09:06:09.570 3 35 255 128267 Water Depth: Offset = 0.000 m

4 24848 2013-05-18 09:08:09 T35 255 654082013-05-18-09:08:09.572 7 35 255 65408 Airmar: Depth Guality Factor: Manufscturer Cods = Airmar: Industry Code = Warine Industry
5 24858 2013-05-18 09:08:09 T 35 255 65409 2013-05-18-09:08.09.578 7 35 255 65409 Unkmown PGN: Mamufacturer Cods = Airmar; Industry Cods = Marime

5 2488 8 2013-05-18 09-08:09 T 35 255 654102013-05-16-09°08-09.578 7 35 255 65410 Airmar: Device Tnformation’ Mamufacturer Code = Airmar; Tndustry Code = Marine; STD = 187
7 2487 A 2013-05-18 09°08:09 2 35 255 128259 2013-05-16-09 08-09.579 2 35 255 128259 Spesd: SID = 187; Specd Water Referenced = 0.00 m/s: Speed Water Referenced Typs = -0

] 2488 8 2013-05-18 09-08:09 5 17 255 1275052013-05-16-0908°08.749 & 17 255 127505 Fluid Level: Tnstamce = 0; Type = Fuel; Level = 23 080 %; Capacity = 4800 L

9 24898 2013-05-16 09:08:09 3 32 255 126992 2013-05-16-09:06°09.809 3 32 255 126992 System Time' SID = 125, Sowrce = G675, Date = 2013 05 16; Time = 08:06:27

10 24808 2013-05-16 09:06:09 7 32 295 127298 2013-05-16-09:06:09.811 7 32 255 127258 Magaetic Variation: SID = 125: Source = WA 2010; Age of service = 2013.05.16: Variation =
1 24918 2013-05-16 : 5 32 0255 129539 2013-05-16-09:06:09.816 6 32 255 129539 GUSS DOPs: SID = 125; Desired Mode = Auto; Actual Mede = 30; MDOP = 0.86; VDOP = 1.06

12 24328 2013-05-16 09:08:09 3 32 255 1290292013-05-16-09:06:09.82L 3 32 255 129029 GUSS Pesition Date: SID = 125: Date = 2013.05. 16; Time = 09:06:27; Latitude = 58. 4111453
13 24838 2013-05-16 09:06:09 5 32 255 129540 2013-05-16-09:06:09.884 6 32 255 129540 GUSS Sats in View: SID = 125; Sats in View = 12; PRN = 2; Flevation = 9.0 deg: Azimuth = -
14 24848 2013-05-18 09:08:14 5 112 255 127505 2013-05-18-09:06:14. 444 & 112 255 127505 Fluid Level: Instance = 0; Iype = Fusl; Level = 5.072 %

15 24858 2013-05-18 T 35 255 654092013-05-18-09:07:45.393 7 35 255 65409 Unkmewn PGN: Mamufacturer Cods = Airmar; Industry Cods = Marime

18 2498 8 2013-05-18 09:07-45 T 35 255 BS54102013-05-16-09:07 45393 7 35 255 65410 Airmar: Device Information’ Manufacturer Code = Airmar; Tndustry Code = Marine; STD = 205
17 24978 2013-05-18 2 35 255 128259 2013-05-16-09 07 45393 2 35 255 128259 Spesd: SID = 205; Speed Water Referenced = 0.00 m/s: Speed Water Referenced Type = -0

18 2498 8 2013-05-16 5 35 255 1303102013-05-16-09:07:45 393 5 35 255 130310 Envirennental Paraneters: STD = 160, Water Temperature = 2130 C (703 F)

19 2409 A 2013-05-18 [ 17 255 127493 2013-05-16-09:07:45.393 6 17 255 127493 Transmission Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port; Tra
20 2500 A 2013-05-16 09:07:45 2 7 295 127488 2013-05-16-09:07:45.393 2 17 255 127488 Engine Parameters, Rapid Update! Engine Instance = Single Engine or Dusl Engine Port: Engi

select * from b_00L % |

HEEE T2 K€ > M Page Size: |20 | Total Rews: 2654 Page: 126 of 133 | Matching Rows:

# id  boatname date time prio src  dst pen data

1 2501 & 2013-05-18 8 112 255 127505 2013-05-16-09:07 45 393 6 112 255 127505 Fluid Level: Instance = 0; Type = Fuel; Level = 4948 % -
2 25024 2013-05-16 2 32 255 1280252013-05-16-09:07:45.384 2 32 255 129025 Position, Rapid Update: Latitude = 58 4097561; Longitude = 0B. 7433438

3 2503 A 2013-05-16 3 32 255 126992 2013-05-16-09: 3 32 255 126992 System Time: 5ID = 5&; Source = GPS: Date = 2013.05.16; Time = 09:06:4

4 25044 2013-05-16 7 32 255 127258 2013-05-16-0 7 32 255 127258 Magnetic Variation: SID = 54; Source = WMM 2010; Age of service = 2013.05.16; Variation = 1..
5 25054 2013-05-16 2 32 255 129026 2013-05-16-09:07:45.334 2 32 255 129026 COG & 506, Repid Update: 5ID = 54; COG Reference = True; C0G = 231. 4 deg: 506 = 12.85 n/s

6 2506 & 2013-05-16 6 32 255 129539 2013-05-16-09: 6 32 255 129539 GUSS DOFs: SID = 54 Desired Mede = Auto: Actual Meds = 3D; HDOP = 0.93; VDOP = 1.22

7 2507 A 2013-05-16 3 32 255 129029 2013-05-16-09: 3 32 255 120029 GUSS Position Data: SID = 54 Date = 2013.05.18; Time = 09:06:45: Latitude = 58. 4097561: Lo..
8 25084 2013-05-16 6 32 255 129540 2013-05-16-0 46 32 255 129540 GUSS Sats inm View: SID = 54: Sats in View = 12; PRN = 2; Elevation = 9.0 deg: Azinuth = -15
E] 25094 2013-05-18 2 17 255 127489 2013-05-18-09:07.45.334 2 17 255 127489 Engins Paramsters, Dynamic. Engine Instance = Single Engine or Dusl Engine Fort: 0il pressu .

10 2510 A 2013-05-18
11 2511 A 2013-05-18
12 2512 A 2013-05-18
13 2513 A 2013-05-18

17 255 127505 2013-05-18-09: 7 255 127505 Fluid Level: Instance = 1; Iype = Water; Level = 73.188 %; Capacity = 320.0 L
255 127508 2013-05-16-09: 4 17 255 127508 Battery Status. Battery Instance = 0; Voltage = 12.80 V
0 0 0 262386 2013-05-16-09:07:45.395 0 0 O 282386 Actisense. System status: SID = 1; Model ID = 14; Serial ID = 132348; Error ID = O: Indi ch
3 35 255 128287 2013-05-18-09:07:45.395 3 35 255 128287 Water Depth: Offset = 0.000 m
14 2514 A 2013-05-18 T 35 255 85408 2013-05-18-09:07:45.395 7
15 2515 A 2013-05-16 2 17 255 127489 2013-05-16-09:08:15.001 2 17 255 127489 Engine Parameters, Dynamic’ Engine Instance = Single Engine or Dual Engine Port; 0il pressu
18 2518 A 2013-05-16 09:08:15 2 17 255 127488 2013-05-16-09:08:15.003 2 17 255 127488 Engine Parameters, Rapid Update:' Engine Instance = Single Engine or Dual Engine Port; Engin
2
)

35 255 85408 Airmar: Depth Quality Factoer: Manufacturer Code = Airmar; Industry Code = Marine Industry

17 2517 A 2013-05-16 09:08:15 32 255 128026 2013-05-16-09:08:15.060 2 32 255 129026 COG & 50G, Rapid Update: SID = 122; COG Reference = True; COG = 240.1 deg: 506 = 12.84 mfs
18 2518 A 2013-05-16 09:08:15 35 255 1303102013-05-16-09:08:15.086 5 35 255 130310 Envirommental Perameters: SID = 124; Water Tempersture = 21.34 C (70.4 F)

19 2519 A 2013-05-16 09:08:15 6 17 255 1274932013-05-16-09:08:15.095 6 17 255 12 Transnission Parameters, Dymemic: Engine Instance = Single Fngine or Dual Engine Port: Iren..
20 25204 2013-05-16 09:08:15 2 32 255 1290252013-05-16-09:08:15. 162 2 32 255 129025 Position, Rapid Update: Latitude = 58.4029516: Longitude = 08.7238913
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i 2521 & 2013-05-18 09:08:15 0 0 0 282388 2013-05-18-09:08:15 0 282386 Actisense: System status' SID = 1; Model ID = 14; Serial 1D = 132348; Frror 1D = 0; Indi ch .
2 25228 2013-05-18 09:08:15 3 35 255 128267 2013-05-18-09:08:15 255 128287 Water Depth: Offset = 0.000 n

& 25234 2013-05-16 09:08:15 T 35 255 65408 2013-05-16-09:08:15 255 65408 Airmar: Depth Guality Factor: Memufacturer Code = Airmer; Industry Code = Marine Industry

4 25244 2013-05-16 09:08:15 T 35 255 65400 2013-05-16-09:08:15 255 65409 Unknown PGN: Mamufacturer Code = Airmar; Industry Code = Marime

5 2505 A 2013-05-16 09:08:15 7 35 255 65410 2013-05-16-09:08:15. 255 65410 Airmar: Device Information! Manufscturer Code = Airmar: Industry Code = Marine; SID = 62; L.
6 2526 A 2013-05-16 09:08:15 2 35 255 128259 2013-05-16-09:08:15. 255 126259 Spesd: SID = 62; Speed Water Referenced = 0.00 m/s: Speed Water Referenced Type = -0

i 2537 A 2013-05-16 09:08:15 3 32 255 126992 2013-05-16-09:08:15 255 126992 Systen Time: SID = 130: Sewrce = GPS: Date = 2013.05.16: Time = 09:08:33

8 2508 A 2013-05-16 09:08:15 7 32 255 127258 2013-05-16-09:08:15. 255 127258 Magnetic Variation: SID = 130; Source = WNM 2010; Age of servics = 2013.05. 16: Varistion =

] 2529 & 2013-05-18 09:08:15 5 32 255 129530 2013-05-18-09:08:15 255 129539 GUSS DOPs: SID = 130; Desirsd Mode = Auto: Actual Mode = 30; HDOP = 0.78: VDOP = 1.00

10 25304 2013-05-18 09:08:15 3 32 255 129029 2013-05-18-09:08:15. 255 129029 GUSS Fosition Data; SID = 130; Date = 2013.05.18; Tine = 09:08.33; Latitude = 58. 4029078; L .
11 2531 & 2013-05-18 09:08:15 5 32 255 1295402013-05-18-09:08:15 255 128540 GIISS Sats in View: SID = 130; Sats in View = 12; PRI = 2; Elevation = 8.0 deg; Arimuth =

12 2532 4 2013-05-18 09:08:15 B 17 255 127505 2013-05-18-09:08:15 7 255 127505 Fluid Level: Instance = 1: Type = Water; Level = 78 044 %; Capacity = 320.0 L

13 2533 & 2013-05-18 09:08:18 5 112 255 127505 2013-05-18-09:08:18 255 127505 Fluid Level: Instance = 0; Type = Fusl: Level = 4 898 %

14 25344 2013-05-16 09:08:18 2 17 255 127508 2013-05-16-09:08:16 255 127508 Battery Status: Baitery Instance = 0; Voltage = 12.75 ¥

15 25354 2013-05-16 09:08:57 5 17 255 127483 2013-05-16-09:08:57 255 127493 Trensmission Parameters, Dynanic: Engine Instance = Single Fngine or Dusl Engine Port; Tren
16 2536 A 2013-05-16 2 17 255 127488 2013-05-16-09: 127488 Engine Parameters, Rapid Update: Engine Instance = Single Engine or Dual Engine Port; Engin .
7 2537 A 2013-05-16 2 32 255 129025 2013-05-16-09: 129025 Position, Rapid Update: Latituds = 58.4019675: Longituds = 08.7206633

18 25384 2013-05-16 2 17 255 127489 2013-05-16-09: 7 127489 Engine Parameters, Dynamic: Engine Instance = Single Engine or Dusl Engine Port: 0il pressu.
19 2539 & 2013-05-16 09:08:57 2 32 255 129026 2013-05-16-09:08:57.076 2 32 255 129026 COG & 506, Rapid Update: SID = £1; COG Reference = Trus; COG = 238.9 deg: 50G = 12,88 n/s

20 25404 2013-05-18 09:08:57 5 35 255 1303102013-05-18-09:08:57.078 5 35 255 130310 Environmentsl Paramsters. SID = 158; Water Temperature = 21,34 C ( 70.4 F)
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1 2541 & 2013-05-18  09:08:57 & 112 255 127505 2013-05-16-09:08 255 127505 Fluid Level Instance = 0; Typs = Fusl; Level = 6.172 % -
2 25424 2013-05-18  09:08:57 8 17 255 127505 2013-05-16-09:08 7 255 127505 Fluid Levsl Instance = 0; Type = Fuel; Levsl = 21 B84 %; Capacity = 480.0 L
3 2543 & 2013-05-18  09:08:57 0 0 0 262386 2013-05-16-09:08 0 260388 Actisense: System status: SID = 1; Model ID = 14; Serial ID = 132346; Error ID = 0; Indi

s 2544 2013-05-18 09:08:57 3 35 255 128267 2013-05-16-09:08: 255 128267 Water Depth: Offset = 0.000 m
5 25454 2013-05-16 03:08:57 T 35 255 55408 2013-05-16-09:08: 255 £5408 Airmar: Depth Quality Factor: Manufacturer Cods = Airmar: Imdustry Code = Marine Industry
5 2546 4 2013-05-16 09:08:57 T 35 255 654092013-05-16-09:08: 255 65409 Unkmown PGIT: Manufacturer Code = Airmar; Industry Code = Merine
7 25474 2013-05-16 09:08:57 T 35 255 654102013-05-16-09:08:57 255 65410 Airmar: Device Information: Manufactuwrer Code = Airmer; Industry Code = Marine: 5ID =
] PRI 2013-05-16 09:08:57 2 35 255 128250 2013-05-16-09:08: 255 128250 Speed: SID = 79; Spesd Water Refersnced = 0.00 n/s: Spesd Water Refersmced Typs = -0
a 5404 2013-05-18  09:08:57 3 32 255 126992 2013-05-18-09:08: 255 128092 System Time: SID = 48: Seurce = GPS: Date = 2013.05.16: Tine = 09:08.50

10 2550 & 2013-05-18  09:08:57 7 32 255 127258 2013-05-18-09:08: 255 127258 Magnatic Varistion: SID = 49; Source = WMW 2010; Age of servics = 2013.05.18; Variatien =..
1 2551 & 2013-05-18  09:08:57 5 32 255 129539 2013-05-16-09:08 255 129539 GIISS DOFs: SID = 49; Desired Mode = Auto: Actusl Mods = 3D; HDOF = 0.91; VDOF = 1.23

12 2552 & 2013-05-18 09:08:57 3 32 255 129029 2013-05-16-09:08 255 129029 GISS Fosition Data: SID = £9; Date = 2013 05.16; Time = 09.08:50; Latitude = 58. 4019223;

13 2553 & 2013-05-18 09:08:57 5 32 255 1295£02013-05-16-09:08:57. 0B0 & 32 255 129540 GIISS Sats in View: S5ID = 40; Sats in View = 12; PRI = 2; Elevation = 8.0 deg; Azimuth = —
14 2554 & 2013-05-18  09:09:00 2 17 255 1275082013-05-16-09:09:00.162 2 17 255 127508 Battery Status: Battery Instance = 0 Voltage = 12.80 V

15 2555 A 2013-05-16 09:09:27 2 17 255 1274832013-05-16-09:09:27.000 2 17 255 127486 Engine Perameters, Rapid Update: Engine Instance = Single Enginme or Dual Engine Port: Ing..
15 2556 A 2013-05-16 09:09:27 2 32 255 1290262013-05-16-09:09:27.063 2 32 255 129026 COG & 50G, Repid Update: SID = 89; COG Reference = Trme; C0G = 177.9 deg: 506 = 13.02 n/s

7 2557 A 2013-05-16 09:09:27 & 17 255 127493 2013-05-16-09:09:27.092 6 17 255 127483 Iransmission Parameters, Dymamic: Engine Instance = Single Engine or Dusl Engine Pert; Ir..
18 2558 & 2013-05-16 09:09:27 5 35 255 1303102013-05-16-09:09:27.006 5 35 255 130310 Exmvirommental Paramsters: SID = 17; Water Temperaturs = 2132 C (70.4 F)

19 2550 & 2013-05-18 09:09:27 2 32 255 120025 2013-05-18-08:03:27,163 2 32 255 129025 Position, Rapid Update: Latituds = 53.3984870; Lenmgituds = 08. 7188271
20 2580 & 2013-05-18  09:09:27 & 17 255 127505 2013-05-18-08:09:27.241 6 17 255 127505 Fluid Level: Instance = 0; Type = Fusl; Level = 21.664 %; Capacity = 480.0 L
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1 2561 & 2013-05-18 09:09:27 2 17 255 1274892013-05-16-09.08:27. 498 2 17 255 127489 Engime Paremeters, Dymamic. Engime Instance = Single Engine or Dusl Engine Fort: 0il press.. .
2 2562 & 2013-05-16 09:09:27 0 0 0 2623882013-05-16-09:09:27.513 0 O 0 262386 Actisense: System status: SID = 1; Model ID = 14; Serial ID = 132346, Error ID = 0: Indi
3 2563 & 2013-05-16 09:09:27 3 35 255 128067 2013-05-16-09:08:27.537 3 35 255 128267 Water Depth: Offset = 0.000 m

4 25644 2013-05-16 09:09:27 T 35 255 654082013-05-16-09:08:27.589 7 35 255 65408 Airmar: Depth Guality Facter: Manufacturer Code = Aizmar; Industry Code = Merine Industry

5 2565 & 2013-05-16 09:09:27 T 35 255 654092013-05-16-09:08:27.601 T 35 255 65409 Unknown PGI: Mamufacturer Cods = Airmer; Industry Cods = Marine

5 2566 & 2013-05-16 09:09: T 35 255 £54102013-05-16-09:09:27.603 T 35 255 65410 Airmer: Device Information: Memufacturer Code = Airmer: Industry Code = Marine: SID = 134:..
i 2567 & 2013-05-15 09:09:27 2 35 255 1280502013-05-16-00:08:27.606 2 35 255 128250 Spesd: SID = 134; Spesd Water Referenced = 0,00 mfs: Spesd Water Referenced Iyps = -0

i 2568 & 2013-05-18 09:09:27 3 32 255 1260922013-05-16-00:08:27.811 3 32 255 128092 System Time: SID = 9F: Sowrce = GPS: Dats = 2013.05.18; Time = 09.09.45

] 2569 & 2013-05-18  09:09:27 T 32 255 127258 2013-05-16-09;09.27.813 T 32 255 127258 Magnetic Variation: SID = 97; Sewrce = WNM 2010; Age of service = 2013.05.18; Variation =
10 2570 & 2013-05-16  09:09:27 & 32 255 1295392013-05-16-09.09.27.817 6 32 255 129539 GlISS DOFs: SID = 97: Desirsd Mode = Auto; Actual Mode = 3D; HDOF = 0.94; VDOF = 1 41

11 25718 2013-05-18 09:09:27 3 32 255 1290282013-05-16-09.09.27.82¢ 3 32 255 129029 GISS Position Data. SID = 97: Date = 201305 16: Time = 09.09:45; Latitude = 58 3963781; L
12 25720 2013-05-18 09:09:27 & 112 255 127505 2013-05-16-09 08:27.852 6 112 255 127505 Fluid Level: Instance = 0: Iype = Fuel: Level = 4 196 %

13 2573 8 2013-05-16 09:09:27 5 32 255 1295402013-05-16-09:08:27.887 6 32 255 129540 GIISS Sats in View: SID = @7; Sats in View = 12; PRI = 2, Elevation = 8.0 deg: Azimuth = -1
14 2574 2013-05-16 09:09:31 2 17 255 1275082013-05-16-09:08:31.432 2 17 255 127508 Battery Status: Battery Instance = 0; Voltage = 12.70 ¥

15 2575 & 2013-05-16 09:09:57 2 17 255 1274862013-05-16-09:08:57.000 2 17 255 127488 Engine Parameters, Rapid Updste: Engine Instance = Single Engine or Dusl Engine Port; Engi..
16 2576 & 2013-05-16 09:09:57 6 112 255 1275052013-05-16-09:08:57.002 6 112 255 127505 Fluid Level: Instance = 0; Iype = Fuel: Level = 2.624 %

7 25770 2013-05-16 09:09:57 2 32 255 1290262013-05-16-09:08:57.080 2 32 255 129026 COG & 506, Rapid Update: SID = 138; C0G Refersace = True; C0G = 175.9 deg S0G = 4,50 nfs
18 2578 4 2013-05-16 09:09:57 & 17 255 1274932013-05-16-09:08:57.123 6 17 255 127403 Iranemizsien Paramsters, Dymamic: Engine Instance = Single Engine or Dusl Engine Port: Tra..
19 2579 4 2013-05-18 09:09:57 5 35 255 1303102013-05-16-00:08.57.124 5 35 255 130310 Environmental Paransters: SID = 77; Water Temperaturs = 20.32 € ( 70.4 F)

20 2580 & 2013-05-18 09:09:57 2 32 255 1290252013-05-16-09:09.57.183 2 32 255 129025 Fosition, Rapid Update: Latituds = 58.3937121; Longitude = 08. 7168968
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1 2581 & 2013-05-16  09:09:57 5 17 255 127505 2013-05-16- 17 255 127505 Fluid Level: Instance = 0; Type = Fuel; Level = 21,684 %; Capacity = 480.0 L -
2 2582 4 2013-05-16 09:09:57 2 17 255 127488 2013-05-16-09: 17 255 127489 Engine Parameters, Dynamic: Engine Instance = Single Engine or Dual Engine Port: 0il pressu
3 2583 & 2013-05-16  09:09:57 00 0 262386 2013-05-16-08: 0 0 262385 Actisense! System status: S5ID = 1; Model ID = 14; Serial ID = 132346; Error ID = 0; Indi ch
4 25844 2013-05-16  09:09:57 3 35 255 1268267 2013-05-16-09: 35 255 128267 Water Depth: Offset = 0.000 m
5 2585 & 2013-05-15  09:09:57 T 35 255 5408 2013-05-16- 35 255 65408 Airmar: Depth Quality Factor: Manufactursr Cods = Airmar: Industry Code = Mavine Industry
8 2588 & 2013-05-18  09:09:57 T 3 255 85400 2013-05-18-08: 35 255 65409 Undmown FGN. Manufacturer Code = Airmar; Industry Cods = Marine
d 2587 & 2013-05-18  09:09:57 T 35 255 85410 2013-05-16-08: 95 255 65410 Airmar: Device Information: Manufactursr Cods = Airmar; Industry Code = Marime; SID = 184; .
8 2588 & 2013-05-18  09:09 57 2 35 255 128259 2013-05-16-09 35 255 128259 Speed: SID = 184; Speed Water Referenced = 0 00 n/s; Spesd Water Referenced Typs = —0
o 2589 & 2013-05-18  09:09 57 3 32 255 128092 2013-05-16-08 7 32 255 128992 System Time: SID = 146; Source = GPS; Date = 2013 05 16; Time = 08:10°15
10 2590 & 2013-05-16  09:09:57 7 32 255 127258 2013-05-16-08: 32 255 127258 Magnetic Variation: SID = 148; Source = WMM 2010; Age of service = 2013 05.16; Variation =
11 2591 & 2013-05-16  09:09:57 6 32 255 129539 2013-05-16-08: 32 255 128539 GISS D0Ps: SID = 146; Desired Mode = Auto: Actual Mede = 3D; HDOP = 0.74; VDOP = 1.01
12 25924 2013-05-16  09:09:57 3 32 255 129029 2013-05-16-09: 32 255 128029 GISS Position Data: SID = 146; Date = 2013.05.16; Time = 09:10:15: Latitade = 58.3936833; L
13 2593 & 2013-05-16  09:09:57 5 32 255 129540 2013-05-16- 6 32 255 129540 GUSS Sats in View: 5ID = 145; Sats in View = 12; PR = 2; Elevation = 7.0 deg; Azimuth = 1.

4 25944 2013-05-16  09:10:01 2 17 255 127508 2013-05-16-09:10:01. 491 2 17 255 127508 Battery Status: Battery Instance = 0: Veltage = 12.85 V
15 2595 & 2013-05-18  09:10:27 2 32 255 129026 2013-05-18-09:10:27.061 2 32 255 129028 COG & 506, Rapid Update: SID = 187; C0G Refsremce = Trus; COG = 183.2 deg: 506 = 3.10 /s
15 2596 & 2013-05-18  09:10°27 & 17 255 127493 2013-05-16-09:10:27 089 6 17 255 127493 Tramsmission Paramsters, Dynamic: Engine Instance = Single Engine or Dusl Engine Fort: Tran
17 2597 & 2013-05-18  08:10°27 2 17 255 127488 2013-05-16-09:10:27. 091 2 17 255 127488 Engine Parameters, Rapid Update: Engine Instance = Single Engine or Dual Fngine Port; Engin
18 2598 & 2013-05-16  09:10:27 5 35 255 1303102013-05-16-09:10:27 104 5 35 255 130310 Bnvironmentsl Parameters: SID = 137; Water Temperature = 21.30 C ( 70.3 F)
19 2599 & 2013-05-16  09:10:27 2 32 255 1280252013-05-16-09:10:27 163 2 32 255 129025 Position, Rapid Update: Latitude = 53.3926823; Longitude = 03. 7188861
20 2600 & 2013-05-16  09:10:27 6 17 255 1275052013-05-16-09:10:27.238 6 17 255 127505 Fluid Level: Instance = 0; Type = Fuel: Level = 21.664 % Capacity = 480.0 L
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1 2801 & 2013-05-18 09:10:27 2 17 255 9 2013-05-16-09:10:27. 498 2 17 255 127489 Engine Faramsters, Dymamic: Engine Instance = Singls Engine or Dusl Engine Port; 0il pressuwrs =... =
2 2602 & 2013-05-18 09:10:27 0 0 0 262386 2013-05-16-09:10:27.510 0 0 O 262386 Actisemse’ System status: SID = 1; Model ID = 14; Serial ID = 132348; Error ID = 0; Indi chamne

3 2603 A 2013-05-18 09:10:27 3 35 255 128267 2013-05-16-09:10:27 804 3 35 255 128267 Water Depth: Offsst = 0.000 m

4 2604 & 2013-05-16 09:10:27 7 35 255 65408 2013-05-18-08: 35 255 65408 Airmer: Depth Quality Factor: Mamufacturer Code = Airmar; Industry Code = Marine Industry

s 2605 & 2013-05-16 09:10:27 7 35 255 65409 2013-05-16-09:10:27 509 7 35 255 65409 Unknown PGN: Manufacturer Code = Airmar; Industry Code = Marine

& 2606 & 2013-05-16 09:10:27 7 35 255 654102013-05-16-09:10:27.611 7 35 255 65410 Airmar: Device Information: Menufactwrer Code = Airmar; Industry Code = Marine: SID = 194; Inte.
d 2607 & 2013-05-16 2 35 255 128259 2013-05-16-09: 513 2 35 255 128259 Speed: SID = 194; Speed Water Referenced = 0.00 m/s: Speed Water Referenced Type = -0

5 2608 & 2013-05-15 3 32 255 126992 2013-05-16-09: 812 3 32 255 126092 System Time: SID = 195: Souwrce = GPS: Date = 2013.05.18: Time = 09:10:45

s 2609 & 2013-05-16 09:10:27 7 32 255 127258 2013-05-16-09:10:27.814 7 32 255 127258 Maguetic Variation: SID = 195; Sourcs = WMM 2010: Ags of service = 2013,05.16; Variation = 1.5 dag
10 28104 2013-05-18 09:10:27 & 32 255 129539 2013-05-16-09:10:27.819 6 32 255 129530 GUSS DOPs: SID = 195; Desirsd Mods = Auto; Actusl Mede = 3D; HDOF = 0.74; VDOF = 1.01

11 2611 & 2013-05-18 09:10:27 3 32 255 129029 2013-05-16-09:10:27 824 3 32 255 129029 GISS Fosition Data: SID = 195; Date = 2013.05.16; Time = 09.10:45; Latituds = 58.3926621; Lomgi
12 2612 & 2013-05-18 09:10:27 & 32 255 129540 2013-05-16-09:10:27 886 6 32 255 129540 GUSS Sats in View SID = 195; Sats in View = 12; PRI = 2; Elevation = 7.0 deg: Azimuth = -152.5
13 2613 & 2013-05-18 09:10:28 B 112 255 127505 2013-05-16-09:10:28 788 6 112 255 127505 Fluid Level: Instance = 0; Type = Fuel; Lewsl = 10.548 %

4 26148 2013-05-16 09:10:31 2 17 255 127508 2013-05-16-09:10:31 489 2 17 255 127508 Battery Status: Battery Instance = 0; Voltage = 12.75 V

15 2615 & 2013-05-16 09:10:57 2 32 255 129026 2013-05-16-09:10:57 061 2 32 255 129026 COG & 506, Repid Update: SID = 236; COG Referemce = True: C0G = 146.1 deg: 506 = 1.50 m/s

16 2616 & 2013-05-16 6 17 255 127493 2013-05-16-09:10:57.088 6 17 Trancmissien Paraneters, Dynamic: Engine Instance = Single Engime or Dual Engine Port; ITransmis.
7 26174 2013-05-16 2 17 255 127486 2013-05-16-09:10:57.090 2 17 Engine Paramsters, Rapid Update: Engine Instance = Single Engine or Jual Engine Port: Engine 5p.
18 26184 2013-05-16 5 35 255 130310 2013-05-16-09:10:57. 108 5 35 255 130310 Envirommental Pavamsters: SID = 197: Water Temperstuwrs = 2131 C (70.4 F)

19 2819 & 2013-05-18 09:10:57 2 32 255 129025 2013-05-16-09:10:57.162 2 32 255 129025 Position, Repid Updats: Latituds = 58.3921220; Longituds = 0B. 7189971

20 2820 & 2013-05-18 09:10:57 & 17 255 127505 2013-05-16-09:10:57,237 & 17 255 127505 Fluid Level: Instancs = 0; Typs = Fusl; Level = 20884 %; Capacity = 480.0 L
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