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Abstract

The topic of this thesis is “CBMs and international cooperation within cybersecurity”.

The central research question it examines is: How can the use of CBMs in diplomacy enhance
international cooperation within cybersecurity? In order to investigate this issue, | decided to
conduct a number of in-depth interviews with experts within this field; these two groups of
experts primarily consist of diplomats and researchers. My findings can be divided in two
parts; the first concerns consequences of the emergence of the network society for diplomacy;
the second part regards possibilities and limits of CBMs within international cybersecurity.

Issues related to transparency, terminology and image constitute the core of these findings.

The study demonstrates that communication is a fundamental part of confidence building.
While agreeing on specific multilateral CBMs within cybersecurity appears to be a difficult
task at this early stage of international discussions, efforts at reaching agreement on cyber
CBMs can be a type of CBM in itself. CBMs create mutual understanding, build relations and
ultimately reduce the risk of misunderstanding and misperceptions which could lead to wrong
decisions and the escalation of conflicts. Soft power represents a useful way to approach these

issues as soft power and CBMs can be mutually reinforcing.
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1.0 Introduction

1.1 Theme and background

In today’s complex, globalized world, countries can no longer rely exclusively on military
force or economic strength in order to succeed with their geopolitical ambitions. States and
their citizens have never been as interconnected and as interdependent as they are now, in part

thanks to the ICT revolutions and the emergence of the network society (Castells, 2010).

Thus, to reach their governments’ national security and foreign policy goals, government
representatives to a larger extent than ever before need to take into account their state’s image
in the international system and the way that their actions might be interpreted and judged by
others. They need a conscious strategy for how to attain influence, for what Joseph Nye terms
‘soft power’; that is, the ability to shape the preferences of others and achieve desired
outcomes through attraction, rather than coercion (Nye, 2004, p. X). Trust is crucial in this

context.

Hence, the theme for this thesis is Confidence Building Measures (CBMSs) within
international cybersecurity. CBMs are initiatives aimed at securing peace and predictability
among states. They originated during the Cold War and have repeatedly been used in the past
in various contexts as means to create trust and reduce the risk of misunderstanding and
conflict escalation (Neuneck, 2013c, pp. 121-122). Concretely, CBMs can assume many
different shapes including information exchange, open ended consultations, joint simulation
exercises and capacity building, just to mention a few (OSCE, 2012, pp. 9-11).

Recently, trust and mistrust have come to the forefront in public debates internationally due to
Edward Snowden’s revelations concerning extended surveillance conducted by US intelligent
services (Luce, 2013). In the cyberspace environment, trust becomes a scarce resource and a
necessary foundation for international cooperation. There is currently widespread support
internationally that trust building through CBMs within the cyber domain represents a
promising way forward to enhance international cybersecurity (Stauffacher & Kavanagh,
20134, p. 3).

In this thesis | will elaborate on the complexities and challenges related to the processes of
agreeing on “cyber CBMs”. I will investigate in what ways CBMs can be used in order to

strengthen international cybersecurity. The role of soft power in this context will be discussed.
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As an additional outcome, this analysis contributes to a broader understanding of the concept

“cyberdiplomacy”.

1.2 Research question

In order to clarify the intended goal of this thesis, | will approach the following research
question:
How can the use of CBMs in diplomacy enhance international cooperation within

cybersecurity?

For the purpose of finding answers to my research question, | will use an open, explorative
research design drawing on principles from a qualitative research approach inspired by
grounded theory. | have chosen to conduct a total of 16 in-depth interviews with experts
within the field of diplomacy and/or cybersecurity. About half of the informants for this thesis
are experienced diplomats, whereas the other half primarily consists of researchers. The main
reason for this approach lies in the complexity and inter-disciplinary character of the topic and
research question. This requires both detailed knowledge of the concrete subject matters as

well as the ability to view CBMs in the greater context of international cybersecurity.

In addition, and as a way of operationalizing this question, I will look at the following two

sub-questions:

1) What are the main consequences of the emergence of the network society for

international cybersecurity?

2) What are the possibilities and limits of CBMs in terms of enhancing international

cybersecurity, and how does soft power relate to CBMs in this context?

To shed some light on these questions, | will draw on various theoretical tools from
communication theory, political science and sociology. Combined they provide a broad
conceptual framework for our understanding of CBMs, diplomacy and power in and through
the cyber domain. In particular, I will look to Castell’s notion of the network society as a
theoretical backdrop for discussing these issues. | will furthermore examine to what extent
Joseph Nye’s concept of soft power can provide a useful tool for analyzing and understanding

CBMs within the context of international cybersecurity.



1.3 Limitations and justification

An important preliminary distinction in this context has to be made between cyberwarfare and
cybercrime; cybersecurity in this thesis relates to the prevention of cyberwarfare, understood
as “state-sponsored, offensive cyber activities directed towards another state, its infrastructure
or population” (Baseley-Walker, 2011, p. 31). It does not focus on cybercrime, which relates
to actions by non-state actors deemed illegal according to national or international law. In
reality, however, clear-cut lines between different types of destructive behavior in cyberspace
is difficult to achieve, for instance in grey areas such as espionage and illegal surveillance.

This thesis neither deals specifically with technical issues related to cybersecurity, for instance
defending against various forms of network attacks, nor with the legal dimension regarding,
inter alia, the applicability of existing legal frameworks such as International Humanitarian
Law (IHL) or the Law of Armed Conflict (LOAC) to cyberspace. Furthermore, | will not
elaborate on the role of the private sector and civil society in efforts to enhance international
cybersecurity. Despite the fact that there is growing recognition among scholars and policy
makers alike for the need of more public-private partnerships (PPPs), this issue remains
outside of the scope of this thesis. The same is valid for questions regarding Internet

Governance (IG).

1.4 Definitions

The multi-faceted nature of this research topic requires a broad array of key terms to be
defined from the outset. Confidence building measures (CBMs) as defined above aim to
reduce the risk of conflict and conflict escalation through communication and the exchange of
information. They are often seen as primarily politically binding, laying the groundwork for
future legally binding instruments. They can also develop to become legally binding
agreements themselves (Baseley-Walker, 2011, p. 32).

Diplomacy can be defined as the “the management of international relations by negotiation”
(Nicolson, 1939, reproduced in Zartman, 2009, p. 26). It is situated between international law
and war as a way to secure peaceful relations between states, and it has traditionally been seen
as the arena of and for countries’ official representatives such as ambassadors and diplomats.

In the 21°' century, the rise of trans-national relations and increased contact between non-
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state-actors or non-governmental organizations (NGOs) complicate this picture. “Public
diplomacy” emphasizes this trend as is often viewed as the “communication of an

international actor’s policies to citizens of foreign countries” (Pamment, 2013, p. 1).

The term “cyber” is derived from the Greek work “kybernetes” meaning “steersman” (Kuehl,
2009, p. 26). The multitude of different words used in combination with cyber can sometimes
be confusing; all though “cyberspace”, the “cyber domain” and the “digital domain” in some
contexts have nuanced differences, these terms are often used interchangeably and for the
sake of simplicity this will also be the case in this thesis.

“Cyberspace” was first coined in Gibson’s science fiction novel in the early 1980s (Gibson,
1986). While a variety of definitions exist, one perspective views cyberspace as a 3-layer-
construction: it consists of a physical layer with PCs, routers and other hardware, a syntactic
layer of software, and of a semantic layer referring to the information displayed to users
(Libicki, 2007). Another view regards cyberspace as a sort of information environment
characterized by the use of ICT networks to create, store and diffuse information (Kuehl,
2009, p. 28).

“Cybersecurity” has in recent years developed into becoming a central issue and a complex
challenge both to the nation state and to the international community. In broad terms,
cybersecurity can be said to deal with the “safeguards and actions that can be used to protect
the cyber domain, both in the civilian and military fields, from those threats that are
associated with or that may harm its interdependent networks and information infrastructure”
(EU, 2013, p. 3). As with the term cyberspace, there are different theoretical approaches to the

concept of cybersecurity. These will be further elaborated in the theory chapter.

The “network society” is defined by Castells as «a society whose social structure is made of
networks powered by microelectronics-based information and communication technologies»
(Castells, 2004, p. 3). Social structure in this context refers to the way human relations are
organized, inter alia, with regards to production, consumption, and more generally, power.
(Castells, 2009, p. 24). Other definitions additionally put particular emphasis on the media
and media networks as fundamental characteristics of the network society (Dijk, 2006, p. 50;
Hassan, 2004).

The definition of “power” suggested by Robert Dahl represents one of the most well-known

perspectives of power both within and outside of academia: it refers to a behavioral



understanding of power as A’s ability to have B do something B otherwise wouldn’t do (Dahl,
1957, pp. 202-203).Yet, this definition doesn’t capture the whole range of possible power
sources, structures or mechanisms. | will present a more thorough discussion of power and
power structures below, with a particular focus on power in the cyber domain and what this

means for diplomacy.

“Soft power” represents a particularly interesting type of power, as it challenges a more
traditional, materialist view of power within international relations (IR) which tends to focus
exclusively on states’ military or economic power. It is in short, and in the words of the man
who coined the term, “the ability to get what you want through attraction rather than coercion
or payments” (Nye, 2004, p. X). This ability to “shape the preferences of others” or make
others want what you want, is based on resources that produce attraction. In an international
setting one of the most important such soft power resources is a country’s public diplomacy

(Nye, 2008, p. 95).

1.5 Organization of the thesis

In chapter 2, | will outline the theoretical backdrop for this. First, | will discuss cybersecurity
as a concept “in the making”, followed by an examination of diplomacy and CBMs within
diplomacy. Then, I will provide a discussion on the concept of power, with a particular focus
on power in the network society. Finally, I will conclude this chapter with a discussion of soft

power and its relation to “cyberdiplomacy”.

Chapter 3 describes the methodological approach used in this thesis. It draws primarily on in-
depth interviewing within the qualitative research tradition, with some inspiration from
grounded theory. This chapter also illustrates the procedures used for sampling and analysis,

and it discusses the issues of validity and reliability.

In chapter 4 | set out to identify and describe some of the main findings in the empirical data
gathered in light of the presented theory. Chapter 5 attempts to bridge the gap between the
theoretical perspectives and these findings, viewing the empirical data in a broader

perspective and suggesting recommendations for further research.

Finally, chapter 6 offers a summary of the main perspectives and findings presented in this

thesis.



2.0 Theory

In this chapter | will present the theoretical framework used to address my research questions.
International cybersecurity is a complex, multi-dimensional issue; it relates both to
international cooperation or diplomacy, and to cybersecurity which in itself is a multi-faceted
issue. While the emphasis on CBMs helps narrow the focus of the thesis, the inter-disciplinary
nature of this research topic nonetheless requires a somewhat broad approach drawing on

various theoretical contributions.

Firstly I will present cybersecurity as a concept “in the making” both in academic literature
and in more practical terms, and I will attempt to situate it as a topic of concern to
international cooperation. Then, since the focus of this thesis is international cybersecurity
and CBMs, I will continue with a discussion of diplomacy and the role of CBMs within
diplomacy in general and within cybersecurity in particular. Part of the argument in this
chapter is that diplomacy cannot be comprehended without a certain understanding of power.
Therefore, a discussion of power is included in this chapter, followed by a brief debate on soft
power, which will then be related to CBMs in this context. Put together, these theoretical
contributions provide a useful conceptual framework for approaching the question of how the
use of CBMs in diplomacy can strengthen international cybersecurity.

In closing, I will introduce the term “cyberdiplomacy” and begin to examine possible links
between this term and CBMs within international cybersecurity. This topic will be further

investigated in the analysis chapter.

2.1 Cybersecurity

As suggested above, there is a sense of ambiguity both among practitioners and in academia
in relation to some of the key terms used in this thesis — not to mention in the everyday usage
of these terms. “Cybersecurity” in the common-sense meaning of the word is often associated
with technical issues related to data protection, the use of firewalls and protection against
hacking and malicious software, to mention a few. Some might think of cybersecurity as
pertaining to social issues such as the use of social media among children, or related to

broader political questions, for instance the right to privacy versus freedom of expression.



Cybersecurity in the introduction to this thesis was described as relating to the “safeguards
and actions” used to protect the cyber domain from threats to its “interdependent networks
and information infrastructure” (EU, 2013, p. 3). Following a somewhat similar definition by
the International Telecommunications Union (ITU), cybersecurity can be understood in this

way:

- “The collection of policies and actions that are used to protect connected networks
(including, computers, devices, hardware, stored information and information in
transit) from unauthorized access, modification, theft, disruption, interruption or other
threats.” (1TU, 2008, p. 7).

In short, these definitions refer to the protection of computer- or information networks from
various Kinds of threats. Typically, a distinction is made between three types of “cyberthreat”
actors: criminals — including terrorists —, so called “hacktivists” acting for political purposes
and nation-states with malicious intentions (Neuneck, 2013a, pp. 115-116). However, as
mentioned in the introduction chapter this thesis focuses on cybersecurity regarding relations
between states and the prevention of cyberwarfare’ among state actors, and not on security in

the context of cybercrime as perpetrated by non-state actors (Baseley-Walker, 2011, p. 31).

In other words, I will focus on cybersecurity specifically as a challenge for international
cooperation, on what can be called “international cybersecurity”. I will specifically examine
in what ways CBMs can be used in diplomacy to enhance international cooperation within
cybersecurity. This is a difficult area of cooperation for several reasons; to begin with, there is
currently no internationally agreed upon definition of the term “cybersecurity”. This lack of
common understanding makes it difficult to work together across national and cultural
borders, despite the fact that most countries acknowledge the need for international
cooperation in this context (ENISA, 2012, p. 9). States are of course not one-dimensional,
rational actors (Allison, 1969, p. 707). Yet, for the analytic purposes of this thesis I will refer

to states in this singular and simplified form in this thesis.

Differences in opinion on key terms and their fundamental meanings vary even between
typically like-minded countries; while the United States and the United Kingdom first and

foremost relate cybersecurity to national security, the European Union and many Western

! For a discussion on the purpose and limits of cyberwar, as well as on the difference between strategic and
operational cyberwar, see Martin C. Libicki’s Cyberdeterrence and cyberwar (2009, pp. 117-158).
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European states consider cybersecurity primarily as a national infrastructure problem (Joyner,
2012, p. 163).

Cybersecurity in this sense is a relatively new and still not clearly defined field of research.
Yet in the academic literature, approaches to cybersecurity can broadly be divided into three
distinct schools: The revolutionists, the traditionalists and the ecologists (Langg, 2013, pp.
230-238).

The revolutionists produced in the mid-90s some of the earliest scholarly work on the
consequences of the ICT revolution for warfare. They contributed to a larger debate on
American military strategy in the aftermath of the Cold War; here, they emphasized the so
called “Revolution in Military Affairs” (RMA) caused by new ICTs and how this would lead
to radically new types of war and mechanisms of warfare in the future (Arquilla & Ronfeldt,
1997, p. 23). On the other hand, traditionalists are much more skeptical towards the
revolutionizing effects that these ICTs might have on armed conflict or to the whole idea of
“cyberwar” (Libicki, 1995, p. 75; Rid, 2011, p. 10). They point out the fact that there has so
far been few if any actions or conflicts in cyberspace fitting under the label “war”, and they

call for more empirical evidence to support the use of this term.

The third school, the ecologists, emphasize cyberspace as a distinct domain or space where
the actions by civil and military users are intertwined, requiring this domain to be approached
as an “ecosystem of competing and collaborating actors” (Rattray & Healey, 2011, pp. 67-68).
Scholars within this tradition understand power and “cyberpower” in a broader sense, and
they stress the role that non-state actors play both in terms of power and in relation to security

in the cyberspace environment.

In this context, it is worth noting that Joseph Nye arguably fits into this last school of thought.
He points out how the cost reduction within ICTs has led to a degree of power diffusion,
potentially effecting the power balance between states (Nye, 2010a, p. 19). Later in this
chapter, I will investigate to what extent his theory on “soft power” might prove helpful in

understanding the role that CBMs can play in enhancing international cybersecurity.

As will be argued in this thesis, cybersecurity can be seen as both a technical, political and a

social challenge:



“The real problems of “cybersecurity” are not simply—or even mainly—a technical issue of
computer networks, hardware and software any more than war is just a matter of weapon
systems; rather, both are about politics, about society, and about understanding the human

motivations behind the uses of the technology for better or worse ” (Betz, 2012).

This broad understanding of cybersecurity requires a broad approach to the question of how
CBMs can be used in diplomacy to strengthen international cybersecurity. For this reason |
will discuss the concepts of diplomacy, CBMs and power before rounding up this chapter with
a discussion on the role of soft power.

2.2 Diplomacy

Cybersecurity as described above represents a significant element of security politics in our
time and requires cooperation across state borders. In this thesis | will focus on diplomacy as
one dimension of such cooperation. Diplomacy is arguably an intuitively understandable
concept as used in public discourse, yet interestingly complex when put under analytic
scrutiny. In defense of the recent first step towards a nuclear deal with Iran after decades of
hostility, US President Barack Obama emphasized the role of diplomacy for security efforts:

“We re testing diplomacy, we re not resorting immediately to military conflict (...) Tough talk

and bluster may be the easy thing to do politically, but it not the right thing for our security”
(Landler, 2013).

Yet it is not immediately clear what this shift to a more diplomatic approach means in

concrete terms. This invokes the question: what are the fundamentals of diplomacy?

Diplomacy as a theoretical concept has more than one definition, as many other key terms in
the social sciences. In the introduction chapter of this thesis, diplomacy according to
Nicholson was closely linked to negotiations. It can be defined in broad terms as the activity
in which “international relations are managed by negotiations” in order to maintain peace and
stability between states (Nicolson, 1939, reproduced in Zartman, 2009, p. 26). Furthermore,
following his line of thought, what is truly the essence of diplomacy is common sense. This
has the somewhat direct implication that “the worst kind of diplomatists are missionaries,

fanatics and lawyers; the best kind are reasonable and human skeptics” (Nicolson, 1939, p.
50).



Another and quite different way of looking at diplomacy is suggested by James Der Derian
and his emphasis on “alienation” and on diplomacy as the “mediation of estrangement” (Der
Derian, 1987a, p. 93). Following this view, diplomacy can be viewed as the conciliation or
“mediation between estranged individuals, groups or entities”, or in a more modern version,
“the mediation of estranged peoples organized in states which interact in a system”. Der
Derian disputes the view that diplomacy is essentially common sense, arguing instead that
common sense is always specific to any given culture and/or time. Furthermore, he claims
that the origins of diplomacy cannot be understood as chronologically or geographically
fixed; rather, diplomacy should be viewed more as a set of practices and power struggles
which have developed over time. These practices developed in tandem with changing
circumstances for culture and power (Der Derian, 1987b, p. 42).

A third view of diplomacy presented by Putnam describes the interplay between domestic and
international politics as a “two-level game” (Putnam, 1988, p. 427). According to this
perspective, at the level of national politics, domestic groups and coalitions among these
promote their own interests by lobbying the government to adopt specific policies. At the
international level, governments attempt to meet the demands from these domestic groups as
far as possible, while simultaneously trying to minimize unfortunate consequences of foreign
developments. Putnam argues that central decision makers have to take into account both of
these levels or games and the interaction between them when considering various policy
options (Putnam, 1988, p. 434).

Today, a distinction is often made between this “traditional” diplomacy as between state
representatives and what is known as “public diplomacy”. Public diplomacy can be defined
as “the communication of an international actor’s policies to citizens of foreign countries ”
(Pamment, 2013, p. 1). Increasingly theories on public diplomacy emphasize this strand as
diplomacy by rather than of publics, meaning that individuals and groups themselves
participate in shaping international policies (Melissen, 2005, p. 32).

Despite the differences between them, all of these definitions relate diplomacy to relations
between states and to efforts at improving these. This is obviously about power and power
relationships, but it is also about communication; be it in the form of negotiations, the
mediation of estrangement or public diplomacy efforts, diplomacy is fundamentally about
communication between states (Bjola & Kornprobst, 2013, p. 77). After all, the word

“communication” derives from the Latin expression “communicare”, meaning to share, or
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make common.? Thus, while communication in a basic way concerns the sharing of
information or the production of shared meaning, diplomacy cannot take place without well-

functioning communication.

In this thesis diplomacy will be understood in a broad sense as function, covering a variety of
roles which act or speak on behalf of national interests in an international context. As argued
above, diplomats and other government representatives performing diplomatic functions need
not only be highly knowledgeable about the culture, history and policies of both their own
country as well as about those of “the other”, the host country; they need to be well-trained

communicators.

2.2.1 The use of CBMs in diplomacy

The central focus of this thesis is as mentioned above confidence building measures (CBMs)
within the specific field of international cybersecurity. As will be shown, these types of
measures have received a growing level of attention internationally in recent years with a
number of parallel processes going on in different international fora. In order to fully
understand the nature of CBMs, | will briefly outline the historical context and general
purpose of this concept before moving on to a discussion on the specific use of CBMs within
the cyber domain. In particular, | will look at CBMs in the context of work done by the

Organization for Security and Co-operation in Europe (OSCE).

CBMs are often regarded as one of the most efficient and wide-spread methods for initiating
and enhancing international cooperation in various areas. As mentioned in the introduction
chapter, CBMs have repeatedly been used in the past in different contexts as means to create
trust and reduce the risk of misunderstanding and conflict escalation. In short, the ultimate
goal of CBMs is the securing of peace and predictability among states (Neuneck, 2013c, pp.
121-122).

Originating in the Cold War-logic, the term CBMs was first used in the 1950s in relation to
initial efforts to increase transparency between the East and the West, such as the American
initiative for an “Open Skies”-treaty (OSCE, 2012, pp. 11-12). After the Cuban missile crisis

in 1962, the need became apparent for effective, direct communication channels in order to

> The nominative form is “communicatio”. From the Online Etymology Dictionary (Communication, 2013).
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prevent nuclear war due to misunderstandings and lack of communication.

In Europe the OSCE and its predecessor, the Conference on Security and Co-operation in
Europe (CSCE) played a pivotal role in confidence building initiatives through the measures
agreed upon in the Helsinki Final Act.® In this context, a distinction should be made between
confidence building measures (CBMs) and confidence- and security building measures
(CSBMs); in the early phase of these confidence building processes, CSBMs were primarily
directed at so-called “hard security” and military issues such as the exchange of data or pre-
notifications of military movements. CBMs, on the other hand, are directed more towards
changing perceptions and “(re)building relations between adversaries” (Neukirch, 2012, p. 3).
Additionally a third group of measures known as transparency- and confidence building
measures (TCBMS) is referred to in some contexts, underlining the role of these measures in
reducing threats and increasing transparency. The lines between these terms, however, are not

always waterproof and they are often used interchangeably (Neuneck, 2013c, p. 122).

CBMs can be unilateral, bilateral or multilateral, and they can assume many different shapes
depending on the context. For instance, the OSCE operates with five categories of non-
military CBMs; political, economic, environmental, societal, and cultural CBMs (OSCE,
2012, pp. 9-10). This is not an exclusive list of possible CBMs, but it illuminates some of the
variation in the nature and purpose which exists in these measures. CBMs will most likely not
resolve conflicts by themselves, but they may lay the foundation for a cooperative

environment and thus help to improve relations between states.

While the original intention was to prevent accidental nuclear attacks, CBMs have expanded
to other areas as well both within and outside of the military domain (UNODA, 2013a). In
short, communication and trust building as a type of safeguards against conflicts lie at the
heart of all CBMs.

2.2.2 CBMs within international cybersecurity

* This subsequently led to the Stockholm Document in 1986 and the Vienna Document in 1990. See
the OSCE Guide on Non-military Confidence-Building Measures (2012), available at
http://www.osce.org/home/94616
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Considerations on CBMs within the cyber domain to a large extent reflect much of the
thoughts concerning more traditional CBMs. Through discussion on and implementation of
CBMs, states will be better suited at interpreting and understanding each other’s intentions
and messages, thus decreasing the probability of misled decisions and the possible outbreak of
war (Neuneck, 2013c, pp. 121-122). Yet, the unique character of the cyber domain requires to
a certain extent new thinking, for instance relating to the attribution problem, the large
number of actors involved in cyberspace as well as the rapidly changing nature of the

environment. These factors will be further discussed below.

There is an increasing number of processes taking place both on a global and on a regional
level related to norms development and CBMs regarding cybersecurity (Weekes & Tikk-
Ringas, 2013). These processes may be seen in light of the fact that there are currently no
global treaties specifically regulating state behavior in cyberspace. In the United Nations
(UN), there have been three Groups of Governmental Experts (GGEs) which have investigat-
ed threats from the cyberspace environment and ways to cooperate in order to mitigate these
threats (UNODA, 2013Db). The third and most recent GGE on this topic within the framework
of the UN General Assembly’s First Committee on Disarmament finalized its report* in June
2013, agreed upon by consensus. This report builds on work done by the previous GGEs and
includes recommendations on norms rules of responsible state behavior, CBMs and capacity
building measures. Importantly, consensus was reached regarding the applicability of interna-
tional law to the cyber domain (Stauffacher & Kavanagh, 2013b, p. 5). Yet, further work is
needed to describe how these laws can be applied to the cyberspace environment.

The growing focus on CBMs in the cyber domain can be understood on the basis of different
factors. One such element is precisely the increased recognition of the challenges pertaining
to applying international law to activities in cyberspace; another is the presumed digital arm’s
race or “rush to weaponize” the cyber domain, posing threats to stability and increasing the
likelihood of miscalculations that could potentially develop into armed conflicts (UNIDIR,
2012, pp. 13-14).

Within the context of international cybersecurity, such measures are typically divided into

four different categories representing main challenges to trust building: transparency

* The report, entitled Report of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security (A/68/98) is available
under http://www.un.org/disarmament/topics/informationsecurity/
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measures, cooperative measures, communication mechanisms and stability/restraint measures
(Stauffacher & Kavanagh, 2013a). | will briefly outline each of these main categories before

discussing the applicability or relevance of CBMs in today’s cybersecurity reality.

1) Transparency measures

This first set of confidence building measures within the cybersecurity field in broad terms
aim at improving stability and predictability. This is what lies at the heart of all CBMs:
building trust in and between states through transparent and honest communication, in order
to avoid escalation of conflicts. While observation and verification of data are key aspects of
reaching predictability, transparency measures in general need three things to work; mutual
trust, a deliberation on whether or not to include legal dimensions; and using regional
organizations as a form of “repository of nation-state views” (Stauffacher & Kavanagh,
2013a, p. 6). Transparency is particularly important due to the so called “attribution problem”,
meaning the “difficulty of identifying actual or potential hackers” (Kugler, 2009, p. 309). This
constitutes a challenge for deterrence of attacks in cyberspace, and it can be rather costly to

verify the true perpetrators behind certain actions.

CBMs are typically initiated as fundamentally politically binding, creating expectations to be
followed but without legal obligations. In some cases CBMs develop themselves over time to
become legally binding in the form of international treaties (Baseley-Walker, 2011, p. 32).
One suc