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Abstract

During a participation in a security project inemterprise in Norway, | have been able to get
knowledge about the field of information securithe project leader told me that the method he
was using has not been documented. The ideas ofah®f handling information security has
been used with another company in Norway, in aexgloject that he had also been project
leader of. The main theme of the method was orgamihe IT department into processes and
roles, with tasks and responsibilities.

In my literature research | have found several waysandling information security. There is no
grounded theory in the field of information secyrliut there are several guidelines, frameworks
and standards, and there is a lot of research dhese. Most of these frameworks and standards
are based on commercial use and not free of chbhgee also done research about the human
factor, to verify that the topic is valid.

| have done a CASE study of the enterprise; talgttiled information of how they handled
information security. | found that the method thas been used and has parallels to frameworks
and standards | found in the literature research.

By my findings in the literature research and t#eSE study, | have been able to develop a
simple framework for handling information secuiityorganizations. The framework is suited
especially to medium organizations, with less abtlh implement several frameworks and
standards. Large companies can use framework€bkd, ITIL and ISO standards.

The key elements of the framework is a three dinoeas cube containing the elements of
business requirements, IT resources and informagearity requirements. | have not found any
framework in literature that has linked this conatian together.



1 Introduction

Some years ago | read a book by the top sellinten@oelho, and would like to use the same
expression as he used in his book. A reporter askedf he could describe the aim of his book
in one sentence. He answered that if he could ak tiere was no need for him to write a whole
book. The findings of this research can not be itolal sentence without telling the whole story.

In the last years information security has becomenae important issue for most large
companies around the world. These companies haeeuslderstood that better security cannot
be achieved by just installing another securitydhare device like a firewall or an intrusion
detection system. Even the most secure system watldjive you any security if the people
operating it have the wrong attitudes and don’'tadveh as they should. It is a common
understanding that information security heavily elegs on the behaviour of the employees.
Some say information security consists of 20% teehrconcepts and 80% human behaviour;
some say the ratio is 10/90. In an AT&T Network @éag survey from March/April
2003(AT&T, 2003) Meta Group estimates that “30%lDfsecurity relates to technology, and
70% relates to people and practices”.

In the research | have done is how to handle inddion security in a human perspective. To
manage people, there has to be an organizatiobusiaess perspective. This combination of
organization and information security is the méieme of this research work that has been done.

During participation in an information security @ct in an enterprise, | got good insight how
this company has a model of how to handle inforomasiecurity. During this participation, the
project leader told me that the model has not lbeenmented. This gave me a great opportunity
to do research about the model. | have done litezgatsearch about the theme to find any
frameworks or models that are similar, that hachhesed in CASE enterprise.

1.1 Report outline

ST Literature
Definitions of Lessions New Model

. ) learnd, For managing Further
Il CASE study | / discussion of | / information | research

security L .
I implications security
Commercial
Standards

and
framework

Figure 1 - Report outline
This is a visual view of how the report is conducte



1.2 Research problem

Many organizations find it difficult and costly tandle the information security in a proper way.
The question is whether organizations are ablatalle these challenges. The research problem
is how to solve information security in organizaso

| visual view of how the master thesis was dorghimwvn below

New

Percipate Literature Framework
security review CASE study Discussions For managing
project — T i information

Figure 2 - Timeline of master thesis

In the next chapter | have discusses some defisitod information security and what definition |
have used in this report.

1.3 Definition of information security

In order to do the research it is important tomefivhat information security is abolfost definitions
of information security tend to focus, sometimeslesively, on specific usages and, or,
particular media; e.g., "protect electronic datarfrunauthorized use". In fact it is a common
misconception, or misunderstanding, that informmaiecurity is synonymous with computer
security.

The U.S. National Information Systems Security Géowg definednformation systems security
as:
the protection of information systems against uhatzed access to or modification of
information, whether in storage, processing or s#&nand against the denial of service to
authorized users or the provision of service toutharized users, including those
measures necessary to detect, document, and cauderthreats.

Information security is the protection of informatifrom a wide range of threats in order to ensure
business continuity, minimize business risk, andimie return on investments and business
opportunities (ISO-IEC 17799:2005).

Information security is achieved by implementingugtable set of controls, including policies, preses,
procedures, organizational structures and softamdehardware functions. These controls need to be
established, implemented, monitored, reviewed ammtaved, where necessary, to ensure that the &pecif
security and business objectives of the organiaatie met. This should be done in conjunction witier
business management processes (ISO-IEC 17799:2005).

Three widely accepted elements of information sSgcare:
» confidentiality
e integrity
* availability



| have used this definition of information secuiitythe master thesis. In the thesis | have also
used two other definitions, that is important t tiesearch.

1.3.1 Definition of IT Risks

In recent discussions in the profession, many astbay that the next level of information
security is how to handle risks.

As a part of human nature we take risks. We takeittk for business opportunities, for

recreation or just for fun of it. The world is owlere we take and we need to take business risks
to make venture. Logically, we would expect theheigrisks to be up on the radar, and lower
risks to be in the background, but that is oftenthe case (Jordan and Silcock, 2005)

Risk is the possibility of suffering loss (Scaf2904)

Risk is the potential impact (positive or negatitee@an asset or some characteristic of value that
may arise from some present process or from sotuesfevent. In everyday usage, "risk" is
often used synonymously with "probability” and reséd to negative risk or threat. In
professional risk assessments, risk combines thigapility of an event occurring with the impact
that event would cause. Financial risk is oftenraef as the unexpected variability or violability
of returns, and thus includes both potential woins@ expected as well as better than expected
returns (ISO:IEC Guide 73).

A subset of management includes the processesrcamgevith identifying, analyzing, and
responding to risks. It consists of risk identifioa, risk quantification, risk response
development and risk response.

Risk management is about understanding the intamkxternal influences that can cause
failure. Once a plan for action is built, a riskaéysis should be performed. The result of the
initial risk analysis is a risk plan that shouldregiewed regularly and adjusted accordingly. The
main purpose of risk management is to identify baddle the uncommon causes of variation
plan. This is captured in a formal process in whishk factors are systematically identified,
assessed, and provided for.



1.3.2 Definition of Security awareness

ISF (Information Security Forum) defines IT secudtvareness in this way:

IT Security Awarenesss the degree or extent to which every member aff st
understands:

. the importance of IT security
. the levels of IT security appropriate to the orgation
. their individual security responsibilities

... and acts accordingly.

This definition is important for this research,@rthe research is focused on organizations.
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2.1 Literature review

In my research for a master thesis topic, | gotrdge from participation in an information
security project. The project leader of the projetd me that the idea of handling information
security he is using has not been documentedodecto have the content of this idea as the
topic. The main essence of this way of handlingnmiation security was making an IT
organization divided into roles, with tasks andssibilities.

During this work | did a literature review of whadve been published on the topic. There are
written many books about the theme, some of there haelevance to my topic. Most of these
books are written to explain and propose a mettiagthgiement information security in a
technical manner linked with security rules andges.

Lot of literature has been published on the topicabcredited scholars and researchers. There
seems to be many researchers done work by techieggs, and researches have been done
about commercial standards. There are also a lamg#er of surveys done. In the following
chapters | have summarized the most important pagpet researches to my subject. | have done
search in literature by the expressions “infornmmagecurity”,” management” and “organization”.
MIS Quarterly, Information Systems Management amidrimation Security Today have been
resources to articles. | have also been searchintpa IEEE, ISO, IT Governance Institute,
Department of Trade Industry, Information Systenuslifand Control Association & Foundation
(ISACAF) and Office of Governance Commerce orgaire.

A search done in May 2007, gave me the resultthee where 26 books, containing the phrase
“information security management”. A search perfed at the electronically library at Agder
University College, for “information security mareagent” and articles released in year 2000 to
February 2007, had the following results.

Number of matches

Scirus (with Science Direct) 18134
Business Source Premier (EBSCO) 294
Academic Search Premier (EBSCO) 138
WorldCat (OCLC) 128
Library, Information Science & Technology Abstracts &BO) 12
ISI Web of Science 8
Nora 6
Soclndex (EBSCO) 2
Econlit (EBSCO) 1
Eric (EBSCO) 1
Total: 18724

With this large number of books and articles, iswat possible to read all of them, so | had to
dig manually into the list of articles to find theelative to my subject. | have narrowed the
search to the year 2005 and newer to get the npost date information, since there is much
updated information. | have also narrowed my seaccthat | have found articles that have



brought something new to the subject. | have stastieh the most recent ones and then moved
my backwards to get the history.

Since there are a lot of investments in the areafofmation security, there are many consultant
companies that have done some work methodologyordworks for implementation of
information security in commercial companies woiildisv Most of these work methodologies are
patented and protected. Most of these methodsrantefvorks are based on best practices and
not based on research or the research is not stwthe public.

In magazines and conferences there has been nbenéiat to IT Risks in the subject of
information security. There are resent books abantling IT risks, which is interesting for my
topic, like Beating IT Risks by Jordan and Luke(@) There are many standards based on best
practises, like IEC:1ISO and Cobit. The most res¢amidard was in first edition 5. October 2005
(IEC:1SO 27001).

| have also attended two 2 conferences to recgive date information about the subject. These
conferences are Infosecurity Europe London 2006Nom@vegian ISF conference in Tgnsberg
2006.

The main theme for this research is informatioruggchandling. | have found that the human
factor is a interesting. In business and publitebere are organizations. | have searched for
how to organize by looking for standards, model$ faamework, and how to get the
organization aware of risks to information security

To provide a further research, | have divided ttezdture about information security into a
concept-centric approach (Webster and Watson, 2@32)eading literature about information
security | have been able to divide the subjeat ihe following concepts.

1. Information Security Management— characterizes the process of and/or the personne
leading and directing all or part of an organizatibrough the deployment and
manipulation of resources (human, capital, natim&)lectual or intangible).

2. Information Security Organization — how human resources are related and
communicating to each other.

3. IT Risks management— understanding the internal and external inflesrtbat can
cause failure, and how to handle these failures.

4. Information Security Training/Awareness —education and campaigns to the whole
organization.

5. Commercial and international standards— information security / Governance

| have also looked at trends in the field of infatian security handling to verify that the topic is
valid.



Thru the research process | have made the follolergture framework to get an integrated
view what | have found to be relevant to my subject
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IT Risks

Object
security

Incident
handling

Business
continuity
management

Compliance

Training /
Awarene
SS

Behavio
r

Information
Security
Architecture
and
Information
Security
Governance

COSO ( SOX
ISO
27001/17799

ITIL
Cobit ( SOX)
I\/Ianagement

and
organization

X X

xX X X

X X

xX X X

X

X X

xX X X

Li. et
al.(2003)

Siponen
(2003)

Solms
(2005)

Tejay
(2005)

Pattinson
(2003)

Pearson
and Ma
(2005)

Behavior

Rhee and
Ryu (2005)

Stanton
et.al.(2004)

Kolkowska
(2005)

Mathisen
(2005)

Albrechtser
(2006)
Human
Firewall /
Withman et.al
(2005)
IT Risks by
Jahner and
Krcmar
(2005)




In the following module | will present a summarytbé most relevant literature.

2.1.1 IT security management and IT security organi  zation

There are plenty of standards, models and framefeorikformation security management. On

of the first standard was BS7799 that was releas&899. A paper has been written by Li. et al.
(2003) to present the BS7799 standard. They haagepted this standard as a suitable model for
information security. The BS7799 is based on adgtatharchived by best practices in the
information security management area. Organizati@ve been using own developed
frameworks earlier. They have concluded that ttaedard together with organization specific
requirements is the most effective way of providimigrmation security.

In the paper information security management stahgeioblems and solutions written by
Siponen (2003) there has been a critically analgsése three widely information security
standards used in 2003 and earlier. The conclusitims paper that these normative standards
are claimed to be generally valid and not basedluat is done in other organizations like in
research approaches.

A survey done by Stamland (2004) about is BS7798hwtbe effort. He has concluded that that
organizations certified according to BS 7799-2 havegher maturity in the organization versus
organizations that have chosen to only use thelatdrin an informal way. Those organizations
that use the standard informally have higher mittinan those organizations that do not
implement any ISMS. He believes that the findinggport the statement. BS 7799 will be worth
the effort for organizations which needs to protheir assets.

Solms (2005) has written a paper to investigatethexistence of and complementary use of
COBIT and ISO 17799 as reference frameworks fayrmbtion Security governance. The
investigation is based on a mapping between COBHIN&0 17799 and provides a level of
‘synchronization’ between these two frameworks.hide present COBIT to positions itself as
‘the tool for information technology governanceOBIT is therefore not exclusive to
information security. It addresses Information Treabgy governance, and refers amongst many
other issues, to information security. The downsitlesing COBIT for Information Security
governance is that it is not always very detaiteterms of ‘how’ to do certain things. ISO 17799
is exclusive to information security, and only agktres that issue. The upside of using ISO
17799 for Information Security governance is tha more detailed than COBIT, and provides
much more guidance on precisely ‘how’ things mstibne. The downside of using ISO for
information security is that it is very much liketand alone” guidance, not integrated into a
wider framework for Information Technology goverpanHis suggestion is to use a mapping of
the standards so it takes the best from both stdadey make the very useful content provided
by COBIT and the very useful content provided b 157799, much more useful in
implementing comprehensive and standardized Infoom&ecurity governance environments.

Making sense of information systems security stedglhas been presented by Tejay (2005) in a
paper. This paper concludes that there are a peetfestandards and it is not effective and
economical to adopt these to organizations. A security standards working coherently as an
integrated model and aligned with its businessativies is suggested. The set would integrate a
minimum set of standards to cover maximum IS sgcageds of an organization.



An approach for IS Managers and internal auditomsstablish the extent to which their
organization complies with the international stadd&S/NZS 17799 (IEC:ISO 17799) is
proposed by Pattinson (2003). This approach incatpa set of baseline IS controls, extracted
from the standard, with a GAS-based (Goal AttainnSoaling) evaluation methodology.

Some researches have recognized that relationshigbn security objectives and practices are
complicated, but important for practitioners to arsland. Pearson and Ma (2005) have done a
survey about objectives and practices in infornmagiecurity management by a canonical
analysis based on data from 354 security profeatsoin the survey they have found that
“Confidentiality” is the highest correlation withformation security practices. They concluded
with that it is important that practitioners muské an appropriate management intervention to
improve the effectiveness of information securitgnmagement.

2.1.2 IT Security management and IT Security behavi  our.

In a survey done by Rhee and Ryu (2005) they hauned that there is a tendency of people to
believe that negative events are less likely tgpkago them than to others and that positive
events are more likely to happens them than otBsr¢he survey they have stated that this is
also addressed in information security. They harecluded that it is necessary to address this
issue when doing low level of user and managewalraness as a key factor to achieve good
information security in sense of reducing secusiigaches and their serious consequences.

Another survey done by Stanton et.al.(2004) coredutiat positive and negative emotional
workplace events and the subsequent behaviourabimegls emphasizes the influence of unique
personal experiences at work than those factotsatkashared across a variety of an
organizations like norms, standards, rules etc.réhelts suggest that some practical
opportunities for improving security may lie in ctggng the culture of the organization.

Value sensitive approach to information securitgrssented in a paper done by Kolkowska
(2005). This paper is a contribution to the ongaiegearch efforts to view security problems
from a more holistic, socio-organizational perspectThe approach is to help to identify
organizational and individual values, since thesotiyes suitable for each organization can be
identified by eliciting these values.

In a research done by Cline and Jensen (2004) hiéney examined changing information
security requirements and the strategies organizatire developing to meet the related
challenges. Many firms exchange information acnosnet, which have been a new challenge
to handling information security. They have develb@a theoretical framework with a set of
questions by interviews, validated it and concludéti a suggested methodology. They have
suggested using a practical lens approach. A peddéns (Orlikowski, 2000) is defined as that
people are purposive, knowledgeable, adaptivejrarhtive agents who engage with
technology in multiplicity of ways. This perspediis advocated because it provides the much-
needed flexibility required to investigate the desb of information security management.
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2.1.3 IT Risk Management

In a paper written by Jahner and Krcmar (2005) tieye present a theoretical motivated
framework for analyzing the construct risk cultu@mitigate IT risks. They have written that
standards, handbooks and guidelines in handliraynmdtion security have approaches to provide
broad guidelines rather than detailed set of recenttations. They have provided a statement
that information security and IT security managetaea components of overall IT risk
management.

Risk Management

Quality, Refabiity,

IT Securily
Management

rarmason
Security

Information Managament

Figure 3 - Risk Management
From their empirical findings they have derived ortant factors for establishing risk culture
such as communication campaigns or top-managemesivement.

2.1.4 IT security Management and IT security traini  ng/awareness

Behaviour is an important factor in information sety. To struggle bad behaviour there are
written many articles about training and awarenksthe closing session, hackers panel, at
Infosecurity Europe Conference 2006, all panehaies agreed that technical barriers are lees
important than the human factor. It is a commoneusiinding that we are the greatest risk to our
organizations.

Mathisen (2005) has written a master thesis abaasoring Information security awareness. He
has done a survey about the theme. The attitudésaarareness of the employees are very
important for information security in a companytoflay. It is a common view that the people
and their behaviour mean more to information séguhian all technical solutions. The survey
has shown that the contacted companies and orgamgado a lot of work trying to raise the
awareness and improve the attitudes towards infiwmaecurity.

A quantitative study of users view on informati@tusrity has been done by Albrechtsen (2006).
This study discovered that users play an imporetin the information security performance
of organizations by their security awareness anti@as behaviour. Interviews of users in an IT-
company and a bank were qualitatively analyzeddeioto explore users’ experience of
information security and their personal role in iti®@rmation security work. The main patterns
of the study were: (1) users state to be motivededformation security work, but do not

11



perform many individual security actions; (2) higformation security workload creates a
conflict of interest between functionality and infaation security; and (3) documented
requirements of expected information security behavand general awareness campaigns have
little effect alone on user behaviour and awarenBss users consider a user-involving approach
as much more effective for influencing user awassrand behaviour.

2.1.5 Human firewall

In 2000, a consortium of industry, government acabamic representatives formed the Human
Firewall Council, established on the premise th&drmation security is a people problem, and a
managerial problem that does have some technitai®ts. In 2004 the Human Firewall
organization changed hands, from the original consiakesponsoring organization to the ISSA.
With this change came a need to revise and upldaterganization’s Web site, an online survey
that allowed respondents to benchmark their orgdioizs with their peers, based on the ISO
17799 standard. This updated survey shows thatnaton security continues to be a people
problem (Withman et.al, 2005).

2.1.6 Information Security Architecture and Informa  tion Security
Governance

In recent literature, there have been presentedmiewnation security management
philosophies. | will present two of them in thisagiter.

The concept of information security architectureswdroduced by Killmeyer in 2000. She has
written a book about the concept, and it was uptat@ second edition in 2006. This security
architecture includes the process of developirigawgareness, the assessment of current
controls, and finally the alignment of current ar@v controls to meet the organization’s
information security requirements. Killmeyer clgastates that the security architecture is a
process, and “... an Information Security Architeetis not something one can purchase”
(Killmeyer Tudor, 2000). She has presented th@Walg framework.

'!"“3‘-"-.'”'}.' Security Policies,
Organization Standards and
and Procedures

Infrastructure

Current
Security
Program — risk
management

Security Culture
Security awareness
and fraining

Monitoring

compliance

Figure 4 - Information Security Architecture
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The architecture is based on the balanced andibotisx of five different aspects, namely
security organization and infrastructure; secysitjicies, standards and procedures; security
baselines and risk assessments; security awaranégsaining program, and lastly, compliance.
Grobler and Lourwrens (2005) have also presenteddel for information security architecture.
The content of the framework is the same as thradveork of Killmeyer (2000) but it has a
different view of the framework.

A framework, “New information security architecttyr® ROTECT, has been presented by Eloff
(2006). The model of Killmeyer (2006) has been edésl with new dimensions. Organizations
need to establish new security business strucha®gsd on an Integrated Architectural approach.
An Integrated Architectural approach to Informatand Computer Security should operate in a
distributed, heterogeneous and multi disciplinargibess environment. It is necessary for such
an Architectural approach to include the issuegci?oRisk, Objectives, Technology, Execution,
Compliance and Team.
« Policy should include Responsibilities and disciply action especially for developers.
Procedures, standards to support source code change
+ Risk of disgruntled employees and Trojan Horses.
« Objectives should address Availability and Integrity
« Technology should be robust and reliable with rdgarChange control software and
RAS.
+ Execute — establish, maintain and manage a prop4$ Iénvironment.
« Compliance — evaluate efficiency of software maiatece against code of good practice.
Internal certification.
+ Team - responsible for interaction of security Tesith programmers / developers.
Security awareness of programmers. Ethical andbkssiues need to be addressed.

The framework of the PROTECT has not been rele@katiary 2007), so | am not able to
present it in this report. The information aboutPHECT is found in lecture notes.

The framework “Information security governanceaisther concept. This has been presented
by Solms (2006) as Fourth Wave of information segmanagement. The First Wave was
characterized by Information Security being a técdirissue, best left to the technical experts.
The Second Wave was driven by the realizationltifatmation Security has a strong
management dimension, and that aspects like pplasid management involvement are very
important. The Third Wave consisted of the neeldatee some form of standardization of
Information Security in a company, and aspectshist practices, certification, an Information
Security culture and the measurement and monitafrgformation Security became important.
The Fourth wave is about using development cyctethe role of information security
Governance. Information Security Governance isnéagral part of Corporate Governance.
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2.1.7 Trends in information security breaches

DTI (Department of Trade Industry) had a reseanch006 about information security. The same
survey was also done in 2004. The survey is dotited Kingdom.

What proportion of UK businesses had a security
incident in the last year?

All security incidents
ISBS 2006 - large businesses B7%
ISBS 2006 - cverall . 682%
ISBS 2004 - cverall T4%
ISBS 2000 - overall” 19 |
BISS 1998 - overall % |

Figure 5 - Security Incidents
This shows a tendency of increasing incidents. Sthreey done by FBI, (2006) shows the
changes in types of attacks.

Figure 14. Types of Attacks or Misuse

Detected in the Last 12 Months
By Percent of Respondents
i l | ‘ ‘ TYPE OF ATTACK 2006
AN s
= T ! rus 5%

~&— Laptop/mobile theft 7%

7 i
0% \V % | | i = Insider abuse of Net  42%
: s .
|

. BCCE5E

i
?\\ —h— Unauthorized access 2%
to information

~@- Denial of service 2504
—@— System penetration  15%
—— Jbuse of wireless 14%

network™
—4— Theft of proprietary LLY]
informeation
~B- Financial fraud g%
~4— Telecom fraud Bl%
—— Misuse of public Web 6%
application™
—B= \Web site defacement* B
—@— Sahotage %
* questions added in 2004

1989 9000 2000 2002 2003 2004 2005 2006

CS|/FB| 2006 Computer Crime and Security Survay 2006: 515 Respondents
Source: Computer Securiy Institute

Figure 6 - Security Attacks
This survey shows that no. of incidents is noteéasing, but incidents are still in place so they
should be still dealt with.
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A study of these surveys is not covered in thi®regsince they are not included as a part of this
theme. | will use the conclusion that the securitgdents and complexity are growing and that
information security is still valid for

2.2 Commercial standards

It is perhaps inevitable that the increasing aedudently critical dependence on IT, together with
the computer crime related aspects, has been aeco@apby a whole range of legal and
regulatory activities especially in the financiattr. Relatively recent examples of such
legislation includes Sarbanes—Oxley Act(*SOX”)cdaBasel Il which aims are to protect
investors and shareholders from corporate fraud jfbgestment decisions and poorly controlled
systems. Other examples include Data ProtectiorCamdputer Misuse legislation. A lot of these
legal and regulatory requirements need to be @edinto IT terms and there are a number of
standards that can assist in at area. Some of stesgards are BSI, COBIT, GASSP, GMITS,
ISF, NIST, IEC:ISO 27001 and IEC:ISO 17799:2005thi& next sections | have described some
of the most widely used standards and the Sarb@mks: Act.

2.2.1 ITIL - IT Infrastructure Library

An early framework developed was the ITIL (Inforiat Technology Infrastructure Library

This framework was developed in the early 1980'svias not adopted until in the 1990’s. This
framework was developed by the UK office of commeeithe main components of the standard
(version 3) are: IT Service Design, IT Serviceddtuction, IT Service Operations, IT Service
Improvement and IT Service Strategies consolidafiings framework has a highly service
orientated approach and is also adopted into ©e2@00 standard.

This standard also includes information securitjwagement. They define information security
management as The Process that ensures the Cdrdiidgrintegrity and Availability of an
Organizations Assets, information, data and IT Besr Information Security Management
usually has a wider scope than the Service Provitleormally includes handling of paper,
building access, phone calls etc., for the entigaoization.

2.2.2 |EC:ISO standards

ISO (the International Organization for Standartiarg and IEC (the International
Electrotechnical Commission) form the specializgstesm for worldwide standardization.
National bodies that are members of ISO or IECigpéte in the development of International
Standards through technical committees establibliede respective organization to deal with
particular fields of technical activity. ISO anddEechnical committees collaborate in fields of
mutual interest. Other international organizatiggessernmental and non-governmental, in liaison
with ISO and IEC, also take part in the work. Ie fleld of information technology, ISO and IEC
have established a joint technical committee.

IEC:1SO17799 has been founded in 1987 as Britishdrd 7799 part 1 by the Department of

Trade Industry (DTI). There were a growing intetesadopt the standard in many other
countries worldwide, are the standard was adoptedEC and ISO organizations.
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The International Standard has been prepared toder@a model for establishing, implementing,
operating, monitoring, reviewing, maintaining antproving an Information Security
Management System (ISMS). The adoption of ISMS khbe a strategic decision for an
organization. The design and implementation of i@awization’s ISMS is influenced by their
needs and objectives, security requirements, thesgses employed and the size and structure of
the organization. These and their supporting sysi@m expected to change over time. It is
expected that an ISMS implementation will be scategiccordance with the needs of the
organization, e.g. a simple situation requireswgse ISMS solution.

The 2005 version of the standard contains thevatig twelve main sections:

* Risk assessment and treatment

» Security policy

» Organization of information security

* Asset management

* Human resources security

» Physical and environmental security

« Communications and operations management
* Access control

» Information systems acquisition, development anthteaance
* Information security incident management

* Business continuity management

« Compliance

ISO/IEC 27001 is an information security standaubllighed in 2005 by the International
Organization for Standardization and the Intermatidelectrotechnical Commission. Its complete
name idnformation technology -- Security techniques fetmation security management
systems -- Requiremenihe current standard is a revision of BS 779®@22 which has now
been withdrawn.

ISO/IEC 27001:2005 specifies the requirements $tatdishing, implementing, operating,
monitoring, reviewing, maintaining and improvinglacumented Information Security
Management System (ISMS). It specifies requiremtamtthe management of the
implementation of security controls. It is intendede used with ISO 17799:2005, a security
Code of Practice, which offers specific securitntcols to select from.

An organization needs to identify and manage matiyities in order to function effectively.

Any activity using resources and being managedderato enable the transformation of inputs
into outputs can be considered to be a processn@ie output from one process directly forms
the input to the next process. The application ®§siem of processes within an organization,
together with the identification and interactiorigheese processes and their management, can be
referred to as a “process approach”. The procga®aph for information security management
presented in the standard encourages its usensghasize the importance of:

» understanding an organization’s information segugtjuirements and the need to
establish policy and objectives for information wety;
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» implementing and operating controls to manage garozation's information security
risks in the context of the organization’s ovelalkiness risks;

* monitoring and reviewing the performance and eifectess of the information security
system;

* Continual improvement based on objective measuremen

Interested . Interested

. F . e
Parties ;.." Estalilizh pe . Parties
g ISMS s N
& i T L (e l"‘.

.
-

! Implement and Maintain and =1|
b DO | operate the ISMS I improve the ISMS I Act

1 £ \ i
'-_| AL T I ."J
S A Muonitor and | oy Vs
Information “ | review the ISMS I -
security ) NN ' A~ .\> ) mﬁg;]%n
requirements o S Check o £ C security

and expectations I e e

Figure 7 - 1ISO PDCA

This is also the first standard in a proposeceseast standards which will be assigned numbers
within the ISO 27000 series, and are speciallygassl to security matters.

The complete range of the IEC:ISO 27000 series st:

ISO 27001- This is the specification for an information 8Bty management system (ISMS) and
replaces the old BS7799-2.

ISO 27002- This is the potential new standard number ofetkisting ISO 17799 standard.

ISO 27003 provide help and guidance in implementing the Imfation Security Management
System requirements. It will provide further infation about using the PDCA model and give
guidance addressing the requirements of the diftestages on the PDCA process to establish,
implement and operate, monitor and review, and avpthe ISMS.

ISO 27004- provides guidance to the specification and dsaeasurement techniques for
providing assurance as regards the effectivenesgasmation security management systems. It
is intended to be applicable to a wide range o&pizations with a correspondingly wide range
of information security management systems. It gles guidance for measurement procedures
and techniques to determine the effectivenessfoffrimation security controls and information
security processes applied in ISMS. The purposbeofnformation security management
measurements development and implementation pratdefssed in this Standard is to create a
base for each organization to collect, analyze,cammunicate data related to ISMS processes.
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This data is ultimately to be used to base ISM8&teel decisions and to improve implementation
of ISMS.

ISO 27005- provides techniques for information securitkmsanagement that includes
information and communications technology secuigk management. The techniques are based
on the general concepts, models, and managememplamung guidelines laid out in Part 1 of
this International Standard. These guidelines asgted to assist the implementation of
information security. Familiarity with the concepisd models, and the material concerning the
management and planning of information securithf5@/IEC 13335-1, is important for a
complete understanding of Part 2. This documerggyguidelines for information security risk
management, which ISO/IEC 13335-1 of this Inteoral Standard specifies as one of activities
that information security management requires todsged out. ISO/IEC 27005 is applicable to
any organization which intends to manage risk toatd compromise the organization’s
information security.

ISO 27006- to specify general requirements a third-partghboperating ISMS (in accordance
with ISO/IEC 27001:2005) certification/registratibas to meet, if it is to be recognized as
competent and reliable in the operation of ISMSifeeaition / registration.

2.2.3 The Standard of Good Practice for Information Security

The Standard of Good Practice for Information Siégis designed to help any organization,
irrespective of market sector, size or structuegpkthe business risks associated with its
information systems within acceptable limits. laisnajor tool in improving the quality and
efficiency of security controls applied by an orgation.

The Standard is based on over 16 years and US #i&rof investment in practical research
and draws on the knowledge and experiences ohfbenhation Security Forum's global
members as well as building on other standards asi¢BO 17799 and COBIT.

The Standard has been produced by the Informagonry Forum (ISF), an international
association of over 270 of the world's leading aigations which fund and co-operate in the
development of a practical research programmefornmation security and best practices in IT
security and information risk management. The ESfeferring their work to be probably
represents one of the most comprehensive and atezhset of reports anywhere in the world
regarding the process of managing information (iskp://www.securityforum.org

The Standard addresses information security frdimsaness perspective. It provides a practical,
business-focused and proven statement of goodgedot information security, presenting
organizations with a challenging, but achievabtga@tagainst which they can measure their
performance. The standard is provided by reporthéyrganization. The standard is not
documented with research or any measures, sodt i be known what the credible of the
standard is.
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Sarbanes-Oxley Act (SOX)

Sarbanes-Oxleig a US law passed in 2002 to strengthen corpgaternance and restore
investor confidence. SOX were sponsored by US Seratul Sarbanes and US Representative
Michael Oxley. Sarbanes-Oxlégw passed in response to a number of major caparal
accounting scandals involving prominent compame$é United States. These scandals resulted
in a loss of public trust in accounting and repatpractices.

When the Sarbanes-Oxley Act was originally pasee&2DD2, many companies were less than
enthusiastic about it. Concerns about the additiaceountability and the internal changes that
would need to take place weighed heavily on thedsof many company executives. These
concerns turned out to be well founded. Some compatruggled to make the deadlines, and
others missed them completely. Reasons includetigfiecost and enormous effort involved. In
some cases, department directives were even chamfecus on meeting compliance.

An information security survey released by Ernstéung in November (2006) found that over
the 12 months prior, the main driving force foramhation security, in 61 percent of firms
surveyed was compliance rather than worms andestus

SOX compliance has made corporate ethics trainioge rmommon within the corporate
environment. According to a 2005 survey by the é&&lResource Centre, 69 percent of
employees reported that ethics training in thegaarzations was up, as compared to 14 percent
who said so in the same survey conducted in 200 f/www.ecommercetimes.com)

The U.S. Sarbanes Oxley Act of 2002 required mamgpanies to adopt control frameworks.
The most widely uses frameworks is COSO and CaAlatSO Internal Control Integrated
Framework states that internal control is a prooestsblished by the board of directors,
management, and other personnel. This was destgr@dvide reasonable assurance regarding
the achievement of stated objectives and was # @fghe Enron scandal. Many companies has
used the COSO framework, but the Cobit standandvg more used also to provide competitive
advantage (Ernst&Young, ISF conference in Tans206Q6)
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2.2.4 Cobit4.0

The main theme of Cobit is business orientatiorbiCapproaches IT control by looking at
information, not just financial information, whielte needed to support business requirements
and the associated IT resources and processes.i€ekiended to cover quality and security
requirements in seven overlapping categories, winiclude effectiveness, efficiency,
confidentiality, integrity, availability, compliae¢ and reliability of information.

The latest version 4.0 of the standard has beeelyatcepted, since the framework now have
cross references of inputs and outputs to/frondifierent processes. The framework also
provide activities for all processes which showsatthe CFO, CEO, IT Service Manager,
Development Manager, etc should do or be involwved i

A 2005 IT Governance Institute (ITGI) global suruagicates an alarming number of
organizations who do not have any form of IT goesce framework within their organization.
More than half of the 623 respondents to the suhaglyno formal framework. Gartner Group, as
an in depended advisor, recommends use of thiseframk. It found COBIT 4.0 a significant
improvement on the third release, "making it m@&levant, filling some gaps and adding clarity.
Most importantly, it better aligns with good andsbpractices. In the management of IT and so
increases the possibility that its use will resuld better-managed IT environment and,
specifically, improve risk management,” Gartnedsai

Before | will present the Cobit framework, | wouikle to introduce the Cobit cube. The cube
gives a visual view of how it integrates businessurrements, IT processes and IT resources.
This cube also describes that information secumityence of confidentiality, integrity and
availability is business requirements and not addpartment task.

Business Requirements

People

Infrastructure

5
8 | g B
2 | PROCESSES — 2 E
g | |- 2 E
£ sl <
= |
e o B ot
000 0 &
GQ‘

Figure 8 - Cobit Cube
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2.2.5 The main topic of the Standard

Control Objectives

The key to maintaining profitability in a technologlly changing environment is how well you
maintain control. Cobit control objectives provithe critical insight needed to decline a clear
policy and IT controls. There are included statetsi@hdesired results or purposes to be
achieved by implementing the 215 specific, detadledtrol objectives throughout the 34 IT
processes.

Audit Guidelines

Analyze, assess, interpret, react, implement. Tieze your desired goals and objectives you
must constantly and consistently audit your procesiuAudit Guidelines outlines and suggests
actual activities to be performed correspondingach of the 34 high-level IT control objectives,
while substantiating the risk of control objectives being met. Audit Guidelines is an
invaluable tool for information systems auditorgpmoviding management assurance and/or
advice for improvement.

Implementation Tool Set

An Implementation Tool Set, which contains Managet#evareness and IT Control
Diagnostics, and Implementation Guide, FAQ, casgdiss from organizations currently using
Cobit, and slide presentations that can be usedrtmuce Cobit into organizations.

Management Guidelines

To ensure a successful enterprise, you must efedgtmanage the effective partnership between
business processes and information systems. Thélamagement Guidelines is composed of
Maturity Models, to help determine the stages aquketation levels of control and compare
them against industry norms: Critical Success Facto identify the most important actions for
achieving control over the IT processes; Key Godldators, to define target levels of
performance; and Key Performance Indicators, tosomeawhether an IT control process is
meeting its objective. These Management Guidehviddhelp answer the questions of

immediate concern to all those who have a stalkmferprise success.
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Figure 16—Overall ComT Framework

BUSINESS @BJECTIVES
GOVERNANCE OBJECTIVES

MET1 Monitor and evaluate IT performance.
MEZ Monitor and evaluate internal control.
MES Ensure regulatory compliance.

ME4 Provide IT govemance.

P01 Define a strategic IT plan.
P02 Define the information architecture.

P03 Determine technological direction.

P04 Define the IT processes, organisation and relationships.
P05 Manage the IT investment.

POE& Communicate management aims and direction.

POV Manage IT human resources.

POS Manage quality.

P02 Assess and manage | T risks

PO10 Manage projects.

MONITER AND Reliab
EVALUATE PLAN AND
ORGANISE

IT RESOURCES

= Applications

=« Imformation
= Infrastructure

DELJ AND

SUPPORT ACQUIRE AND
IMPLEMENT

D51 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity. Al Identify automated solutions.

D54 Ensure continuous service. Al2 Acquire and maintain application software.

OS5 Ensure systems security. Al3 Acquire and maintain technology infrastructure.
DSE  ldentify and allocats costs. Al4 Enable operation and use

DS7  Educate and train users. AlS Procure IT resources.

DS5 Manage service desk and incidents. AlG Manage changes.

D52 Manage the configuration. AIT Install and accredit solutions and changes.

D510 Manage problems.

D511 Manage data.

D512 Manage the physical ervironment.
D513 Manage operation s.

Figure 9 - Cobit framework

2.2.6 Cobit structure

The framework of Cobit has 34 IT processes, whrehoaganized into 4 domains.

Plan and Organize

The Planning and Organization domain covers theotisechnology and how best it can be used
in a company to help achieve the company’s goalsofjectives. It also highlights the
organizational and infrastructural form IT is t&ean order to achieve the optimal results and to
generate the most benefits from the use of IT.

Acquire and Implement

Identifying what is IT requirements, acquiring tieehnology, and implementing it within the
company’s current business processes. This donsraddresses the development of a
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maintenance plan that a company should adopt ier dodextend the life of an IT system and its
components.

Delivery and Support

The Delivery and Support domain focuses on thevestiaspects of the information technology.
It covers areas such as the execution of the atigits within the IT system and its results, as
well as, the support processes that enable thetieeand efficient execution of these IT
systems. These support processes include secesitgs and training.

Monitor and Evaluate

The Monitoring and Evaluation domain deals withbenpany’s strategy in assessing the needs of
the company and whether or not the current IT systl meets the objectives for which it was
designed and the controls necessary to complyreghlatory requirements. Monitoring also
covers the issue of an independent assessmerd efféctiveness of IT system in its ability to
meet business objectives and the company’s comtogkesses by internal and external auditors.

The IT Governance Institute has presented thevialig figure to illustrate what the Cobit
framework is covering.

Figure 9—Classification of Guidance
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Figure 10 - Framework overview
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3 Research methodology for the CASE study

In this chapter | will describe how the research baen done.

Research is often described as an active, diligent,systematic process of inquiry aimed at
discovering, interpreting and revising facts.

Methodology can be defined as: a body of methadssy and postulates employed by a
discipline, a particular procedure or set of praged, or the analysis of the principles or
procedures of inquiry in a particular field (MemaWebster 1909). The common idea here is the
collection, the comparative study, and the critiqtithe individual methods that are used in a
given discipline or field of inquiry.

Research methodology is the attempt to validateatienality behind the selected research
design and provide justification of why it is appriate in solving the selected research problem.
It is the process of the research that producew/latge.

The case study method is used of learning aboatrglex instance through extensive
description and contextual analysis. The methodokas described early as 1934, in a CASE
history in medicine. The result of a case studigaldtes why the instance occurred as it did, and
what one might usefully explore in similar situaiso

Case studies can generate a great deal of dateacednp a straightforward analysis. CASE

studies for research purposes remain one of thé chaienging of all social science endeavours
(Yin, 2003). The goal for this CASE study is to gatlosure by writing a compelling report.
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3.1 Model for scientific empirical research methodology

The investigation process performed in this thissimased on method for CASE study done in the
master thesis made by Reierstad and Salvesen (2004 is based on Janesick (2000) three
stages divided into Jacobsen's (2000) differensgharhe table below gives an overview of the
methodology stages been used.

Stage( Janesick)

Phase( Jacobsen)

Done in this research

Research design

Phase 1 - Develop a research
criteria

Literature review process
Identified research issue

Phase 2 - Choose a design

Identified and developed a
suitable research strategy
Single CASE study found
suitable

Phase 3 - Choose a method

Identified suitable research
method.

Developed research
protocol.

Observation status agreed
Interview agenda and
document research methog
identified suitable.

)

Data collection

Phase 4 - How to collect data

Conduct multiple interviews

with different stakeholders.
Observations thru
participant

Collect and organize
documents

Use of physical artefact

D

Phase 5 - Select samples
(units)

Identified suitable company
to conduct CASE study

Data analyze

Phase 6 - Analyze data

Analyze and discuss
information from the CASE
study can be interpreted
using existing theory.

Phase 7 - Validity and
reliability issues

Triangulation
Discussed and clarifies

boundaries of the research.

Phase 8 - Interpret results and
conclusion

Empirical conclusions and
interpretations.
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3.2 Research design

Research desigran be defined as the logical plan to interrelagearch question to gathered
data, and the interpreting and conclusions to bevdr(Yin, 2003). The research design is the
first part of the empirical research methodology.

3.2.1 Phase 1 - Development of research topic

Development of research topgca process of reviewing literature to identifgearch issues
(Jacobsen, 2000). Literature reviews presenteldepteceding chapters indicate that there are
political, managerial, technical, social, and cidtussues related to information security. “Too
many cooks in the kitchen” is a good descriptiothef multitude of standards, methodologies
and tools in the field of information security mgeanent. Many consultation offerings in the
field only add to the confusion and make is moféatilt to make decisions (Fumy and
Sauerbrey, 2005).The topic here is to find an &y of handling information security.

3.2.2 Phase 2 - Choose a design

Choosing a desigrefer to deciding the most appropriate way in widelta should be collected
and analyzed, with regards to the developed relséapic (Jacobsen, 2000). To be able to gain
valuable knowledge about the research questioasi@cessary to take on a holistic approach.

Yin (1989) has defined a case study as:

An empirical enquiry that investigates a contempphenomenon within its real life context,
when the boundaries between phenomenon and thext@né not clearly evident, and in which
multiple sources of evidence are used

The case study method seeks to facilitate an utaaelisg of complex real life situations, by
studying the situation in context.

Yin (1994) suggests that a case study is an interestamination of a phenomenon in its natural
setting, employing multiple methods of data to gaihformation from one or more entities (e.g.
people, groups).

The case study allows an investigation to retasmhblistic and meaningful characteristics of
real-life events — such as individual life cycleganizational and managerial processes,
neighbourhood change, international relations, dmel maturation of industrig&’in, 1994)

Yin (2003) also suggests that a case is a gootkgtrdor investigating how something is
conducted to achieve something. For this CASE studyve selected single case study because it
is a unigue case. The disorder in the case isredhat that it is interesting to document and
analyzing.
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3.2.3 Phase 3 - Choose method

The methods the way in which we chose to conduct the casdysiResearch that examines
complexities and processes in-depth, which canealried out experimentally for practical or
ethical reasons, suitable for qualitative methods.

3.2.4 Development and use of research protocol

A case study protocas described by Yin (1994), as a tool for whiclopeerational the research,
acting as an action plan, and setting rules andlaggns by which data would be gathered. The
protocol acts as a data collection tool, where detaderived from case studies. Such protocol is
considered necessary to increase the consistendpains of the data gathering process. The
timeline for the security project is long, as autesf organization changes, so it is important to
gather information from the project and not thesundings.

The case study protocol is used to keep tracktofides, upcoming tasks, interviews, detail the
objectives and procedures of the analysis in spinthat Yin (2003) recommends. The
fieldwork research procedures have been:

» Specify who needs to be interviewed

» Identify appropriate data gathering research mettaodl established the line of inquiry

» Develop a data collection agenda that takes intowat contingencies in case of a
respondent fail to keep the appointment

» Develop an interview timetable consisting of scHedulate and time
* A strategy to gain confidentiality among responderd interviewer
» Develop a strategy for analyzing the collected data

3.3 Data collection

Data collectiorincludes how information is collected and from whand is the second part of
the empirical research methodology. First | havielémtify ways and sources from which |
collect data including interviews, documentatiarchaval records, physical artefacts and
observation.

3.3.1 Phase 4 How to collect data

Multiple data collection methods are typically eoy#d in case studies. Yin (1994) identifies
several sources of evidence that can be used énstadies. These sources include interviews,
documentation, archival records, physical artefants observation. The table below summarizes
the strengths and the weaknesses of the main soofreeidence as identified by Yin (2003).
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Source of evidencg

Strengths

Weakness

In this research

No of documents in ()

Direct
Observations

* Reality — covers
event in real time

e Contextual —
covers context of
events

Time-consuming
Selectivity —
unless broad
coverage

Reflexivity —
event may
proceed
differently
because it is
being observed

First faze of case study is
done by learning what have
be done, by document
review and unstructured
interview of the project
leader and the IT director

Participant -
observation

* Same as above for
direct observations

e Insightful into
interpersonal
behaviour and
motives

Same as above
for direct
observations
Bias due to
investigator’'s
manipulation of
events

Second faze of case study
done by participant in the
security project and one
structured interview about
method.

| was hired as IT Security
officer in the enterprise, an
continued the work that hag
been done in the
information security project

Documentation

» Stable — can be
reviewed
repeatedly

¢ Unobtrusive — not
created as a result
of the case study

 Exact — contains
exact names,
references, and
detail of an event

* Broad coverage —
long span of time,
many events and
many settings

Retrieve ability —
can be low

Biased
selectivity — if
collection is
incomplete

Reporting bias —
effects
(unknown) bias
of author

Access — may be
deliberately
blocked

Steering committee
report(1) and
documents(48)
Reports from external
parties — risk report(1) and
audit reports(3)
Organization charts(3)
Project reports(2)
Project plans(1)
Presentations from
consultants (2)

Archival Records

 Same as above for
documentation

* Precise and

Same as above
for
documentation

Risk report(1)

Audit report(3)
Organization change
report(2)

quantitative Accessibility due
to privacy
reasons
Interviews e Targeted — focuseg Bias due to e Unstructured interviews
directly on the case poorly ( many, more than 30)
study topic const_ructed ®  Structured interview of
« Insightful — questions project leader(1)

provides perceived
causal inferences

Response bias

Inaccuracies due
to poor recall

Reports from meetings in
information security team(8
E-mails(several, more than

20)

28

(7]



¢ Reflexivity —
respondent gives
what interviewer

Physical artefacts  Insightful into «  Selectivity » Software and solutions
cultural features +  Availability made in the project
* Insightful into 0 Role DB
technical o Employee DB
operations *  Motivation for the work

done in the project —
external project leader,
management drives etc.

3.3.2 Phase 5 — Select samples (units)

3.4 Data analysis

Data analysis is the third part of the empiricale@ch methodology. A difficulty in the use of
qualitative data is that the methods of analysesodten not well formulated (Yin, 2003).

3.4.1 Phase 6 — Analyze data
Research strategies are important to secure anealidt of conclusions based on the analysis of
the collected data. Yin (2003) describes three igg@@malytic strategies:
* Relying on theoretical propositions — imply to &l the theoretical propositions that led
to the case study.

» Thinking about rival explanations — imply to defiaed test rival explanations. The
strategy can be related to the above, but is alsvant in the absence of theoretical
propositions.

» Developing a case description — imply to develaescriptive framework for organizing
the case study.

The objective of the case is how to solve infororasecurity threats. The case is based on
theoretical propositions and can be based on explanations. There is not one single grounded
theory in the field of information security. Theaee many different approaches, by guidelines,
models and frameworks. Developing a case desaniggéems to be adequate for this case. A
framework for issues to study will be developed.
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3.4.2 Phase 7 - Validity and reliability issues

In logic, the form of an argument is valid precysilit cannot lead from true premises to a false
conclusion. An argument is said to be valid ifeirery model in which all premises are true, the
conclusion is true.

Construct validity, or credibility, refers to esliahing match between the constructed realities of
respondents and realities as represented by tibugt to various stakeholders (Yin, 1994)

This is an important issue as much of the criticesrainst using case studies is dealing with
effects and dependencies that really are not cetatéhe phenomenon being studied. Methods to
ensure the construct validity of the case inclustatdishing and maintaining a chain of evidence,
drafting a case study to discuss with key inforrmaahd using triangulation (Yin, 1994).

In the social sciences, triangulation refers toube of multiple cross-checked sources and
methodology. The table below shows what type ahtyulation and sources that have been used.

In the CASE enterprise | am employed as IT Seciiypager, so | would be able to repeat the
collected data, because | got insight in storedid@mts in the enterprise.

Type of triangulation used in the CASE study  Sosifcer of documents)

Data Intranet sources
Interviews
* Project leader
» IT director
* Employee representative
Observations
e Security team meetings
Participate
e Security project
* Researcher is IT Security Manager in
the enterprise.
Reports
* Advisor reports (3)
* Project report(1)
» Organization change report(2)
Plans
» Security project plan
Organization charts
e Org. charts(3)
Documents
» Security policy
e Security rules
* Role descriptions
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Role database ( Lotus Notes)
Quality system

Investigator Interpreting the data

Theory Books and best practice standards

» Security handbooks(many)

* Security management book(1)
* Guidelines

* Frameworks(4)

* |ISO standards(5)

Methodological Archive records
Documents
Interview
Observation
Participate

In statistics, reliability is the consistency aet of measurements or measuring instrument.
Reliability does not imply validity. That is, a i@ble measure is measuring something
consistently, but not necessarily what it is suppld® be measuring. For example, while there
are many reliable tests, not all of them woulddiglpredict job performance.

In the case study organizations charts and buspresess charts have been documented, since
format is essential of the research. Enterpriséishave different chart, but the concept can be
reused.

3.4.3 Phase 8 - Interpret results and conclusion

It is important that the example for the case sisdjocumented by its most relevant evidence.
By doing this the reader can conclude, independkthite investigator. In this report the results
and conclusion is presented in the end, after denisig how other investigation could interpret.
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4 A CASE study

For security reason the company name will be heldidential, so potential risks of the
company will not be public.

In the literature research | have done some firglingnvestigate in the enterprise | have chosen.
The literature framework has the topics to invegggl have added one line to show what have
been found in the CASE enterprise.

Author

Manage-
ment

Organization

IT Risks

Object
security

Incident
handling

Business
continuity
management

Compliance

Training /
Awareness

Behavior

Information
Security
Architecture
and
Information
Security
Governance

COSO ( SOX
1ISO
27001/17799

ITIL
Cobit ( SOX)
Management

and
organization

X X X X X

X X X X X

X

X X X X X

Li. et
al.(2003)

Siponen
(2003)

Solms
(2005)

Tejay
(2005)

Pattinson
(2003)

Pearson
and Ma
(2005)

Behavior

Rhee and
Ryu (2005)

Stanton
et.al.(2004)

Kolkowska
(2005)

Mathisen
(2005)

Albrechtser
(2006)
Human
Firewall /
Withman et.al
(2005)
IT Risks by
Jahner and
Krcmar
(2005)

CASE study
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4.1 Background for the CASE

The IT organization of the enterprise has been gbadim the last 5 years. | have looked at these
changes to investigate what they have changed ito thelay’s status. In specific, have been
investigating the IT security environment.

The enterprise changed the audit firm in finanad @counting in 2002 and this firm is still the
current audit firm. As a part of the first audita002 they had a special focus of the IT security
environment in the enterprise. The enterprise mamagt was aware of that there were several
problems in IT operations. Some of these problem®wa result of loss of IT security handling
in the enterprise. The enterprise management hag@ortunity to a neutral investigation of the
IT function. The audit company produced a repaat ttad some remarks and concluded that
there was a loss of IT security in the enterpi@enmarized the following issues were found:

» Missing issues in the security policy and lackmpilementation of the policy.
* Loss and missing control of management in contrgliiser rights.

* Vulnerable in security configuration in operatigistems and network.

» Divergence in national law requirements in the peas requirement law.

As a result, the IT function changed their orgatiiraand build up an IT security function. This
IT security function has been investigated in thestar thesis.

In the CASE study | have been studying the follayd@hements of the IT function, according to
the literature framework:

IT Management

IT Organization

Behaviour of IT security

Object IT security

Incident handling of IT security breaks

Business continuity management

Compliance of IT security towards laws and regolati
Training and Awareness of IT security handling

ONoO~WNE
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4.2 Presentation of the CASE Enterprise

The enterprise is one of the leading in the foalligtry in Norway. The enterprise has a sales and
marketing organization and is responsible for pobdievelopment, quality assurance, production
and distribution planning, marketing and exportaafd products. The enterprise has 5500
employees. The vision of the enterprisé\ige shall be Norway’'s most important contributonvedue
creation.”

The enterprise was merged into an enterprise i2.2B@rlier there where several companies in
the same branch which had their own stockholddres@ companies were not competitors, but
where working together with a common owned compamyg regulated the market. The market
was regulated as a co-operative. Today the enserpas the following enterprise structure, as
the result of the merge in 2002.

Stakeholders

Enterprise

Con_'lpany Company Company. Company. Company.
region region region Region South region

North Central West 11 productions East

8 productio 12 production 8 production Locations 14 productions
locations Locations i locations

[8 Brand companies }

The enterprise has an administration, enterpreféatd 13 departments serving the whole
enterprise including regional companies and sontkebrand companies. One of these
departments is the IT department.

The merge resulted in many organization change$i lavels of the organization.
The enterprise is certified according to the ind¢ional IEC:1SO 9001:2000 standard. The

enterprise believes that this standard is a toehgure that they are following laws and
regulations within internal audit and quality me@su(health, environment and safety).
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4.2.1 Business processes in the Enterprise

The co-operate enterprise has a business processaah. This is according to that they are ISO
9001 certified. The business process is:

Main processes

Management processes
Strateaical Budget Control Evaluation
Customer I I Customer
Demands . satisfaction

Main processes

Raw material Distribution

n o o

Supportprocesser

Personal og ICT

Stakeholders

Adminstration

Kompetanse

Information

Accounts and Research and Logistics and

finance business developnr  planning

Continual improvement

The process chart has one main process to ardievgoial of customer satisfaction. To manage
the main process the enterprise has a manage prddesenterprise also has a support process.
The overall business process also has an iteriatikéo the start of the process to do continual
improvements.
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4.3 IT management

The current IT function consists of 55 employed®e TT function supports the enterprise and
most of the daughter companies. They are suppaatiogt 4000 users. The IT function provides
both complete IT architecture as well as applicetiike ERP systems as an application provider.
The IT function also widely outsources parts offinections like WAN and hosting of servers.
The operational budget for the year 2006 is NOK @l The IT department is using an ITIL
“light” model. They call it “light” because of thegre not using all the parts of the framework.
They are not planning for an ITIL certificate, basa this is costly and is not required by the
customers of the IT department. The IT departmedbvided into roles with responsible tasks
instead of job position in departments.

The CIO (IT Director) of the IT function is reparg to a Vice President in the enterprise
management. In the enterprise management orgamzztart, the chart is showing that the Vice
President that has responsible of several functidindinance and personal.

For maintaining the system portfolio, planning gmibritizing of projects, there is a board
containing the CIO, vice president of finance, idalR, Vice President of purchase, COO, Vice
President one of the daughter companies, empl@mesentative and a secretary from the IT
department. Project leaders are reporting to thésdand a project method is developed for
running IT projects. During the budget process llmard prioritize projects in three categorizes;
1. must be done, 2. will be considered and 3. caih w

4.3.1 An information security project

To archive the current level of information seguit the enterprise, there was set up a project to
handle all tasks to be done. The project startddkeicember 2003. The project leader of this
project was an external consultant. This constitan done a similar job for a Norwegian
branch office of an audit company. During intervgesf this consultant, | got information that

the idea for the new organization of the IT deparitrwas developed in that company. This idea
was based on the thinking in roles, but not ontyskecurity purposes.

The project was organised with the project leadeha only member. As a project leader he
called in the chief for operations, system and loelgk as needed. The owner of the project is the
IT Director. The project leader reported to theestegy committee of IT, which conduct of some

of the enterprise management, representative thfagtd administration of IT department.
4.3.1.1Plan for the security project

IT-Security project — main plan revised

Make concept for IT security handling Consultant

Present concept for IT-Steering committee IT director

Develop risk map (information, operations, infrastructure, project, development, government etc.) Deloitte&Touch

Handle risk report in the IT steering committee IT steering committee
Handle risk report in enterprise management Enterprise management
Make new information security policy Consultant

Map IT-department functions and its working tasks and make these into roles Consultant
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Make Enterprise information security rules

Make necessary routines and procedures for the working tasks

Make adjustments to continual plan as a result of risk report

Develop SLA for customers like regional companies and other branch companies
Consuative in task with developing security and quality in the enterprise

Educate all users in the enterprise

Implement new organization structure, incl necessary training for the IT department
Make final report

Project plan presented as Gant diagram.

Consultant
Consultant
Consultant

Consultant
Consultant
Consultant
Consultant

D Task Name i St |Foregal2003 [Kv1,2004 |Kv2, 2004 | Kv3, 2004 ‘Kv4‘ 2004 |Kv1,2005 [Kv2,2005 |Kv3,2005 |Kv4, 2005 |Kv1,2006 |Kv2, 2006
] Yate) |€ aktite (ov] s jan] feb | mr| ap | maljun| Ju [ augsep| ot v desja e mr| ap i jun ju [aug|sep] ot [no s jan e  ma apr [ mi] jun

1 ICT-Security project - mainplan revised Uh 44 Fre 121200 |

Z\/ Make consept for CT securty handling 100% # # Man 05,0104 hTWC
3 |y Present consept or ICT-Steering commity 100% # # Ons07.0L04 2 (6

T\/‘ Develope risk map (infomation, operations, infrastructure, project, deviopment, govermentetc) ~ 100% # & Fre 30.01.04 3

T\/ Handle risk report in the ICT steering commity 100% # ¢ Fre 07.05.0¢ 4 _#l

T\/‘ Handle risk report in enterprice management 100% # #  Tir1506.04

T\/‘ Make new infomation security policy 100% # # Man 11.10.04

| Map ICT-department functions and itsworking tasks ~ and make these into roles 60% # # Tir31.05.05 3

T | Make Company information security rules 6% & & Fre 08.07.05

N Make nesesary rutinesand proceduresforthe woring ~ fasks 0% # ¢ Fre 30.09.05 29

Tl@ Make adjustments to continual plan as a result of risk report 0% ¢ ¢ Fre 281005 38

TE Dewelop SLA for cutomers like reginal companies and other branch companies 0% # 4 Fre1612.0: 41

iy Consuative in task with developing security and quality in the company 30% # 4 Fre 23.12.0¢

Tu Educate all users in the company 0% ¢ ¢ Fre 231205 28

| Implement new organisation structure, incl nessesary traning for the IT department 0% # 4 Fre 23.06.0¢ 24

T8 | Makefnd repot W # ¢ Fre 3006.0¢ 45

Figure 11 - Project Plan

The project plan describes how the project has beer. Due the merge of companies to an
enterprise, there were started a separate projestke the organizations more effective. One
result of this project was that a merge of regidmalepartments into the enterprise IT
department. This caused that the security projestaelayed. This resulted in that the project is
going to end 30.june 2006 instead of middle of 200t project leader and the IT director have
stated that organization changes are very timeuromg), and the IT department has the ongoing
business that has to be operative. This is undantakliterature about organization management.
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4.3.1.2How was the project done

The project started with looking into the organia@atstructure and what the core business in IT
is. For this process they started to look intodbpartment what tasks is done. By previous
experience from other projects in other compariieyg tlso make some new tasks to be done. In
an interview by the IT director, he stated thaythee going to build a new IT organization. The
goal for this to is “do the same things with feyeople”. The people that are left are going to do
the new tasks. The term “work smarter”, was widedgd in that period.

All tasks done by the enterprise and regional Ipadtaments where written down. By using the
main structure of the business chart for the entepthey build a new business chart for the IT
department. Building the new business proceshiT department was a working process, so
they developed several charts. The final residh@v in appendix C.

By this time each process where mapped up withlbag time each task take in time. Time
could be number of hour each day or each month.

After this was done, that had to place tasks istopte at the department. To do this that had to
make a map of all qualifications and interest of/eorking field in the department. This was
done by a sub project, because 50 people wherg ¢wioe interviewed. People that were
interviewed was present the new structure of bgsipeocesses in the IT department. Each one
was asked what where interesting working area dmat was the second area. The project
manager for this sub project gathered togethetedfi and where making this into a system. He
arranged a meeting with the management of the padiment, for doing a process of placing
people into tasks. They started with on processpaiced on person which have the interest of
doing the tasks in this process. They used oneal&yllwith 5 managers to do this work. The
managers did not know who had the interest. Theoreéor doing the anonymous process was
that no one should be excluded as a result of Isiacigors. After this process was done, each
employee in the IT department got an offer of nagks in the new IT organization and the new.
The entire employee accepted the offer.

After this process was done, the manager of thenmdtion security project used
recommendations used in the IEC:ISO 17799:2002atepsecurity tasks in the IT organization.
By this time he had to use the term role and taskgrking descriptions to get enough details.
The 1SO standard recommenders that, for exampégrudive computer code should be handled
by antivirus programs. The task of handling antisiprogram is done by the person who got the
role as antivirus responsible. This role was theped with was tasks to do and what
information security demand the enterprise hass Thplies that routines and procedures are
necessary in addition to the framework. The prdp@st not completed all routines. The
completion of these routines and procedures igthandled of newly build security
organization. By this the database administratas,the demands and knowledge to secure a
database. If the role responsible does not havekilie, he/she will be educated.
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There was a lot of information about people, rolasks and business processes. The project
manager talked with system department in IT. Ld&totes is a strategic tool used in the
enterprise so they developed a Lotus Notes datatigtsall this information.
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4.4 IT Security management

IT security in the enterprise is managed at themapagement of the enterprise. The managing
director (CEO) has approved the information segyitlicy, and is valid for all parts of the
enterprise, e.g. all companies they have shardés54# or more. The policy states that the IT
director has the responsible of the day to dayeldusty management. The IT director has an IT
security manager to do task of IT security.

The IT security manager has an IT security teans #am has several members, divided into
role responsible. This is physical IT securitygess control, malicious code, network and
emergency planning.

4.4.1 Documents implemented in the enterprise

During interviews | have found four important docemts that had been developed. They were
developed during a information security projecte3é documents are Enterprise information
security policy, Enterprise information securityesifor employees, Enterprise information
security rules for IT and enterprise informatioows&y rules for locations.

4.4.2 Enterprise information security policy

This document describes rules of information ségumithe enterprise. The document describes
what level of information security the top managatneant in the enterprise. This document has
been signed by the director of the enterprise. Magshowed me that the information security is
important for the enterprise. The main issues éndbcument is strategic goals for the enterprise,
variables for what is the meaning of informationisdy is, parameters for continuation of
operation of information systems, organizationTosécurity handling, information classification
and consequences of breaking the rules. The pislisgsed on information from the risk
analyses that has been done by the audit compaeyddcument states that all information in the
enterprise should be marked with four differenegaties. These are: open to public, internal,
confidential and strictly confidential. Another pareter in the policy is response time. Sales and
distribution system show have maximum of 1 hour e, groupware systems 1 day and
account system 1 week.

4.4.3 Enterprise information security rules for emp loyees

As the information security policy does not haveafic rules for the employees, it has been
developed a document that has specific rules fer lnshaviour and act of information systems in
the enterprise. The first part of the document diess what information security is and what the
management demand is. The next part of the docudesctibes how to handle documents, PC,
PDA and other IT equipment, use of internet, use-ofail. The last part is how to report
information security breakages, dismisses of therprise and consequences of breaking these
rules. This document had been developed togethbrtiae employees of the enterprise. Staff
representative and enterprise management has abegdtlis document together with a
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presentation is to be presented into meetingsdiig lierarchy organization of the enterprise.
The leader of each department uses the presentatmesent information security rules in the
enterprise. In this matter the employees get educaefore they get the document. The
document is to be signed by the employee.

During the case study the document was in progrelssing signed by the employees. In a
interview of the director of personnel, this pracesll take minimum 6 months. By the end of
the case study it had taken 3 months, and aboutdQ@k& employees have signed. The
statement of that it will take about 6 moth is luthsa earlier experience within the enterprise. A
similar process has been done about ethics rules.

4.4.4 Enterprise information security rules for IT

The project leader of the information security padjhad some knowledge about the ISO
17799:2002 standard. This standard about informatgzurity is a guideline for implementing
information security. By this standard the projeetder developed a framework document for the
IT department of the enterprise. This frameworkasing rules and demands of services the IT
department uses.

The document follows the numbering of the ISO staddKey points in this document is
security organization, 3.part access, training spta} security, network security, access control,
systems development and continuity planning. Theudwnt has been updated to with the
changes in the ISO 17799:2005 standard, but hasethibe part with risk assessment and
treatment, in the document. The risk assessmératridled in the IT department by the IT
Security Manager, and is performed in change manageprocess in the IT department.
Enterprise information security rules for locagon

The enterprise has developed rules for locatiorsstMf the locations have a manager with is
responsible for employees and buildings at thetiogaTo provide rules for handling equipment
holds information in the location, e.g. equipmenservers, routers and switches. The main rules
in the document are access management, employemasditant’'s checks.

4.5 IT Organization

The IT department is officially presented by theibess process chart (Appendix C. To supply
this they also have a hierarchical organizatiorrtcide organization chart of the current IS
department can be seen in appendix B. The orgémiziahs a central organization form, but
employees are not placed in same office localinafldnere are employees placed in 12
localizations. Most of these employees are havieefbcation in headquarter. They have a long
term plan, to make 2 centers placed outside heagsalhere has been an organization change
in the hierarchy chart in year 2002 as a resudt wferge process by establishing of the enterprise.
The organization chart at the year 2002 is pregentappendix A.

4.5.1 Processes

The work process of the IT function is organize@dasib support process of main corporate
business process. The process for IT is correspgmdith the corporate one; with a main
process, manage process and a support procespokisible to drill down into further levels in
all processes.
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4.5.2 Role based organization

The whole IT organization is build up of roles, wresponsible tasks. There are about 200 roles
divided into 55 employees. A system is developethamage them and mapping between roles
and employees. This system shows roles resporisibilee processes in the IT department.

As shown in appendix C, there are several sub psesein the responsibilities of the IT
department. Each sub process has a manager, thiedsiib process has tasks that require more
man power than one person, there are sub rolesxample is that there is one manager for the
operation process. This manager has five sub pgesde manage where one of these sub
processes is managing PCs. Since there are 300 Bit&smain enterprise to support there is
one manager and three operators. They are usindE8X systems management software for
managing tasks, like patch management, inventoffware distribution and remote support.

4.6 Behaviour of IT security

In the literature research | discovered that thmdmu factor is very important to manage
information security. In this case study it was possible to get any measurements about what
effects information security management has madleet@nterprise. The information security
policy is placed into the quality system, whictelsctronically. The quality system is not used in
daily basis in headquarter, and questions to soiddlenmanagers show that this policy is not
known. The distribution of the document enterpigermation rules for employees is in

progress and will be measured during the processdiFack from the employees in the enterprise
is positive, so it seems to be useful. As an aves®ampaign, key factors in information
security have been published in the enterprise meagazine which is mailed to every employee.
This was done in August 2006. The publishers arasoming that this magazine is read by the
employees, but not on each article. Their survesydoacluded that this magazine is read of most
of the employees.

Information security rules is not published in thanet of the reason that they want to do the
presentation of the document before they publistdibcument, according to the agreement
between employees and the enterprise managementiotlument is placed in the human
recourses manual and manager manual. These mamegdablished electronically in the end of
this case study. There are plans to make awarsessm®ns in the intranet, so that information in
the rules document is not forgotten after rollduitere is established a project on handling e-mail
in the enterprise. Rules of handling e-mails aneeligoed some years ago, but there have not
been any campaigns to publish these rules.

A risk report on information security was done 002. This report discovered several risks to
the enterprise. The latest audit performed by eareal partner, shown that there is great
progress in reducing these risks. To archive #ssilt they have had an IT security project in the
enterprise. | have described this project eantiex separate chapter of this report.

4.7 Object IT security

| have not done a detailed research on objectduirgg, as this is not the main theme in this
master thesis. | have focused on how informati@osty is handled in the IT organization. The
IT department has an ISO 17799:2005 approach, weaphires that they have to meet the
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requirements in the standard. To meet these ragaits they have written routines. These
routines are developed together with the speciafighe object (server, PC, firewall etc.) and the
IT security team. They also use the concepts df fldmework. With this framework they have
control of their business processes. There is agghenanagement process, where all major
system changes are handles. The IT security maisapart of this process. The security
manager involved the security team, depended onhadiianges are planned to be done. There
are specific roles for components like PC, serdeddy and WAN. In each role there are
specified object to secure and what tasks to pacf&atch testing and updating are a task for all
operators. Theses operators are given educatio@ éospecialist in their field. Some of them
have product certification, Microsoft Certified Enger. Developers are given specific training in
writing secure code.

Many of the tasks are outsourced to a 3.part. Bytlay of doing, the 3.part is doing the actual
tasks, but internal they have resources and compete check that the 3.part do their tasks in a
secure manner.

4.8 Incident handling of IT security breaks

The IT department has a no formal way of handlihgdcurity breaks, in the meaning of written
form to use. In the document security rules for tisere are specified how to report breaks. The
chapter below describes what is written in the doemot.

Everyone that works for Enterprise has the resgulitsi to report any activity, problems or
suspicion of irregularities that can affect “datat information security. These reports must be
handed to the IT department Helpdesk or your closescutive. A security occurrence can be
defined as:
« "Data” that is read or copied of people with out @worization to the respective “data”
* Modifications that allow unauthorized people to @€ our systems, or disallow
authorized people to do so.
* The lost of a enterprise-PC or other devises wétves information
* Virus atakk or suspicion.
* Receiving big amounts of unwanted Mail (advertise...)
* When receiving a Virus alert pop-up ( you are natharized to delete the alert with out
contacting the IT Helpdesk.
« Burglary or theft of IKT-equipment or unauthorizactess to Enterprise working
premises.
» Observation of general violation or weakness afrimfation security.

4.9 Compliance of IT security towards laws and regulation

The enterprise is seated in Norway, and only hae#b with Norwegian regulation. Have are not
registered at the stock marked, so they do not kane strict laws as other companies at the
stock marked. SOX regulations is not acquired ®oneet. However, they have to follow many
of the same national laws as the other Norwegiampamies. There is some regulation about
national account according to audit.
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The national law, “personopplysning loven” is abbandling how to deal with personal
information. This law has strong requirements fandiing information that can identify a

person. Customer and payroll systems are somesé thystems that have to be also have to be
taken care of. The law has different grading. & strongest grading is too be meet, the enterprise
has to apply. The enterprise has outsourced th@lbaystem, and the enterprise that owns this
application has applied to the federal authorityst@mer information is not so specific that they
have to apply for this application. The law ha®asme requirement for information security
handling, but it has no specific demands. Thesemgéierms about information security is
handled by the IS0 17799 standard the enterprise us

4.10Training and Awareness of IT security handling

There are several plans to develop security awasesgssions in the enterprise. There was article
in the enterprise’s newspaper, which is sent haal employees. This article was about
information handling and general information setgufiiom the national news. Most of the plans
was stopped because of that the management oftégorase, made a decision that education in
IT security is going to be at the same time adtkibution of the user IT security rules. There
was made a presentation together with the docurniaetmanagement and the employees
representative has agreed that all employees amg gmhave a small training before the user
information security rules are signed. A preseatain form of a PowerPoint document was
made. This presentation was to help the lead#venf department to do the presentation of IT
security in the enterprise. After that this procefd is done, there are plans to put information
security drops in the intranet.

44



5 Discussion of implications and contributing

Main theme of this research work has been investigdow to handle information security in
organisations. Thru my literature research, | Hawad that the elements organising and humans
are important factors in handling information séyuiThe CASE study has shown a way of
handling. In the literature research | have fourgdurrent different standards, guidelines,
models and frameworks for handling information sigu

The case study has showed me one way to handlienafion security in an organization. The
CASE enterprise has established an informationrgggroject, to handle information security.
The project had not been evaluated by measureéisissoot possible to make a clear conclusion
of the ideas of handling information security is thore the right solution to this enterprise. The
advisor report (2007) shows that there are fevaksrin the enterprise than advisors report in
2004. The advisor report made in 2002, show theethre numbers of risks are from the period
of 2002 to 2004, because they discovered that thkege risks at all. The number of information
security breaks is nhot measured in the enterprise.collected material from the CASE study has
showed me that information security in organizagieabout organization structure and
responsible to all in the IT organization. The doemts developed in the project shows what
responsible the organization has and how theseiaded into roles and tasks.

The advisor reports at the enterprise have shoatrthiere has been a great progress and there are
less information security risks in the enterpriBeis is a good measurement for how the
enterprise has handles information security. Th#hateof handling the information security in
this enterprise has not been documented and hasused in other companies. The key factor in
the method was using roles to get a good organizdédr handling information security. By the
roles, it was possible to get responsible for imfation security addresses to tasks instead of
employees. The method has great parallel to t8ell5/99 standard and in combination with the
ITIL framework, so it is not unique for this CASEhis is confirmed by that the IT department
uses the terms “approach to ISO 17799” and “IT¢hti. They use these term in the way that
they can full fill these standards. They have chdsado that, because of that would not give
them a better business results and it could betimsty and costly to get these certificates.

The case study together with the standard has sboepossible we of getting an organization
that can handle information security from the teyel management to practical IT employee. By
research in literature | have found several surtlegsshow that investing in object security, like
firewalls and antivirus is not enough (DTI, infortioe security breaches survey 2006).
Organization structure and information securitypessible together with security awareness
(Mathisen, 2004) seems to be a good solution tptblelem.

There has been much development in theory and cocrahstandards in the field of information
security in the last years. There has been focudewalopment of the ISO 27001 standard. The
beginning of the British standard numbered 7799,deen developed further on to the ISO
17799 standard, and now to the ISO 27000. Otheneeneial standards like Cobit and ITIL also
has had great development. The Cobit standarddelyaccepted by financial advisors to
archive requirements in the SOX Act (ISF Conferehgasberg 2006). New release of the Cobit
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4.1 and ITIL will be inn 2007.Gartner Group saysuatirelease 4.0t found COBIT 4.0 a
significant improvement on the third release, "makit more relevant, filling some gaps and
adding clarity. Most importantly, it better aligmgth good and best practices In the management
of IT and so Increases the possibility that Its wieresult In a better-managed IT environment
and, specifically, improve risk managemeiiihey recommends enterprises use it to challenge
their established IT governance procedures anahpoave the controls they have in place. There
has been some criticism about the earlier versidheses standards (Gartner Group, 2005), and
minor changes is supposed to check out some oftitiiism. | have not been able so get a
preview of these new versions, so | can not coniirim literature research | have found some
interesting research about these standards. scas$iion in a Norwegian ISF meeting this was
confirmed by the panel participants Conclusionth&se standards are that the human factor is
much more important than object security.

There is some theory in the field of handling imf@tion security, and most of these researches
have been done in the existing ISO standards dred best practises guidelines. The frameworks
of Information Security Architecture and Informati8ecurity Governance have great parallels to
Cobit and ISO standards. IT Risk management isa@art of the ISO 17799 standard and the
Cobit framework, as result of comments and resestch

The CASE study has shown that this organizatios esgeral standards and frameworks. The
result is improvement in less information securisks. This was confirmed in the advisors
reports. The CASE study validate that use of tH@:1&§0 17799:2002 is affordable for the
enterprise in a business manner. This validatirsgghgen me values of metrics in this master
thesis, by the advisors report.

My research has confirmed that handling informatieaurity is a management task and not only
a technical IT department task. The CASE has shbatobject security is not enough, there has
to be and organization to handle these challerResearch literature shows also the same results.
Research literature has shown that there are dauetkels and frameworks that will help
organizations in handling information security aisks. Organization is not the only element in
information security, behaviour and knowledge ab@ks is also needed. Education is needed to
the whole organization and not just the IT depantmduman errors are the greatest risk to
information security. There are several surveydiooing this claim. In the CASE study
organization there has been some training of th@evbrganization. The knowledge of
information security risks in the organization Ima$ been measured, so | can not confirm that the
training has been valuable to the organizationobr There are several researches about training
and security awareness. One research states ¢hatishdifference about awareness and
education in information security. Awareness igiggtattention to information security, and can
be much more effective than formal training, thaisakes much time and can be very costly.
Most organizations do not give information secuetiucation to all employees that handle
information. Security awareness sessions are \feggtive in organizations. The CASE study
organizations have done some sessions and havetplamore after the initial education is done.
A survey in this organization would be very intemag, as a further research, to measure
information security handling in that particulaganization. There are plans to have metrics in
the IT department on each role. These metrics @tréonused at information security. Metrics for
information security should also be an importantrinéo measure business goals of the
organization.
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In the CASE study it was done an information saguisk analyse before they made the
information security policy. This is quite differieinom the recommended way of doing

according to the Cobit framework. The standardemenend using of risk analyses after the IT
organization is established. This seems to somsimgi$n the planning face. If the information
security risks are not high for an organizatiorréhie no business efforts to make a strict systems
and organization. The organization in informatiealgity manner has to be in according to the
business goals. In the ISO standard this has lchdrage from ISO 17799:2002 to
ISO17799:2005, to archive the process of handllngsks.

There seems to be some not to agreement aboutamimgercial standards. Financial advisors
have education in using the Cobit standard to aehigaims in the SOX Act. This standard is

also a part of the CISSP (certified Informationt®gss Security Professional) certification. 1ISO
standards are widely used business and public mag@mns to achieve information security
standards. Since both of these standards are badsest practices they are not recognized in
education purposes because they have not andcekesand the validity can not be confirmed.
There is no formal research methods used to devbese standards. These standards have to be
proven in several organizations to be confirmed, @uld take long time to measure.
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6 Findings

By the case study and with combining standardditardture it has been possible to make a
model that is not too complicated to understandnyvia the existing standards are complicated
to understand, and are enormous in number of p&pesy of them are made to cover the whole
IT environment of large organizations, like the @slbandard. Large organizations are able to
implement several standards to get secure envirotsnaad governance. Simplification of the
solution to problem is the key. Small companies amgdnizations are not able to have an own IT
staff that can manage their information securitytera. Consultants are expensive to use and
many of these selects to live with the risk, rathan get a secure information handling
environment. There are few stories in the news &laoge business impacts because of lack of
information security, so that most of the managdrnreamall and medium sized organizations,
do not know what risks they are taking.

6.1 A framework of information security handling

Thru the CASE study | discovered that the idedsapidling information security has been used
was not documented as a methodology. The ideaeaht#thod has parallels to the
ISO17799:2005 standard and the ITIL frameworkakt hlso parallels to the framework of
information security architecture (Killmeyer, 2008psed on this information | am been able to
make a new framework for information security. € tise term framework, because it is based on
the concepts of standards and the CASE. The framkevemsists of parts from the 1SO: 27001
and the Cobit framework. Instead of making anotrenework, | have tried to integrate the 1ISO
standard into the Cobit framework. The Cobit fraradwis designed for IT Governance and not
detailed for information security. The ISO 270@dnhework is not integrated into the whole
organization, just the IT organization. The unigeenof my framework for information security
is the combination of the tree dimensions businegsirement, security requirement and needed
IT resources.

| have not described a detailed method of how éothis framework. A simplified framework of

the new ISO 27000 series will maybe be suitablerfpiframework in the next release, if it
contains links to the business perspective? (2007).
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In the literature framework, | have added what nfgiimation security framework is covering.
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The main elements of the framework are:

Business requirements- all organizations have a goal(s) and a visi@il{(i$2002). To reach
these goals the organization need support fronoith@nization, by resources. This can be both
technical and human resources. The business requset of IT services.

IT resources- The IT organization delivers against these gbwla clearly defined set of
processes that use people skills and technologgsimticture to run automated business
applications while leveraging business information

Information security requirements - preservation of confidentiality, integrity and availability of
information; in addition, other properties such as authenticity, accountability, non-repudiation and
reliability.

Business Requirements

Information security reguirements

Figure 12 - Information security framework
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6.1.1

6.1.2

6.1.3

Business requirements

Effectiveness -deals with information being relevant and pertirterthe business
process as well as being delivered in a timely,exdy consistent and usable manner.
Efficiency - concerns the provision of information through tipeimal (most productive
and economical) use of resources.

Confidentiality - concerns the protection of sensitive informati@mmfrunauthorized
disclosure.

Integrity - relates to the accuracy and completeness of infowmas well as to its
validity in accordance with business values andeetations.

Availability - relates to information being available when reqlivg the business
process now and in the future. It also concerns#feguarding of necessary resources
and associated capabilities.

Compliance -deals with complying with those laws, regulationsl @ontractual
arrangements to which the business process iscubge, externally imposed business
criteria, as well as internal policies.

Reliability - relates to the provision of appropriate informationmanagement to
operate the entity and exercise its fiduciary aodegnance responsibilities.

IT Resources

Applications - are the automated user systems and manual pnesethat process the
information.

Information - is the data in all their forms input, procesaed output by the information
systems, in whatever form is used by the business.

Infrastructure - is the technology and facilities (hardware, apieg systems, database
management systems, networking, multimedia, etd tlae environment that houses and
supports them) that enable the processing of thkcagions.

People- are the personnel required to plan, organizgiae, implement, deliver,
support, monitor and evaluate the information systand services. They may be
internal, outsourced or contracted as required.

Information security requirements

Risk assessment and treatmentanalysis of the organization's information séguisks
Security policy - management direction and level of security

Organization of information security - governance of information security

Asset management inventory and classification of information asse

Human resources security- security aspects for employees joining, movingd kEaving
an organization
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Physical and environmental security- protection of the computer facilities
Communications and operations managementmanagement of technical security
controls in systems and networks

Access control restriction of access rights to networks, systeapplications, functions
and data

Information systems acquisition, development and matenance- building security
into applications

Information security incident management- anticipating and responding appropriately
to information security breaches

Business continuity management protecting, maintaining and recovering business-
critical processes and systems

Compliance - ensuring conformance with information securitjigies, standards, laws
and regulations
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To establish an environment for information segutisuggest using the PDCA model.
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Figure 13 - ISO PDCA model

This PDCA is to be found in the 1ISO 27001 standandi consist of:

Plan - Establish information security policy, objectives, processes and procedures relevant to managing
risk and improving information security to deliver results in accordance with an organization’s overall
policies and objectives.

Do - Implement and operate the information security policy, controls, processes and procedures.

Check - Assess and, where applicable, measure process performance against information security policy,
objectives and practical experience and report the results to management for review.

Act - Take corrective and preventive actions, basetthemesults of the internal information
security audit and management review or other agleinformation, to achieve continual
improvement of the information security.
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6.2 Further research

By the material found in the case study, togethiér lterature and best practise standards, it was
possible to make a framework for handling inforrmatsecurity. This model can be tested in
other organizations and measured by surveys @ractsearch.

In my research and the CASE study | have foundttiebrganizing is one of the most important
factors in having control of information security.the last year there have been several attacks
on personal users (Infosec Europe 2007). These dsamnot have ability to get all utilities to
establish an environment for handling informatieowity and risk handling. It is more common
to use home PC to do electronically banking. Omgohicrimes have seen possible in getting
control at home PC and do bank postings when taeisisogged into their accounts. To do this
they need highly skilled hackers (code breakerpettorm these tasks. Organized are not
educating own computer personnel, but recruitirgrtihru their networks around the world and
good paid services. Once they have got a persomaésahe necessary skills, they use pressure
go get them ongoing for their organizations. Trghlskilled computer persons are then trapped
into their network of crimes. These hackers are alfreat to organizations, because the
organized networks give the hackers all needediress to do their attacks because pay of could
be very high. This raises the question about hogetdhe right ethics to young computer
persons. This has to be treated as all other crarsd the world. There are different laws in
each county, are less developed counties doesanetlaws to stop these crimes. A solution to
this could be a strong participant from the UN ({ddiNations). This could be an interesting
further research.

54



7 Reference

Achieving Network Security - An AT&T survey and viipaper in cooperation with the
Economist Intelligence Unit. 2003.

Albrechtsen, Eirik, A quantitative study of usevgw on information security, Elsevier, Science
Direct, 2006

Bosworth, Seymour & Kabay, M.E, Computer securigndbook, fourth edition 2002

Buchanan, D, Bobby, D and McCalman, J. “ Gettingdettion on, Getting out and Getting
back” in Alam Bryman(ed), Readings in Qualitativesearch.

Cline, Melinda and Jensen, Bradley K., Americasf€amnce on Information Systems, 2004
Clue for Windows, Clue Inc, version 3.3, 1994

Cobit 4.0 — Management Guidelines — COBIT Stee@ogmittee and the IT Governance
Institute, 2005

Davison, R. M., Martinsons, M. G., and Kock, N.iffiples of Canonical Action Research,”
Information Systems Journal (14:1), 2004, pp. 65-86

Department of Trade and Industry, information siggiloreaches survey 2006, technical report

Ecommerce timedttp://www.ecommercetimes.com

Elloff, Jan, Information security Architecture, Cpuater & Fraud November 2006
Fumy, Walter & Sauerbrey, Joerg, Siemens Aktientgseaft, 2006

Gartner Grouphttp://www.gartner.com2006

Global Watch Mission Report, Changing nature obinfation security, 2006

Grobler T, and Prof. Louwrens, B.,
http://icsa.cs.up.ac.zalissa/2005/Proceedings/Retg046 Article.pdf2005

Henry Mintzberg, Designing effective organizatioRsentice Hall, 1983

Hevner, A.R., March, S.T., Park, J. and Ram, S0420Design Science in
Information Systems ReseardlS Quarterly 28, No. 1, 75-105

Hoxey, Cynthia and Shoemaker, Dan, Americas Conteren Information Systems, 2005

55



IEC/ISO 17799:2005 — International Organization$teindardization and International
Electrotechnical Commission, 2005

IEC/ISO 7799:2002 — International Organization$tandardization and International
Electrotechnical Commission, 2002

IEC/ISO 27001:2005 — International Organization$tendardization and International
Electrotechnical Commission, 2005

Infosec Europe 2006, London, Hackers panel, 2006
Infosec Europe 2007, DTI, 2007

ISF Conference, Tgnsbelutp://www.isf.ng 2006

ITIL — IT infrastructure library, Best Practice f8ecurity Management, Introduction to ITIL,
2005

Jacobsen, D.l., Hvordan gjennomfgre undersgkelsaf@ring i samfunnsvitenskapelig metode
Norwegian Academic Press, Kristiansand, Norway 0200

Jahner, Stefanie and Krcmar, Helmut, Risk Cultgra auccess factor for IT risk management,
Americas Conference on Information Systems, 2005

Janesick, V. The Choreography of Qualitative ReteResign, in Handbook of Qualitative
Research. (Ed, Lincoln, Y.S.). SAGE Publicationsoidsand Oaks, California, USA, pp
379-399, 2000

Jordan, Ernie & Luke Silcock, PA Consulting GroBeating IT Risks, 2005

Killmeyer, Jan, Information security Architectuecond Edition, Auerbach Publications, 2006

Kufas, Ivar and Mglmann Roy Are, Informasjonssikietrog insiderproblematikk, ISBN 82-
7706-204-41993

Li et. al, BS7799: A Suitable Modell for InformaticGecurity Management, 2003

Mathisen, Johnny, Measuring Information Securityak@ness — A survey showing the
Norwegian way to do it, 2004

Myers, M.D. “Investigation information systems wethnographic research”, Communications
of the AIS 2, Article 23, 1999

Noah Webster, A Compendious Dictionary of the Esiglianguage, Merriam Company 1909

Pattinson, Malcom R., Americas Conference on In&diom Systems, 2003

56



Reierstad, Nina and Salvesen, Hilde, ImplementiRgionalized Data IT Architecture by
enterprise application integration, A CASE studydtér thesis, 2004

Sarbarnes-Oxley, US Sarbarnes-Oxley Act, US Lawlatigns, http://www.pcaobus.org

Sethi,Vikram and King,Willam R., Introduction to $iness process reengineering, 2002

Shafer, Don, Dynamic Position Conference, 2004

Stamland, Frank-Arne, Is BS7799 worth the effodQ4£

Tejay, Gurvirender, Making Sense of Informationt8yss Security Standards, Americas
conference on Information Systems, 2005

Venkatraman N., IT-Enabled Business Transformatiwaom Automation to Business Scope
Redefinition, 1994

Webster, Jane and Watson Richard T., Analyzingp#s to prepare for the future: Writing a
literature review, MIS Quarterly Vol 26 No 2, 2002

Wold, Gullik, Key factors in making Information Segaty policies Effective, 2004

Yin, Robert K., Case Study Research, 1989

Yin, Robert K., Third Edition, Case Study Reseagd)3

Merriam-Webster and Wikipedia.orgt{p://wikipedia.org

Withman, Crayor, Fendler, Baker, White paper, Infation Security Curriculum Development
Conferences, 2005

57



8 Appendix A - Organization chart in 2002
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9 Appendix B - Current IT organization in the enter  prise
company
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10 Appendix C — IT business processes
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